| e s s

If you have issues viewing or accessing this file contact us at NCJRS.gov.

R

Nationail Criminal Justice Reference Service

A

e

W i M bt . i £ oo <t

ncjrs

This microfiche was produced from documents received for
inclusion in the NCJRS data base. Since NCJRS cannot exercise
control over the physical condition of the documents submitted,
the individual frame quality will vary. The resolution chart on
this frame may be used to evaluate the document quality.

1.0 =l jz

== & &
=Lz
T Al

i

122 s jrie
; _— = _—
? i
MICROCOPY RESOLUTION TEST CHART
NATIONAL BUREAU OF STANDARD3-1963-A
wa
v

s
B

Microfilmﬁ?brocédh;é; used to bc;éabt.é thfs; ficl;.é Comply with
the standards set forth in 41CFR 101-11.504. -

Points of view or opinions stated in this document are
those of the author(s) and do not represent the official
position or policies of the U. S. Department of Justice.

- . R e v e e T )

P T, ’
!National Institute of Justice /‘{, (o . LT
LSRR A e R HL ORGSR T

United States Department of Justice
Washington, D.C. 20531 '

- e

'DATE FILMED




.

Office of Technology Assessment

Congressional Board Director’s Office

Representative MORRIS K, UDALL, Arizena, Chairman JOHN H. GIBBONS, Director

Senator TED STEVENS, Alaska, Vice Chairman DANIEL De SIMONE, Deputy Director

Senate House
Advisory Council
EDWARD M. KENNEDY GEORGE E. BROWN, JR.

Massachusetts California

ERNEST F. HOLLINGS JOHN D. DINGELL
South Carolina Michigan
ADLAIE. STEVENSON LARRY WINN, JR.

Hiinois Kansas J. FRED BUCY

ORRIN G, HATCH CLARENCE E. MILLER
Utah Ohio

CHARLES McC. MATHIAS, IR, JOHN W. WYDLER
Maryland New York

JOHN H. GIBBONS
ex officio

FREDERICK C. ROBBINS GILBERT GUDE
Chairman CARL N. HODGES

JEROME B. WIESNER

Vice Chairman CHARLES N, KIMBALL

JOHN T. McALISTER, JR.

CLAIRE T. DEDRICK RACHEL McCULLOCH

JAMES C. FLETCHER ELMER B. STAATS

LEWIS THOMAS

The Technology Assessment Board approves the release of this report, whigh ideptifies a range of vnew:
points on a significant issue facing the U.S. Congress. The views expressed in this report are not neces

sarily those of the Board, OTA Advisory Council, or of individual members thereof:

i

- TR S e
SR et ks A R e PR

b4
-
-

a7
coid

L N A g R

g e gy

-

e

T

Taggants in
Explosives

U.S. Department of Justice
National Institute of Justice

This document has been reproduced exaclly as received from the
person ot organization originating it Points ol view or opmions stated
in this document are those of the authors and do nol necessarily
represent the official position or palicies of the National Institute of
Justice.

Permission to reproduce this Copmmmdidond tiatenal has been
granted by
_Public Domain, Office of _

Technology Assessment

ta the National Criminal Justice Reference Service (NCJIRS).

Further reproduction outside ol the NCJRS system requires permis-

sion of the OOt QWNOr

OTA Reports are the principal documentation of formal assessment projects. These
projects are approved in advance by the Technology Assessment Board. At the con-
clusion of a project, the Board has the opportunity to review the report but its release
does not necessarily imply endorsement of the results by the Board or its individual

1
" CONGRESS OF THE UNITED STATES

s & Office of Technology Assessment
5 Washington, b, . 20510

B o N




syt

Foreword

This assessment was made in response to a request from the Senate Committee

on Governmental Affairs that OTA examine the issues surrounding a proposal to re-
quire that commercial explosives and

gants” as an aid to law enforcement. Two

the batch of explosives used to make the bomb;

® “detection taggants” would be designed tc emit a vapor which would escape
from a Suitcase, package, etc., so that a taggant-sensing machine at an airport
or public building could detect the presence of concealed explosives.

The proposal to require taggants is generally vi
forcement community, and opposed by the manufa
others) on the grounds that taggants would be ineffe

ewed as helpful by the law en-
Cturers of explosives (and some
ctive, unsafe, and too costly.
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whether taggants would in fact
work. Second, it assesses the question of whether adding such taggants to explosives

and gunpowders might create a safety hazard. Third, the cos
(on the assumption taggants work and are safe) is calculated
ters which would affect its costs are identified. Finally,
value of such a program (assuming that ta
areasonable cost) to law enforcement.
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the study assesses the likely
ggants work, are safe, and are available at

The project was directed by Dr. Peter Sharfman, Program Manager for Interna-
tional Security and Commerce within OTA’s Energy, Materials, and International

Security Division, headed by Assistant Director Lionel S. Johns. The principal inves-
tigator was David Garfinkle of Science Applications, Inc.
OTA is grateful for the assistance of its Tag

as well as for the assistance provided by the Bureau of Alcohol, Tobacco, and Fire-

arms of the U.S. Department of the Treasury, the Institute of Makers of Explosives,
the Sporting Arms and Ammunition Manufacturers Institute, the 3M Company, and
the Federal Aviation Administration.

JOHN H. GIBBONS
Director

gants in Explosives Advisory Panel,

Library of Congress Catalog Card Number 80-600070
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Chapterll
SUMMARY

INTRODUCTION

At the reqiiest of the Senate Committee on Governmental Affairs, the Office of
Technology Assessment has undertaken an analysis of the proposal to mandate the
use of taggants in explosive materials manufactured for commercial use. A “tag-
gant” is a material that might be added to explosives and gunpowders* at the time
of manufacture, as an eventual aid to law enforcement. This study assesses the ex-
isting taggant technology in order to assist Congress in its decision whether to adopt
legislation which would require taggants in explosives and gunpowders.

Two different kinds of taggants are being developed for possible incorporation
in chemical explosives, and it has been proposed that both be required. Identification
taggants are designed to survive the detonation of an explosive, and to be retrieved
from the debris. They would contain a code identifying the batch of explosives or
gunpowder used in a particular bombing. The intent of those advocating the devel-
opment of such taggants is that law enforcement officers investigating a criminal
bombing would retrieve identification taggants and decode them, could then begin
their investigation knowing what kind of explosive material had been used, and
would be able to obtain a list of the last legal purchasers of these explosives and
gunpowders. At the present time the leading contender for an identification taggant
is a color-coded microscopic plastic chip which has been developed by the 3M Co.

Detection taggants are designed to be sensed by a suitable detection machine
even when contained in a package. The intent of those developing detection tag-
gants is that detection machines at airports, public building entrances, and other ap-
propriate sites would signal any effort to introduce explosive materials into the
area. In facilities not normally protected by such devices, portable detection sen-
sors could be used to search the facility in response to a threat. The leading con-
tender for a detection taggant is a microcapsule which would emit small quantities
of a vapor whose molecules are so distinctive that a suitable sensing instrument
(which is under parallel development) could detect a parts-per-trillion concentra-
tion. - L '

-\/

The Bureau of Alcohol, Tobacco, and Fire-
arms (BATF) of the Department of the Treas-
ury, which is the executive agency that has
jurisdiction over most crimes involving high ex-
plosives, has sponsored a program to develop
taggants. Most of the effort has been carried
out or supervised by the Aerospace Corp., un-
der contract to BATF. Neither identification
taggants nor detection taggants have been ful-

*The term gunpowder includes black and smokeless powders
and Pyrodex® (a registered trademark of the Pyrodex Corpl), a
black powder substitute.

ly developed and tested; the detection taggant
effort is less advanced than the identification
taggant effort.

Legislation proposed in the U.S. Senate
would make it untawful (in the words of S. 333)
... for any person or persons to manufacture
any explosive material which does not con-
tain...” both detection taggants and iden-
tification taggants, and would require that
manufacturers and distributors keep records
showing the distribution chain for each batch
of explosive material that carried a separate
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4 » Taggants in Explosives

identification taggant code. (Similar legisla-
tion has been proposed in the House of Repre-
sentatives.) The Secretary of the Treasury
would issue regulations implementing this re-
quirement, and such regulations would be
phased in as testing was completed and tag-
gants became available in sufficient quantity.

At hearings on this proposal, representatives
of the explosives and gunpowder industries
and others expressed opposition to this pro-
posal on the grounds that:

e it is premature to consider explosives tag-
ging legislation while development and test-
ing of taggants have not been completed;

° taggants may be unsafe, since they would
require adding a foreign substance to the ex-
plosive materials;

¢ a taggant program would be extremely cost-
ly; and

¢ a taggant program would not, in fact, have
much utility for law enforcement.

Proponents of a taggant program have coun-
tered that: N

e taggants are inert materials, no more unsafe
than current additives to explosives and gun-
powders;

* a taggant program need not be unduly cost-
ly; and

¢ bombings are extremely difficult crimes to
prevent or solve using existing methods, and
taggants would provide an extremely useful
tool to law enforcement agenices.

The Senate Committee on Governmental Af-
fairs has requested that OTA review the avail-
able data on explosive taggant technology,
and conduct an assessment which would ad-
dress;

1. the safety of adding taggants to explo-
sives;

2. the postdetonation survivability and re-
coverability of identification taggants;

3. the cost impact of a taggant program on
the explosives industry and users;

4. the utility of a taggant program to law en-
forcement;

v

5. the effects on cost and utility of excluding
certain explosive materials from the tag-
gant program;

6. the removal of taggants from tagged ex-
plosives; and

7. alternatives to a taggant program.

The text of the request letter is included as ap-
pendix A,

The proposal to require that taggants be
added to commercial explosives at the time of
manufacture has aroused intense controversy.
While OTA believes that this report will serve
to narrow many of the areas of confroversy,
there are a number of issues on which the
available data do not permit a scientifically
conclusive finding. OTA has therefore made a
number of judgments based on the available
evidence where conclusive proof was lacking.
In some cases these judgments, and the reason-
ing underlying them, have proved unpersua-
sive to one side or another in the controversy.
Therefore, the final section of this chapgter
calls attention to the major areas in which one
or more affected parties may disagree with the
OTA findings.

Research Approach

In order to assess the impacts of a taggant
program, a two-stage approach has been nec-
essary. As the first stage, an analysis has been
made of the safety and technical efficacy of
the taggants at the current state of develop-
ment, since cost and utility are moot points if
the taggants are not safe and do not work. As
the second stage, an assumption has been
made that the taggants work and are safe and
a parametric analysis of costs and utility made
as a function of the specific implementation
plan.

Due to severe time constraints, OTA did lit-
tle original research; instead, an intensive re-

* view of existing research was supplemented by

discussions with manufacturers, distributors,
and users of explosives and gunpowders, and
with law enforcement personnel and experts

[
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Ch. |I~Summary 5

on terrorism. Table 1 summarizes the major
sources consulted.

In addition, OTA sent a questionnaire to ap-
proximately 950 members of the International
Association of Chiefs of Police (IACP) asking
them to assess the utility of taggants, (The
IACP membership list was chosen because it
constituted a broad cross section of the law en-
forcement community.) The questionnaire was
sent to a random sample of the IACP members,
and the low response rate (about 15 percent)
probably created a bias towards those with in-
terest in, and knowledge of, the subject. (A
possible misconception may have been intro-
duced by the explanatory material introducing
the questionnaire, which inadvertently indi-
cated that identification taggants could iden-
tify the last legal purchaser of explosives used
in a bombing, rather than identifying a list of
last legal purchasers.) The results of the ques-
tionnaire, interpreted with considerable cau-

tion, are integrated into the analysis in chapter
VI, and reported in detail in appendix B.

OTA also directed a series of tests on the re-
coverability of the 3M identification taggant.
The Aerospace Corp. had conducted a large
number of laboratory tests on the survivability
of the 3M identification taggants, but the only
information on the recovery of taggants under
field conditions came from poorly docu-
mented demonstrations and training tests, con-
ducted by BATF, the Federal Bureau of Investi-
gation, and other organizations. These tests,
and others conducted by the Institute of Mak-
ers of Explosives, had produced conflicting
and contradictory results. OTA planned and
supervised a limited series of tests of the post-
detonation recovery process of taggants from
automobiles, The results of these tests are inte-

grated into the findings, and described in de-

tail in appendix C.

Table 1.—Major Sources of Information

Manufacturers

Explosives manufacturers (Du Pont, Atlas, Independent, Goex, Hercules)
Gunpowder manufacturers (Hercules, Goex, Olin, Pyrodex® )
Manufacturer of identification taggants (3M Co.)

Trade organizations
Institute of Makers of Explosives (IME)
Sporting Arms and Ammunition Manufacturers’ Institute (SAAMI)

Consumer organizations
National Rifle Association (NRA)
National Muzzle Loaders Assaciation (NMLA)

Organizations developing a taggant program

Bureau of Alcehol, Tobacco, and Firearms of the U.S, Treasury
Department (BATF)

Aerospace Corp. (BATF contractor)

Organizations involved in taggant research
Management Sciences Associates
Institute for Defense Analyses

Lawrence Livermore Laboratories

Explosives and gunpowder distributors
B. F. Hodgdon
Tri-State Explosives

Gunpowder retailer
The Bullet Hole

Extlosives users
Copper mines (Bingham Canyon open pit mine, Crow Fork
underground mine)

Explosives users—continued

Ceal Mine (Webstar Coal Co, )

Quarries (Tri-State, Rockville Crushed Stone)
Construction firm (Guy Atkinson)

Blasting contractor {Tri-State Explosives)

Law enforcement personnel
New York, N.Y.

San Mateo County, Calif,
Dallas-Fort Worth Airport, Tex,
Summit County, Ohio
Washington, D.C,

Experts on terrorists and térrorism

Experts from foreign and domestic law enforcement agencies

Writers on the subject (Dr, Ernest Evans, Dr. Rona Fields,
Dr. Robert Kupperman)

Foreign law enforcement sources
West Germany

England

Ireland

Interpol

U.S. Federal agencies

Federal Bureau of Investigation

Federal Aviation Administration

Bureau of Mines

Department of Transportation

U.S. Army (Corps of Engineers, Crixiinal Investigation Division,
Development and Research Command)

SOURCE: Office of Technology Assessment,

—
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Photo credit: Kennecott Copper Co.

Explosives are utilized extensively at the Bingham Canyon open pit copper mine

Some Project Limitations

There are three general limitations to the
completeness of this analysis of the proposal
to legislate the use of taggants in explosive ma-
terials. The primary limitation is caused by the
preliminary nature of the taggant research—
much data are simply not available. Additional
information is required on all aspects of the
analysis—technical efficacy, safety, cost, and
utility. Table 2 summarizes the research con-
ducted to date.

Preliminary safety testing has been con-
ducted on only a portior of the materials to
which identification taggants would be added,
and compatibility. testing has barely-begun

with detection taggants. Evidence has been
found of reactivity (using high taggant concen-
trations at elevated temperatures) between the
3M identification taggants and one type of
smokeless powder, as well as one booster ma-
terial. This reactivity creates a presumption of
incompatibility. Until this presumed incom-
patibility is resolved, taggants cannot be safely
added to these explosive materials. Resolution
of the problem may result in significant
changes in the taggants, requiring a new set of
compatibility tests and perhaps changing the
basis of the cost analysis. If the problem is re-
solved, more data still need to be generated,
The lack of data on long-term effects, in terms
of safety, stability, and performance, especial-
ly on products such as gels and slurries, is par-

4
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Photo credir: U.S. Department of the Treasury

Photograph of automobiles utilized.in the OTA taggant recovery test

Table 2. —Current State of Taggant Research?

ID taggants Detection taggants
- - Compatibility Survival recovery Compatibility
apsensitive. .. ...... ... .. .. Preliminary finished Preliminary fini imi
imi . y finished Preliminary underwa
gg;)()sr:gr.s .................. PreI!m!nary underway—compatibility problem identified Preliminary underway Teslingini{iated ’
nators. ... Preliminary underway Preliminary underway Testing initiated
glislth agem(sj ............. None None None
elonatingcord . .......... , . .. None Testing initi ing initi
e . g initiated Testing initiated
gﬁglégg;vsdggwaéé ............ g:gll:m:g:;y Sg:jset}? il Preliminary underway Preliminary underway
............ ay—c identifi imi ing initi
Wilitary explosnos T o y y—compatibility problem identified ,I\”Lefllemmary underway mléngmmaled

4As of mid-January 1980
SOURCE: Office of Tachnology Assessment
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8 s Taggants in Explosives

ticularly important. As a result of this uncer-
tainty, not even preliminary indications of
safety are possible at this time, much less the
demonstrations necessary before a taggant
proposal could safely be implemented.

While preliminary research has been con-
ducted on the survivability and recoverability
of the 3M identification taggants, only a por-
tion of the explosive materials which might be
tagged was tested, and that research is poorly
documented. Hundreds of possible detection
taggants have been screened to yield five can-
didate materials, but detailed testing of the
properties of those materials is barely under-
way. Similarly, three candidate detection sen-
sors have been identified, and limited labora-
tory testing of preliminary or “breadboard”
models completed. Methods of air sampling
are also at a preliminary stage. Thus, estimates
of technical efficacy canonly be made on the
basis of preliminary data.

As a result of the pilot test program, reason-
able data are available for the analysis of the
cost impact of adding taggants during the
manufacture of cap-sensitive high explosives,
at least for those companies which partici-
pated in the program. The data, however, on
the cost impact of adding taggants during the
manufacture of the other types of explosive
materials (for example, gunpowders) are less
adequate. While firm estimates of the cost of
unencapsulated identification taggants are
available from 3M under a variety of imple-
mentation conditions, little data are available
for the cost of encapsulated identification tag-
gants (a more likely baseline case) or for the
cost of detection taggants. Only the grossest
estimates have been made of recordkeeping
costs, and the estimates by both the propo-
nents and opponents are open to some ques-
tions of objectivity. Rule-of-thumb engineering
estimates have been made for the candidate
sensor systems costs, but the accuracy of those
estimates cannot be very precise as neither
production rate, total production, nor specifi-
cations have been established.

So far, identification tagging of explosives
has played a part in only one criminal case that

has reached a courtroom. (Those investigating
and prosecuting the case considered evidence
from taggants very helpful.) Quantification of
the utility of taggants (identification as well as
detection} is therefore simply not possible, par-
ticularly given the inadequacy of bombing sta-
tistics. Experience with' the date-shift code
(which facilitates tracing of undetonated ex-
plosives) provides useful data, as does the ex-
perience of foreign countries, but the available
information on the utility of taggants is pre-
ponderantly qualitative in nature.

A second general limitation to the complete-
ness of the analysis, imposed by limits on avail-
able time and resources, is that only a limited
sample of the population concerned with the
study could be contacted. As a result, cost data
derived from a detailed analysis of one or two
companies have been assumed to be represent-
ative of an entire segment of an industry, such
as underground coal mining or retail sale of
gunpowders. Similarly, processes for adding
taggants, reworking of waste material, quality
control, compatibility testing, and storage,
which are applicable to a segment of the man-
ufacturers of explosive materials, have been
assumed to be universal for the purpose of
generating cost estimates. A more serious man-
ifestation of the limited sample size'is that in-
depth discussions of the utility of identifica-
tion and detection taggants to law enforce-
ment and security personnel could only be
held with a small number of organizations. As
the bomber threat varies considerably from
one part of the country to another, it is diffi-
cult to generalize the results of those discus-
sions.

The third limitation on the analysis is caused by
the language of the draft legislation, S. 333. The
bill calls for tagging of all “explosive materi-
als,” which does not appear practicable if the
phrase is strictly interpreted to include the tag-
ging of blasting agents that are mixed the same
day they are detonated, and otherwise offers
no guidance for the implementation regula-
tions which the Secretary of the Treasury
would promulgate.
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SUMMARY OF FINDINGS

This assessment distinguishes between an
evaluation of the present state of development
of taggants and a projection of the cost and
utility of a taggant program .if and when the
necessary development and testing are suc-
cessfully completed. A detailed evaluation of
the development status of the identification

and detection taggants is contained in chapter

1. A crucial factor in the development status
evaluation concerns the safety of adding tag-
gants to explosives; the safety and general
compatibility analysis is contained in chapter
IV. OTA then separately evaluated the cost
and utility of a program to add taggants to
commercial explosive materials. For this anal-
ysis, it was assumed that the baseline identifi-

cation and detection taggants had successfully
completed the development process, including
a resolution of the safety issues. These anal-
yses are contained, respectively, in chapters V
and VL. Details of these and other findings are
given in chapter Il. The principal findings are
lshown in table 3 and briefly summarized be-
ow.

Taggant Utility

Assuming, for purposes of analysis, that stabil-
ity questions are successfully resolved and that
technical development is successfully completed,
both identification taggants and detection tag-

Tabie 3.—Summary of Current Status of Taggants

Identification taggants Detection taggants
Safety
Dynamites, gels, slurries. . . . No change in sensitivity, stability No reported data; testing initiated
Black powder. . ....,..... No change in sensitivity, stability No reported data; testing initiated
Smokeless powder .. .. .... Reactivity with Herco® powder observed, No reported data; testing initiated
incompatibility presumed
Booster materials ... ... ... Reactivity with Composition B observed, No reported data; testing initiated
incompatibility presumed

Blastingagents . ......... No data No data
Performance ............ Limited testing No data
Survivability
Favorable conditions. . . . ... Yes N/A
Fire vovs oo Probable N/A
Confinement ............ insufficient data N/A
Recoverability
Field recovery ........... Probable if survive N/A
Field reading . ........... Unlikely N/A
Laboratory reading . ... .... Almost ali conditions N/A
Sensor development . . . . . .. N/A Early stages
Utility
Low-valuetargets. .., ..... Little Virtually none
High-value targets, no

countermeasures .. ..... High High
High-valus, including

countermeasures , . ..... High, due to increased risks High for alt but most sophisticated

bombers

Cost, $ millions/year Identification Detection Both
Low-tevel program (1D tag code for each product changed

each year; ANFO excluded), .. ................ $15 $22 $30
Baseline program (ID tag code for each product changed

for each date/shift; ANFO excluded) . .. .......... 25 25 45
High-level program {ID tag changed for each 10,000-1b

batch; ANFQincluded) ...,.................. 215 65 268

N/A = not applicable.
These programs are defined in detail in ch. V.

SOURCE: Office of Technology -.ssessment.
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10 « Taygants in Explosives

gants would be useful law enforcement tools
against most terrorist and other criminal bomb-
ers. Their utility against certain types of bombers
would prebably be quite high; their utility against
the most sophisticated of terrorists and profes-
sional criminals is open to question.

* Data on the number and kinds of bombings
committed are dispersed and inconsistent.
Table 4 gives an idea of the magnitude of
the problem; its significance is discussed in
chapter |l and the derivation of the figures
in appendix F. OTA diligently sought to find
or reliably derive data from which one could
calculate the number of bombings that a
taggant program would solve or deter, and
found this an impossible task.

» Criminal bombings are committed by a wide
range of perpetrators, including both individu-
als and groups. It is helpful to group criminal
bombers into four categories, which differ

Table 4.—Minimum Bombing Incidents Statistics Summary?

BATF F8l
Item 1977 1978 1977 1978
Explosive bombings, number . ... ... .. 1,037b 896 867 768

319 287 118 105

Undetonated explosive bombs, number . .
339 446 248 349

Incendiary bombings, number . ..... ..

Unignited incendiary bombs, number . .. 81 71 85 79
Criminal accidents, number¢ ......... 21 67 - -
Property damage from bombings,

milllons of dollarscd ., ........... $10 $17 § 9 § 9
InJurigse ..o e e 180 185 162 135
People killed by bombingse .......... 38 23 22 18

3BATF reported 3,177 lotal incidents in 1977 and 3,256 in 1978. Tofal incidents include ac-
cidents. threats, seized and recovered explosives, and hoaxes as well as actual explosive and in-
cendiary bombings. The OTA study was concerned only with explosive bombings.

b0y these 953 in 1977 and 787 in 1978 were against substantial targets,

Cincludes both explosive and | iary bombings. OTA was unable to obtain separate figures for
the numbegr of criminal accidents, injuries, deaths, and property damage caused by incendiary
hombs. Incendiary bombs and bombings would not be affected by taggant program.

‘Actual value probably considerably higher due to lack of data file updates.

SOURCE: BATF 1978 Explosives Incidents Report, FBI Uniform Crime Report: Bomb Heport,
1978. See app. F for a discussion of the derivation of these figures.

greatly s their motivation, skill, training, re-
sources, and ability to respond to a changing
enforcement environment. They are defined
and their proportions estimated in table 5.
Note that despite the tendency for some
groups to claim “credit” for a bombing, a
motive was established for only 23 percent
of the bombings reported to BATF in 1977
and only 38 percent in 1978; table 5 is based
on the assumption that the distribution of
motives was the same for the numerous inci-
dents in which law enforcement officials
were unable to assign a motive.

* Identification taggants would facilitate the in-

vestigation of almost all significant criminal
bombings in which commercial explosives
were used. Due to the need for laboratory in-
volvement in the taggant recovery process,
the taggants would probably not enter into
investigations of bombings that produce no
casualties and little property damage.

* Detection taggants would be very effective in

protecting those high-value targets where pro-
tection by detection taggant sensors is feasible.
The improvement in protection of such po-
tential targets would be quite substantial.
However, most current bombings take place
against targets that are unlikely to be pro-
tected by detection taggant sensors.

¢ Adding taggants to blasting agents would have

some utility, but the incremental utility would
be small compared to the utility of tagging cap-
sensitive high explosives, gunpowders, and
detonators (and the incremental cost would be
high). A taggant program that did not in-
clude gunpowders would be of relatively
limited utility as pipe bombs filled with gun-
powders are used in a substantial number of

Table 5.—Propaortions of Bombings Attributed to Groups of Pgrpetrators (average for years 1974-78)

Percentage  Estimated number
Bomber type Characteristics of bombings in 19782
Terrorists. . .....cvvn Highly motivated, varied skill levels, act in groups, continuing involvement 12 107
Crminals . ................... Varied motivations, varied skiil fevels, act alone or in small groups, 1 98
repeated activities, specific targets
Mentally disturbed . ............ Highly motivated, poorly trained, act alone, seldom repeat crimes 38 340
Vandals and experimenters. ... .... Limited motivation, poor training, limited resources, do little damage -39 348

33ge app. F for derivations of these estimates.
SOURCE: FBl data.
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bombings; if only high explosives were
tagged, criminals could shift to pipe bombs
rather easily.

The utility of both identification and detection
taggants would be decreased because some
bombers would take countermeasures. Explo-
sives experts have suggested a number of
possible countermeasures to the proposed
taggant technology which would be avail-
able to those bombers with the requisite
knowledge and resources. Most available
cor.atermeasures would increase the risk to
the bomber of personal injury or arrest, or
decrease the reliability of the bomb. Law en-
forcement officials and experts on terrorism
agree that most bombers would not utilize
the available countermeasures. A taggant
program would retain substantial utility
even though some criminal bombers would
attempt countermeasures, and these coun-
termeasures would be effective whenever
they were carried out with sufficient knowl-
edge and skill.

The utility of taggants to law enforcement per-
sonnel is not adequately quantifiable, due to
the paucity of data on taggants or similar
control mechanisms, the difficulty of ana-
lyzing the currently collected statistics on
bombings, and the fact that it is difficult to
quantify how much any single clue adds to
an investigation or prosecution.- Generally
speaking, law enforcement techniques are
seldom subjected to cost-benefit analysis,
and the data which exist do not lend them-
selves to such effort. Similarly, OTA was un-
able to quantify the deterrent effect tag-
gants may have, although the apparent ef-
fectiveness of airport screening procedures
in reducing the number of hijacking at-
tempts suggests that detection taggants may
have a considerable deterrent value.

Taggant Cost

The cost of a taggant program would vary

against considerations of law enforcement
utility.

e A low-level taggant program, in which a
unique taggant species would be used to
identify each year’s production of a specific
product, and 800 detection sensors would be
deployed, would cost $30 million per year.

* A “baseline” program identified by OTA (de-
scribed in detail in ch. V) would cost approxi-
mately $45 million per year, adding approxi-
mately 12 percent to the cost of cap-sensi-
tive explosives and slightly under 8 percent
to the cost of gunpowders. Cap-sensitive
high explosives, boosters, detonators, deto-
nating cord, and gunpowders would be
tagged. A unique taggant species would be
used for a shift’s production of each product
and size. Fifteen hundred detection sensors
would be deployed. The bulk of this cost
would eventually fall on users of explosives
and on users of products produced with the
aid of explosives; the costs of detection tag-
gant sensors would presumably be borne by
the owners or users of protected facilities. It
is not expected that costs of this magnitude
would lead to any major shifts in the pat-
terns of production and use of explosives.

¢ Separate baseline identification and detection
taggant programs would cost approximately .
$25 million per year each, including public i
overhead costs. f

* A high-level program, in which a unique tag- f
gant would be used for each 10,000-Ib batch
of explosives or 2,000-ib batch of gunpow-
der, in which blasting agents would be
tagged, and in which 5,000 detection sensors
would be deployed, would have an estimated
cost of $268 million per year.

¢ The cost estimates assume that the taggant
material costs do not differ appreciably from

enormously depending on the nature of the pro-
gram. Costs are likely to be reasonable if and
only if any taggant legislation requires regula-
tions to be written in a way that weighs costs

current estimates for mass-produced taggants.
Chapter V discusses the causes and the ex-
tent of the uncertainties surrounding these
cost estimates.
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Technical Development

The development of taggants is not yet com-
plete. Further developmental effort, particu-
larly resolution of the questions regarding the
stability of smokeless powder and cast boost-
ers to which taggants have been added, and
successful completion of a variety of tests,
would be required before it would be appropri-
ate to begin adding taggants to commercial ex-
plosives.

e The identification taggants developed by 3M
appear to survive the detonation of commer-
cial explosives under ideal conditions. Con-
finement and fire may adversely affect sur-
vival, although test data is very limited. Re-
covery of the taggants appears to be a func-
tion of the specific incident conditions
(weather, type of target, firefighting activ-
ities) as well as the training and care of the
field and laboratory investigators. A trained
team can probably recover debris from
which a laboratory can separate taggants
under most incident conditions.

¢ There is little basis for judging whether the de-
tection taggant system, based on machine
sensing of microencapsulated vapors, which
appears to show promise under laboratory
conditions, would function reliably under con-
ditions of mass production and field use, or
how soon such a system would be available.

Photo credit: U.S. Departrent of the Treasury

Recovered taggants from OTA-sponsored test of
low-power dynamite

Safety

The tests so far conducted create a presump-
tion that there are no incompatibilities between
the 3M identification taggant and dynamites, slur-
ries, gels, emulsions, or black powder. Neverthe-
less, a full-scale qualification program is neces-
sary before taggants can be added to all such ma-
terials.
¢ The addition of 3M identification taggants to

one brand of smokeless powder (Herco®*)
and one variety of booster material (Composi-
tion B) produces a chemical reaction at ele-
vated temperatures and high taggant concen-
trations. The taggants must be considered in-
compatible with such explosives unless or
until: 1) the composition of the taggant is
changed in a way that eliminates this chemi-
cal reaction, or 2) a determination is made
that the reaction takes place only under cir-
cumstances that can be prevented from aris-
ing in commercial production, distribution,
and use. If the incompatibility remains, then
Congress could, if it chose, require that
these particular explosives either be them-
selves modified, withdrawn from the mar-
ket, or granted an exemption from tagging.
(OTA believes that exemption of smokeless
powders could significantly diminish the
utility of a tagging program; exemption of
cast boosters would diminish this utility to a
somewhat lesser éxtent.) If compatibility is
established, completion of a qualification
program would still be necessary.

¢ There is little evidence regarding the safety of
detection taggants, or of the combination of
identification and detection taggants, as testing
has only recently been initiated and no results
have yet been reported.

* Analysis, and the limited testing so far con-
ducted, indicate that the periormance of ex-
plosive material would not be degraded by the
addition of taggants. However, preliminary
tests suggest that abnormally high concen-
trations of taggants might decrease the bal-
listic performance of smokeless powder.
Testing, including long-term effects, would
be necessary, however, before the question
could be fully resolved.

*A registered trademark of Hercules, Inc.
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CONTINUING CONTROVERSIES

Some of OTA’s findings have been chal-
lenged by one or more of the participants in
the controversy that surrounds the proposal to
require that commercial explosives be tagged.
The nature of these challenges is outlined here

Significance of Compatibility
Testing to Date

A large number of tests have been carried
out to determine whether the 3M identifica-
tion taggant is compatible with commercial ex-
plosives. More tests are required, and the Aero-
space Corp. (under contract to BATF) is spon-
soring a continuing testing program. The tests
completed to date are described in chapter IV.

OTA found that the testing done to date cre-
ates a reasonable presumption that the 3M iden-
tification taggant is compatible with dynamites,
gels, slurries, emulsions, and black powder. On
the other hand, there is evidence of increased re-
activity, and thus a presumption of incompatibil-
ity, with at least one form of smokeless powder,
and at least one cast booster composition. It is
not yet possible to arrive at presumptions
about the compatibility of the 3M taggant with
blasting caps or detonating cord, or about the
compatibility of detection taggants with any
commercial explosive, OTA further found that,
even for products such as dynamites where no
evidence of incompatibility exists, further test-
ing is required before it can be definitely con-
cluded that taggants are compatible with, and
can safely be added to, all such explosives.

The Aerospace Corp. takes the view that the
compatibility tests with dynamites, gels, slurries,
emulsions, and black powder generally are suffi-
cient to permit implementation of a program to
tag these substances. Aerospace recognizes
that there is a need for Mine Safety and Health
Administration approval of tagged permissible
dynamites, that final qualification of produc-
tion-line 3M taggants must be made to ensure
that they match those used in the pilot test,
and that the black powder ballistics testing

should be reviewed and possibly augmented.
However, Aerospace points out that while not
every test has been conducted with every
brand of every explosive, the program suc-
cessfully carried out was designed by industry
and was considered sufficiently thorough so
that several major firms were willing to distrib-
ute pilot quantities of tagged explosives
through their normal commercial distribution
channels. With regard to smokeless powders
and cast boosters, Aerospace takes the view
that no safety hazard has been demonstrated,
but that the failure of the tagged explosive to
pass certain extreme tests means that compati-
bility has yet to be demonstrated, and the pos-
sibility that some changes will be required to
ensure safety cannot be ruled out.

Representatives of the explosives industry take
the view that taggants cannot be considered
compatible with explosives until all the testing
that ought to be carried out has been successfully
completed. They maintain that until safety has
been conclusively demonstrated, it would be
premature to consider whether to legislate a
requirement that commercial explosives be
tagged. Explosives industry representatives
also make a distinction between the pilot pro-
gram so far carried out and normal commer-
cial production. They maintain that the tagged
explosives manufactured under the pilot pro-
gram received unusual care and attention dur-
ing the manufacturing process, and were
distributed to a limited number of selected
distributors. The manufacturers also believe
that the terms of the pilot program relieved
them of liability for accidental explosions due
to taggants, a point which the Aerospace Corp.
contests. Some explosives industry represent-
atives take the view that the failure of the mix-
ture of taggants with one brand of smokeless
powder and one cast booster composition to
pass one safety test means that the 3M taggant
should be viewed as unsafe unless or until itis
redesigned, and point out that any such rede-
sign would require repeating all other tests
previously carried out.
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Countermeasures

It is clear that it would be possible for terrorists
or other criminals to take measures to defeat the
impact of a tagging program, by making or ac-
quiring untagged explosives. OTA found that
such countermeasures would require a consid-
erable degree of technical knowledge and
skill, and that in most cases countermeasures
would either require the commission of an ad-
ditional crime (with some added risk of ap-
prehension), or else manufacturing or modify-
ing explosives in a way that would risk either a
premature explosion or a misfire of the bomb.
The law enforcement experts whom OTA con-
sulted predict that many terrorists and other
criminals would probably not avail themselves of
countermeasures that were theoretically avail-
able to them.

Representatives of the explosives industry take
the view that one should assume that an avail-
able countermeasure will in fact be employed.
They point out that the most sophisticated
bombers, who are most iikely to be willing and
able to employ countermeasures, are those
which may pose the greatest threat. They fear
that a taggant program would fail to be effec-
tive because of widespread use of counter-
measures, and that law enforcement officials
would then wish to counter the countermeas-
ures by extending the range (and hence the
cost) of the taggant program.

OTA has noted a consistent pattern of dis-
agreement on this point. Experts in the explo-
sives industry and Government explosives ex-
perts almost unanimously believe that coun-
termeasures exist which would enable bomb-
ers to evade the effects of a taggant program,
whether the countermeasures take the form of
removal of taggants from tagged explosives,
use of untagged blasting agents, theft of explo-
sives, fabrication of “homemade” explosives,
or use of incendiary devices. Law enforcement
experts, and experts on terrorists and terrorism,
almost unanimously believe that most bomb-
ers, including terrorists, would fail to take the

steps necessary to evade a taggant program,

even though the necessary equipment and
knowledge is not too difficult to obtain. A pos-
sible analogy is the effectiveness of the pro-

gram to counter aircraft hijacking; since that
program began, thousands of weapons have
been detected each year, while there have
been no cases of aircraft hijacked with wea-
pons smuggled onboard, despite the fact that
mechanisms can be postulated for smuggling
weapons past the screening apparatus. OTA
believes that while countermeasures to a tag-
gant program would be available and would be
effective if correctly used, most bombers
would not make effective use of such counter-
measures. OTA believes that taggants, if success-
fully developed, could have significant law en-
forcement utility even if some terrorists or other
criminals successfully employed countermeas-
ures.

Blasting Agents (ANFO)

Blasting agents are the most widely used
type of commercial explosive; the most com-
mon type of blasting agent consists of mixtures
of prilled ammonium nitrate and fuel oil; these
explosives are collectively known as ANFO.
ANFO can be mixed in a factory, or mixed di-
rectly at the site where blasting is to take
place. Ammonium nitrate fertilizer can be
mixed with ordinary fuel oil to create a rather
insensitive ANFQO.

Because of the very large volume of ANFO
that is used commercially, a tagging program
which included ANFO would be substantially
more costly than one from which ANFO was
excluded. Chapters Il and V present detailed
information on this point. One of the reasons
for the wide gap between BATF and the explo-
sives industry cost estimates for a tagging pro-
gram is that the industry read the draft legisla-
tion (S. 333) as requiring that ANFO and other
blasting agents be tagged, while BATF was
planning for a taggant program that would not
include ANFO.

Representatives of the explosives industry
have taken the pasition that exclusion of
ANFO would greatly diminish the law enforce-
ment utility of a taggant program, because
bombers could and would use untagged ANFO
in place of tagged, cap-sensitive explosives or
tagged gunpowders. OTA believes that it is in-
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deed the case that an effective bomb, suitable
for almost all criminal or terrorist purposes,
can be manufactured from ANFO if the crimi-
nal has adequate time, skill, knowledge, and
motivation. The criticai area about which judg-
ments differ is the extent io which terrorists and
other criminals would in fact make use of ANFO
bombs if other commercially available explosive
materials were tagged.

OTA does not consider it appropriate to de-
scribe here how one would go about manufac-
turing an ANFO-filled bomb. The process in-
volves more steps, a greater number of materi-
als and components, and more opportunities
for error than a bomb made from a cap-sensi-
tive explosive; however, it would be easier and
safer than fabrication of a bomb from ‘“‘raw
chemicals.” The ANFO commercially avail-
able in the United States would not be reliably
detonated by an ordinary detonator (#8), even
in a pipe bomb. ANFO can be readily deto-
nated by using a small high-explosive booster,
but such boosters would be tagged, and a large
booster or several small ones would make an
efficient bomb without the use of ANFO.
ANFO can also be detonated using materials
that would not be tagged (if the bomber knows
how to wire them), but an ANFO pipe bomb is
substantially harder to detonate than a smoke-
less-powder pipe bomb or a stick of dynamite.

-
Photo.credit: U.S. Department of the Treasury

A typical pipe bomb. Such bombs are normally filled with
black and smokeless powder, but a bomber with sufficient
knowledge and skill could use ANFO

At the present time, ANFO is seldom used in
pipe bombs despite the fact that it is cheaper
and, if properly detonated, considerably more
energetic than smokeless powder. Whether the
tagging of cap-sensitive high explosives and
powders would in fact lead many criminals to
switch to the use of ANFO is a question that
cannot be answered with certainty. However,
as in the case of other countermeasures, OTA
has found that explosives experts tend to expect
that criminals would switch to ANFO, while law
enforcement experts and experts on terrorism
tend to doubt that this would happen in many
cases.

Survivability and Recovery of Taggants

The testing done to date on the conditions
under which identification taggants would in
fact survive an explosion, and surviving tag-
gants could in fact be recovered, is not ade-
quate to sustain firm conclusions. Much of the
available data is anecdotal rather.than system-
atic. Part of the problem is that it is difficult
to arrange for testing under realistic but con-
trolled conditions. Faced with inadequate and
somewhat contradictory data, particularly
with respect to the recovery question, OTA ar-
ranged for a very limited test program to sup-
plement the previous tests; appendix C reports
on this effort.

OTA feels that prior testing supports the
presumption that taggants would probably sur-
vive most bomb detonations under most condi-
tions. However, survivability decreases with
the size of the explosive charge and its power.
The ‘survivability of individual taggants in
large explosive charges or in extremely power-
ful explosives (such as booster material and
military explosives) has not been demon-
strated. Pressed pellets, fabricated from the in-
dividual taggants, do survive the detonation,
but recovery has not been adequately demon-
strated, and compatibility tests on pellets re-
main to be accomplished. OTA found that the
taggants surviving most bombs could probably
be recovered under most conditions. However,
field investigators might well find it impossible to
separate the taggants from the debris, identify in-

o
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dividual taggants, and read the codes in the field;
instead the field team would have to gather de-
bris likely to contain taggants, and a laboratory
could thereafter separate and read the taggants.
Such a laboratory need not be elaborate, and
could be installed in a truck if onsite taggant
reading was considered desirable.

BATF maintains that, on the contrary, the 3M
identification taggant can be recovered and read
in the field by investigators who have received a
reasonable amount of training.

Some industry representatives maintain that
there is considerable doubt as to whether tag-
gants would actually survive and be recovered
from a bomb. Such doubts should, they hold,
be cleared up before attempting to reach any

judgment about the utility of an explosives
tagging program.

Development Time

OTA believes that the further development
and testing that would be required before an
identification taggant program could be imple-
mented are likely to take until 1983. If an iden-
tification taggant program were legislated
early in 1980, it would be at least late 1984 be-
fore all commercial explosives could be manu-
factured with taggants. Even if the sensor de-
velopment and detection taggant programs are
successful, OTA feels it would be at least 1985
before full implementation could occur. BATF
maintains that these times are too pessimistic.

CONGRESSIONAL OPTIONS

Given the present state of development of
taggants, OTA’s data and analysis appear to be
consistent with any of three possible courses
of action. (No significance is intended in order

of listing.)

* Pass legislation requiring taggants, and set up
a procedure to determine if and when the
technical development and testing have pro-
gressed to a point where implementation
can begin. Given the active involvement of
BATF in the development of taggants, it may
be inappropriate for the implementation de-

cision process to reside in the Treasury De-
partment.

* Defer legislative action on taggants, but en-
courage BATF to continue taggant develop-
ment, with a view to consideration of legisla-
tion when development and testing are com-
plete.

* Take no legislative action on taggants, and en-

courage the executive branch to search for
other ways of improving the effectiveness of

law enforcement against terrorist and other

criminal bombers.
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Chapter i
DETAILED FINDINGS

This chapter presents the findings of the study in some detail, along with a
sketch of the data and analytical methods used to arrive at them. The full analyses
on which these findings are based are found in the subsequent chapters and the ap-

pendixes.

The analysis proceeded in two stages, which were conducted simultaneously.
The first stage assessed the technical efficacy of the taggants, and their compatibili-
ty with explosive materials. Definitive judgments on these points must await the re-
sults of further technical development and testing. The second stage estimated the
cost and law enforcement utility of taggants, assuming that taggants can be made
which work and are safe. It should be clearly understood that a taggant program is
only appropriate if all the conditions 7re met: it must be technically sound, it must
be safe, it must have value for law enforcement, and the costs must be reasonabie in

the light of this law enforcement value.

The analysis and discussion of technical efficacy and safety were conducted as
if it had been established that taggants are useful in relation to their cost. The analy-
sis and discussion of cost and utility were conducted as if it had been established

that taggants work and are safe,

Because a variety of implementation plans are possible, costs and utility are eval-
uated parametrically in order to show how the choices made in writing regulations
would lead to variations in cost and law enforcement value.

OVERVIEW OF THE PROBLEM

In order to appreciate the potential benefits
and shortfalls of a tagging program it is neces-
sary to understand the magnitude of the cur-
rent and projected future bombing threat, as
well as the processes involved in the manufac-
ture, distribution, and sale of the various ex-
plosive materials.

The Bombing Threat

Both the Federal Bureau of Investigation
(FBI} and the Bureau of Alcohol, Tobacco, and
Firearms (BATF) maintain national bombing
data information centers which collect statis-
tics on bombings and other explosive inci-
dents. The data are not consistent between the
two centers, however, and many bombings are
not reported to either center. The formatting

of the data, and the lack of updating proce-
dures, make accurate analysis difficult. Appen-
dix F explains in some detail which data
sources were used, and why, While BATF and
FBI' data differ in the absolute values (e.g.,
number of bombings in a year), both sets of
data support the OTA findings. Most tables in
this report make use of BATF data because its
format appeared more amenable to analysis,

The BATF 1978 Explosives Incidents Report
includes over 3,000 incidents for both 1977 and
1978. The incidents include accidents, threats,
seized and recovered explosives, and hoaxes,
as well as actual explosive and incendiary
bombings. Of these incidents, 1,377 repre-
sented actual explosive detonations, acciden-
tal detonations by criminals, or recovered
bombs that failed to detonate in 1977, with

19
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1,250 the corresponding number for 1978. At
least 953 of these in 1977 and 787 in 1978 rep-
resent actual detonation of explosive bombs
against substantial targets (mailbox and open-
area bombings are not included).

During 1977, BATF estimates that 38 people
were killed and 180 wounded by explosive and
incendiary bombs, while the numbers in 1978
were 23 and 185, respectively. Due to the way
initial estimates of property damage are made,
and the lack of updating, only the crudest
property damage estimates can be made.
There was at least $10 million in direct proper-
ty damage due to explosive and incendiary
bombs in 1977, and at least $17 million in 1978.
In 1977, 35 of the 38 reported deaths and 20
of 23 reported in 1978 were from bombings
against vehicles, residences, and commercial
establishments. Similarly, about 80 percent of
the injuries from bombing of known targets in
1977 and about 70 percent in 1978 were caused
by bombings of those three types of targets.
Tie 1977 and 1978 statistics are summarized in
table 6, and discussed in more detail in appen-
Jix F.

The available data do not sustain any con-
clusions about trends in the bombing threat;
both the number of incidents and the extent of
deaths, injuries, and property damage vary
from year to year, and from data base to data

Table 6.—Minimum Bombing Incidents Statistics Summary?

BATF FBI

ltem 1977 1978 1977 1978
Explosive bombings. number. ........ 1,037> 896b 867 768
Undetonated explosive bombs, number .. ~ 319 287 118 105
Incendiary bombings, number . ....... 339 446 248 349
Unignited incendiary bombs, number . . . 81 71 85 79
Criminal accidents, numbert .. ....... 21 67 — —
Property damage from bombings, millions

of dollarsed ... ... $10 $17¢% 9 § 9
INJUries® .....coviieiiieiaes 180 185 162 135
People killed by bombings® .......... 38 23 22 18

3pATF reported 3,177 tofal incidents in 1977 and 3,256 In 1978. Total incidents include ac-
cidents, threats, seized and recovered explosives, and hoaxes as well as actual explosive and in-
cendiary bombings. The OTA study was concerned only with explosive bombings.

bof these 953 in 1977 and 787 in 1978 were against substantial targets.

Cincludes both explosive and diary bomb OTA was unable to obtain separale figures for
number of criminal accidents, injuries, deaths, and property damage caused by explosive and in-
cendiary bombings. Incendiary bombs and bombings would not be afiecled by a taggant pro-

gram.
daciual value probably considerably higher due to lack of data file updates.

SQURCE: BATF 1978 Explosives Incidents Report, FBI Uniform Crime Report: Bomb Report,
1978. See app. F for a discussion of he derivation of these figures.

2 1 e s e e i

base. Management Sciences Associates (MSA)
conducted a detailed study of the data in the 5
years from 1972 through 1976 without discov-
ering any significant trends. Many experts on
terrorism believe that the United States may
experience an increase in bombings, particu-
larly catastrophic bombings, in the vyears
ahead. However, this belief is based on an as-
sessment of U.S. vulnerability to bombings and
the observation that the United States has
recently had less of a terrorist problern than
other developed countries; there is no evi-
dence that this increased threat has material-
ized. In looking at bombing statistics, one
should bear in mind that a single incident in-
volving an aircraft exploding in flight could
produce more deaths than have occurred in
any year to date.

Data on the types of fillers used in bombs
are also not consistent between the FBI and
the BATF data banks. It is instructive to look at
two BATF data sources, however, as shown in
table 7. The second column represents 1978
data for the fillers identified in the field for all
explosive bombs that were detonated, bombs
recovered undetonated, and criminal acci-
dents. The first column represents 1978 data
for only those fillers that were identified in the
laboratory from postdetonation analysis. The
third column averages the first two. In both
cases, black and smokeless powders and cap-
sensitive high explosives all occur with high
frequency. Table 8 shows a breakout of the
minimum number of significant bombing inci-
dents, deaths, and injuries occurring during
1978 by explosive material fillers. The average
column in table 7 was multiplied by data on

Table 7.—Identified Explosive Fiilers Used in Bombs

Lab identified Al identified
fillers 1978 - fillers 1978 Average

Black powder. ........ 13% 21% 17%
Smokeless powder . . ... 16 19 17.5
Military . ..ot 2 7 4.5
Cap sensitive ., ....... 32 30 31

Blastingagents. ....... —_ 1 .5
Chemicals ........... — 1 5
Others..,........... 36 21 28.5

See app. F for derivation of these numbers.
SOURCE: BATF data.
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Table 8.—Bombing Casualties and Damage in 1978 by Type of bomb

Number of
. i bombings against Property damage
Filler material substantial targets Deaths Injuries $ millionsa
Aifillers. .............uut. 1,208 23 185 $17.2
Incendiary ................ 428 3 13 3.7
Black powder .............. 148 4 19 2
Smokeless powder. ... ....... 152 3 23 .2
Military explosives. . ......... 39 0 7 -
Cap sensitive. .............. 270 7 26 3.3
Other..........coovuivnn. 3 40 2.4
Unknown ................. 3 57 7.4
Total for those fillers which
would be directly taggedb. . . 570 14 68 3.7

yalue probably higher due to fack of data update.

Cap-sensitive explosives, black powder, and smokeless powder would be lagged,

SOURCE: BATF data. Sce app. F for a derivation of these figures.

total bombing to generate the table 8 esti-
mates. See appendix F for details.

Manufacturer to User Chain

Explosives

Approximately 4 billion Ib of explosives are
manufacturered and used annually in the
United States. Of this amount, approximately
600 million Ib are standard explosives and 3.4
billion Ib are blasting agents, primarily am-
monium nitrate-fuel oil mixtures. Of the 600
million Ib of standard explosives, about half
are cap-sensitive (will reliably be detonated by
a #8 detonator) dynamites, emulsions, gels,
and slurries, and about half are non-cap-sensi-
tive gels, slurries, and emulsions. Most of the
standard explosives are manufactured in a
plant, packaged in cartridges, and shipped,
either directly to a large user such as a coal
mine or to a distributor, although some are
processed essentially onsite. Some of the blast-
ing agent products are prepared by a manufac-
turer and sold in packages, some are prepared
by a manufacturer and sold in bulk (tanker
truck), white some are mixed onsite and used
the same day they are prepared.

Standard explosives are made by mixing to-
gether the fuel and oxidizer ingredient and
feeding the mixed product into the final car
tridges by a batch, semicontinuous, or continu-
ous process. In a batch process, the ingredients
for a particular batch are first mixed and then

packaged before another batch is started on
that production line. In a semicontinuous proc-
ess, the mixed batch is fed into an intermediate
hopper from which packaging takes place,
while another batch is mixed in parallel to the
packaging of the first batch. In a continuous
process, the material is continuously added to
the mixer, processed, and packed in a con-
tinuous flow.

If taggants were added to standard explo-
sives, they would be added at the mixing stage.
Taggants could also be added to packaged or
bulk form manufactured blasting agents at the
mixing stage. If the ammonium nitrate used to
make onsite-fabricated blasting agents were to
be tagged, identification taggants could be
added during the “prilling”” process, while de-
tection taggants, which are not batch specific,
could be added with the fuel oil.

Boosters are generally fabricated by pouring
a molten, high-energy, cap-sensitive explosive,
such as TNT, into containers. Taggants could
be added during the cooling process of the ex-
plosive.

Detonators and detonating cord are manu-
factured products in which the product is built
up around an explosive core in an assembly-
line process. In both cases, the taggants would
be added during the assembly process, rather
than dirctiv to the explosives.

All of the products have a similar flow from
manufacturer to ultimate user, as shown in fig-
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ure 1. Some of the products are sold directly
by the manufacturers to large users, such as a

Figure 1.—Explosive Distribution Chain

Manufacturer
| R
|
Distributor
oy ~
1
Retailer
Ny —
- User User je
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- User User
L User Distributor | & ger User =
Use
o S s i ST

SOURCE: Office of Technology Assessment.

mine or large construction company. Such
sales may represent an entire day’s production.
The rest is sold to distributors, who may buy
portions of several production batches, entire
batches, or even several batches. The distribu-
tors in turn sell to retail stores, supply explo-
sives directly to some users (such as a quarry or
construction site), and may also do explosive
contracting themselves. A particular uniquely
tagged batch of explosives may, therefore, go
directly to one user, may go to one distributor,
or may be sold to a number of users and dis-
tributors. From the distributor it may again go
to one of several users, sometimes with a fur-
ther distribution level (retailer) involved. A list
of the ultimate purchasers of one specific
batch of explosives could, therefore, contain
one name, or up to a hundred names for a
worst case example, although generally the
number would be at the low end of that range.

Gunpowders

The manufacture and distribution processes
for gunpowders are significantly different from

those of explosives. Approximately 22 million
Ib of black powder and 20 miliion Ib of smoke-
less powder are produced for commercial use
each year. Most of the smokeless powder is
used in fixed ammunition for rifies, pistols, and
shotguns, would not be sold to users as an end
product, and would not be tagged under S.
333. Approximately 5 million |b per year would
be sold to the end user, primarily for handload-
ing of ammunition. Of the black powder pro-
duction, approximately 2 million Ib are used as
an intermediate product in the manufacture of
fuzes and other finished products and wouid
not be tagged; approximately 400,000 Ib per
year are sold for use in muzzle-loading guns
and would be tagged if a taggant program
were legislated.

The basic process for the manufacture of
gunpowders involves the following steps:

* mixture of ingredients, which may include
the raw ingredients as well as surplus and
reworked powders;

® granulation, where the “dough’ is ex-
truded, chopped, or otherwise granulated
to form the various grains;

¢ screening of grains into designated sizes;
and

* blending of various batches to get the de-
sired ballistic characteristics.

In the smokeless powder manufacturing
process, nitroglycerine, nitrocellulose, and
other additives are combined to make various
grades before the blending process. Smokeless
powder grades therefore differ due to size dif-
ferences and composition differences (various
amounts of nitroglycerine), while black pow-
der and black powder substitutes such as Pyro-
dex® * vary only by grain size. In a given grade
of powder, variations in density and other fluc-
tuations during the manufacturing process can
cause considerable variations in the ballistic
properties of the final powder. As the hand-
loader generally hay no means of controlling
his ballistics other than the weight or volume
of powder added, the ballistic properties of a
particular grade of powder must be carefully
controlled by blending. A given brand name

*A registered trademark of Pyrodex Co.
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product may therefore contain parts of several
batches, blended like brandy to give the de-
sired ballistic properties. Several sequential
blending operations may be necessary before
the product meets the required specifications.
If the ballistic properties of a particular batch
or blended lot are too far off, the material
must be reprocessed or used for something
other than handloading.

If taggants are added to gunpowders, they
may have to be added at different stages in the
manufacturing process for different manufac-
turers, due to the differences in blending and
reworking processes. As an example, at one
smokeless powder factory that makes powder
for both handloading and fixed ammunition,
taggants could be added during the blending
stage; blended batches that were still not
satisfactory could be used for fixed ammuni-
tion. At another factory, due to their large
rework factor, an additional taggant-mixing

Figure 2.—Gunpowder

stage might be necessary. For some products, it
may be possible to add taggants to the dough,
although this may affect the granulation proc-
ess and present blending problems.

The distribution network from gunpowder
manufacturers to users differs markedly from
that of explosives, since there is a very large
number of ultimate users, each of whom con-
sumes a small amount of powder. The network
is shown schematically in figure 2. The manu-
facturer has several master distributors, each
of whom supplies a number of distributors.
Each distributor supplies a number of retailers,
who sell the product, often in lots as small as 1
Ib. A 2,000-b uniquely tagged batch of prod-
uct “A” may therefore ultimately be sold to
over a thousand customers. Not only does this
produce a much larger list of last legal pur-
chasers, but considerably more recordkeeping
would be involved at the retail level.

Distribution Chain
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SOURCE: Office of Technology Assessment.
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TECHNICAL EFFICACY

The issues to be addressed here include the
survivability of the identification taggants and
the status of the detection taggant materials
and sensors. A detailed discussion of the re-
search program related to technical efficacy is
in chapter I1l; chapter 1V discusses in detail the
research related to safety.

The identification taggants developed by 3M
appear to survive the detonation of commercial
explosives under ideal conditions. Confinement
and fire may adversely affect survival, although
the test data are very limited. Recovery of the
taggants appears to be a function of the specific
conditions in which the explosion and taggant re-
covery take place, as well as the training of the
field and laboratory investigators.

A large number of laboratory survival tests
have been conducted to establish the postdet-
onation survivability of the 3M identification
taggants. In many of these tests, the chamber
used to recover the taggants was not ideal, re-
sulting in low recovery rates. For example,
when relatively small steel-walled chambers
were used, the impacting taggants either broke
up upon impact, or flowed plastically due to
the impact pressure pulse. When the explosive
charges were detonated in large chambers, or
on a large open pad, however, several hundred
tags were recovered from a single, one-half-lb
stick of the cap-sensitive explosives, including
Atlas Power Primer, the most energetic of the
standard commercial explosives. Similarly, the
taggants should survive the detonation of
black and smokeless powders, which have
much lower energy than the more energetic ex-
plosives, under ideal conditions. The indi-
vidual taggants are not expected to survive the
detonation of high-energy explosives, such as
the TNT used in boosters or military explo-
sives; Aerospace Corp. calculations have
shown that the taggant material would be
raised above the taggant decomposition tem-
perature in these explosives. Survival in these
energetic explosives has been. demonstrated
when the taggants are pressed into large pel-

lets (one-fourth inch), but no definitive re-
covery testing has been conducted.

When conditions are less than ideal, survival
decreases. The number of surviving taggants
decreases sharply as the size of the charge in-
creases, although sufficient taggants have
been recovered even from a 25-lb Power
Primer charge to establish a definite identifica-
tion. The number of taggants also decreases if
the explosive is confined, for example, in a
pipe bomb. Hundreds of taggants survive a
black powder pipe bomb; tens of taggants
have been recovered, under nonideal recovery
conditions, from smokeless powder pipe
bombs. Only one test seems to have been con-
ducted with cap-sensitive high explosive in a
pipe bomb; scores of taggants were recovered
from a pipe bomb filled with 60-percent Extra,
a low-energy explosive.

The recoverability of the taggants under
real-world conditions is less well-established.
The vast majority of the tests of recovery have
been demonstrations and training exercises,
with little attempt at scientific controls, pro-
cedures, or documentation. Table 9 shows the
results of 10 demonstrations using explosives
tagged during the manufacturing process with
encapsulated taggants at a 0.05 percent by

weight tagging level. The number of taggants
recovered is shown in each case; in some cases
heroic recovery efforts were required. Statisti- )
cal analysis by the Aerospace Corp. indicates
that it is highly desirable to recover 20 tag-
gants; that many were not recovered in each 3
case. In some tests, particularly the last one,
recovery was halted after the reported number
was found. Table 10 shows the results of 14
similar tests, conducted without the assistance
of the Aerospace Corp. and the BATF labora-
tory team. These tests were significantly less
successful.

Due to the apparent inconsistency of the
test results and the lack of documentation,
OTA had a limited series of five recovery tests
conducted. The purpose was twofold: to get a
feel for the recovery process and its difficul-
ties, and to generate a limited number of data
points for which the testing, recovery, and
analysis were well controlled and docu-
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Table 9.—BATF Recovery Demonstrations

Place Time Target  Explosive

Test conditions

Taggant recovery

Birmingham, Ala, February 1977 Car

1%2-1b Power Primer
House - 1%-Ib Coalite-8S
House  %-Ib, 60% Extrain pipe Outside house, near wali

Against engine, fire, firefighting 35 from soi .
Table, near front hall gning om sail sample in laboratory

Hundreds; at scene
Scores, at scene

D
onaldson, Pa, March 1977 BoreholAe in 10%-Ib Coalite-8S 7 each, 1%-(b packages in 20 from coal in laborator
Seneca. Md Sune 1977 coal mine K separate boreholes g
, Md. une ngse Z:E Coalite-8S Exterior room Dozens at scene
' ar 2-1b Coalite-
|lfort :/IcArthur. Qam. November 1977 House  "»-Ib ;:ufrc?;e Ei SeRAgst compartment ey scene
O(t)iz Ar::%elmscsahf. é&ggzﬁ 11 g;g gpen 1-1b Powerdyne In suitcase 2M0a2ty sactesn(;ene
] . pen  1-Ib, Tovex 2202
Fort Belvoir, Va. March 1979 Car 2-lb. Coalite 2 'm:ﬁi shots. 1o each é?isﬁtet}gn 10
Undetonated slick had only 10 percent of expacted !, , Data indi that this explosive was from end of a batch

SOURCE: Office of Technology Assessment,

Table 10.—Recovery Tests Participated in by Summit County (Ohio) Sheriff's Office

Date Explosives Tar iti
get Conditions Recovery results
May 2, 1978 T Ye- issi
y otal of 4Y%-Ib permissibles Twrcgﬁigs. - 2-hour field search (night), 10 men, 4 taggants in one car
May 11, 1978 2-Ib permissibles oar 2 Otafgskfimm Otﬁer oot |
May 17, 1978 3-Ib permissibles, 1 black 3 cars, pi i Rout fold Soarch ot N taggants
, ) e R " N i .
{)ow{der p(i’;))e i poare. gppen 1 car fire 1-hour field search (daylight with blankets). No taggants,
untagge
Oct. 12,.1978 2-b issi
Voy 16, 1o 1‘/2'5)85?;%?:8'&)5188 ggr — 2-hour field search (night), by 2 men. No taggants.
r - 1%2-hour field search (daylight with blankets), 20 men.
May 17, 1979 2-Ib permissibles Ca oo T %
Aug. 14, 1970 o o ; r — 2-hour field search {night) by 2 men. No taggants %j
T90b gelaiue dynamite C:; ldrnlg:{ g;z\\:zﬁ :s:: 3-hour field search (dark), 6 men. Found 3 taggaﬁts from water ;
b perma car Undor areet seat gel. Laboratory analysis of 60-Ib debris from each car. Found

5 more taggants from water gel. ;'

SOURCE: Office of Technology Assessment,

mented. The results of the tests are summar-
ized in table 11 and described in detail in ap-
pendix C. Sample photomicrographs of recov-
ered taggants are shown in figure 3. Although
these tests were extremely limited in scope
apd covered only one type of target (automo:
bile), they provided a great deal of insight into
the recovery process and suggest a reconcilia-
tion of the prior test results. However, a full-
sca!e‘test program must be completed before a
def;mtive assessment of taggant recovery is
ppssxble. With that caveat, the following tenta-
tive observations may be made:

1. The recovery process does not appear to
be a field-readable process under the
tested conditions, No taggants were spot-
tgd, and identified as such, in any of the
f_lve tests, under daylight or night condi-
tlon§, without the use of a laboratory sep-
aration procedure. However, the recovery

61-401 0~ gg . 3

3. Under conditions of confinement (bomb

T T e i

condition§ were not ideal. Field recovery
and |d§3nt|f|cation of the taggants may be |
more likely on paved surfaces.

2. Under ideal conditions (no fire, subse-

quent firefighting activities, or adverse
weather), sufficient debris can be gath-
ered in a short time (less than 1 hour) by
an untrained team to produce a positive
taggant identification (more than 20 tag-
gants) in the laboratory. Only a moderate
(1 to 2 hour) laboratory effort is necessary
by a highly trained laboratory team to iso-
late and identify the taggants. This prob-
ably holds for all classes of unconfined
commercial explosives (excluding very
hl_gh-energy explosives such as boosters or
military explosives). The laboratory need
not be elaborate and could well be trans-
portable to the bombing site.

placed between the engine block and the
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Table 11.—0TA Recovery Test Results

i Test condition Taggant recovery
t Placement Dynamite : i : :
e der driver seat 2-b Collier C 5-gal gas in tank; no fire 281taggantsin 1'% thou.rle;t: itmz-hourlabtime
Auto Un erdr! erseat 2-Ib Unigel 5-gal gas in tank; no fire 23 taggants, 1 C?I"l zmln? tin Ve
e Oreer v t 2-1b Power Primer 5-gal gas in tank; no fire 21taggants in 1%-hour la :
Auto Under driver seal 2ol A o
Softype B i
Under driver seat 2-b Collier C 1-gal gas adjacgnt to bomb, 23 taggants in 3-hour lab time
- e fireﬁgi]tmg 26 taggants, plus one contaminant in 4 hours lab time, thour
Prkesp G o 1 Power Primer Dry ank. no re induction’time preceded the search time due to confusion caused

and firewall

by equipment contamination.

SOURCE- Office of Technology Assessment

d) Unigel under driver, 23 taggants

o

AN
N
' }
1
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a) Scale—1 division = 1 mm

on slide

firewall), sufficient taggants can ‘Stl”. be
recovered for a confirmed identlf.lcatlon,
although somewhat more effort is .prob—
ably necessary, both in thg field and in Fhe
laboratory. . This tentative . conclusion
would hold for all cap-sensitive commer-
cial explosives (excluding boosters and

military explosives).

i river, 8 taggants .
b) Collier C u“céirs“de 10 types A % taggants on slide

e) Collier C under driver, 17 taggants
on slide

Figure 3.—Photomicrographs of Recovered Taggants

c) Power Primer under driver

7types B

f) Power Primer between engine and

firewall, 7 taggants on slide
Photo credits: U.S. Department of the Treasury

4. Taggants can be recovered from an auto-
mobile bombing with a low-power explo-
sive, even after a gasoline fire and subse-
quent firefighting efforts. Tests would be
necessary to determine if taggants wpuld
survive a postdetonation fire in conjunc-
tion with a more energetic explosive. 'lt
should be noted that no fire occurred in
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the three tests in which gasoline was
placed in the gas tank. Fire had to be spe-
cifically induced (a gallon of gasoline was
placed adjacent to the bomb) for the burn
test.

5. The results of the automobile tests may
well be generalizable to other test condi-
tions (buildings, open areas), but testing
would be required before that claim could
be made.

6. No substantive recovery data are availa-
ble for large charges, explosives in pipe
bombs, tagged boosters, detonators or
detonating cord, or charges consisting of
an untagged blasting agent with a tagged
booster and detonator. Taggants were re-
ported recovered from a large bomb con-
sisting of an untagged blasting agent and
a tagged booster, conducted in December
1979, but the test specifics have not yet
been examined by OTA.

The technology for detection sensors has been
demonstrated in the laboratory, but at least
several years of development would be neces-
sary before field models would be available.
Three types of sensors are being considered for
use with the microencapsulated vapor detec-
tion taggants. Fach type is capable of sensing,
under properly controlled conditions, in the
parts-per-trillion regime envisioned for the sys-
tem. The mass spectrometer sensor is a simpli-
fied version of a standard laboratory instru-
ment. The spectrometer, however, must be cal-
ibrated regularly, requires skilled scientists to
operate and maintain it, is large, and is quite
expensive. The ion mobility spectrometer has
been commercially available for approximate-
ly 5 years, with approximately 50 machines be-
ing used in laboratory analyses. It shares the
laboratory instrument characteristics of the
mass spectrometer. The continuous electron
capture detector has been produced as a labo-
ratory instrument, but in limited numbers. Lab-
oratory and controlled-environment testing
with the three types of instruments has shown
promiising results. For example, a less sensitive
mass spectrometer is currently operating in an
online process mode at Libby-Owens-Ford,
maintained by regular maintenance personnel.
Testing of the ion mobility spectrometer in an

airport environment has indicated that the
spectrometer .can differentiate molecules of
mass similar to the vapor taggants from the
ambient environment. Similarly, laboratory
testing of the continuous electron capture de-
tector has indicated its ability to discriminate
taggant-like molecules.

These limited tests, however, are a long way
from demonstrating that the sensors can distin-
guish the specified vapor taggant species from
other molecules, particularly those in the same
mass range. The ion mobility spectrometer and
mass spectrometer have an active separation
mechanism to preclude interference with mol-
ecules that differ significantly in mass; the
continuous electron capture spectrometer
must rely on a far less reliable passive breakup
mechanism.

No estimates have been made of the time re-
quired to produce fielded units, once a feasi-
bility demonstration has been made (none of
the three candidates has vet progressed that
far). The only time estimate so far made is an
estimate by the Aerospace Corp. that it would
take 14 months from demonstration of feasibil-
ity to the completion of the prototype stage
for the jon mobility spectrometer. This esti-
mate is quite optimistic for an instrument that
would be produced in large numbers by a
small company. OTA feels it would be at least
3 years, and probably more like 5, before a tag-
gant sensor could be fielded. The estimate is
based on generalizing from other commercial
and military instrument development exper-
ience.

The candidate detection taggant vapors ap-
pear promising, but more research is necessary.
Several hundred candidate chemicals have
been screened in a search for a vapor that ex-
hibits the desired properties of scarcity in
nature, long-term stability, chemical inertness,
vapor pressure, penetration, and nonadhesion
to surfaces likely to be present in containers
used to conceal bombs. The five candidate
perfluorinated cycloalphones appear promis-
ing on the basis of early tests. (No long-term
stability data are available, however, nor are
there data on the long-term stability of the dif-
fusion rate through the encapsulating materi-
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al). Additional problems, such as ease of manu-
facture, specificity with respect to the de-
tector, and compatibility, have not yet been
addressed. Ease of manufacture is a doublg-
edged problem—if manufacture is too diffi-
cult, then costs will be high; if it is too easy,
then illegally manufactured material can be
used as a countermeastire to the detection sen-
sors. The most promising candidates are dif-

ficult to manufacture, require highly special-
ized equipment, and would be hard for
bombers to make or acquire for use as counter-
measures. Once the equipment is operational,
unit costs should not be unreasonable..A 'prob-
lem which probably applies to all varieties of
vapor taggants is that seals can be made that
are taggant proof —although apparently com-
mon seals are insufficient.

COMPATIBILITY OF TAGGANTS WITH EXPLOSIVE MATERIALS

The compatibility of explosive materi'als
with the specific identification and detectlop
taggant materials is addressed he.re‘ Compati-
bility has two connotations: the first concerns
the safety during manufacture, transportation,
storage, and use of explosive material due to
the addition of taggants; the second concerns
changes in the performance of the explosive
materials to which taggants have been added.
Such compatibility must be demonstrated by
specific tests. Generalization of the results to
other hypothetical taggants is hazardous at
best.

Safety tests conducted to date with the encap-
sulated 3M identification taggants have shown no
incompatibilities with dynamites, gels, slurries,
emulsions, or black powder, allowing a presump-
tion that comprehensive testing would show that
these taggants are compatible with these explo-
sives. High concentrations of taggants do react
with one kind of smokeless powder and one type
of cast booster material at elevated tempera-
tures, and consequently incompatibility must be
presumed pending further research. A large
number of paired safety tests have been con-
ducted comparing the sensitivity and stability
of commercial explosives and gunpowders
with and without identification taggants
added. Safety tests included mechanical im-
pact, thermal stability, thermal impact, fric-
tion, electrical properties, and chemical reac-
tivity, although no single explosive has been
subjected to all of the above tests. In no case

did the addition of encapsulated taggants sig-
nificantly increase the sensitivity of the explq-
sive materials to the test conditions. No evi-

dence of any decreased stability, or other sig-
nificant changes, was found in any of the tests
with dynamites, gels, slurries, or black powder.

The tests with tagged cast booster materials
showed some indications of instability at ele-
vated temperatures. A mixture of RDX and
TNT (Composition B) showed evidence of reac-
tion and probable decomposition at tempera-
tures of 120° C when taggants were ad.ded to
the booster mix; significantly less reaction oc-
curred without taggants. Tests with Octol
showed little reaction whether taggants were
present or not. Pentolite showed little evi-
dence of reaction with taggants in one test at
120° C; the gas evolution from untaggeq pen-
tolite was too high for comparative testing on
a second series.

Similarly, the stability of one type of Hercu-
les smokeless powder has been shown to be
significantly decreased by the addition of the
3M identification taggants at elevated temper-
atures and taggant concentrations. (Although
Hercules tested only Herco®* powder, Her-
cules believes that their other brands of pow-
der designed for the reloading market are so
similar to Herco® that similar test results could
be expected.) Tests were conducted at temper-
atures ranging from 80° to 120° C and at tag-
gant concentrations of 50 percent. Tests at the
Lawrence Livermore Laboratories appear to in-
dicate that the incompatibility is between
some element of the powder and the basic
melamine/alkyd material of the taggants,
rather than with the encapsulant or a pigment.

*A registered trademark of Hercules Inc.
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Both the smokeless powder and booster ma-
terial tests took place at high temperatures,
and, in most of the tests, at high taggant con-
centrations. The temperature used for the
smokeless powder test was higher than would
be expected in actual manufacture, storage, or
use; the temperature used for the cast booster
is sometimes reached in manufacturing proc-
esses. In each test, a taggant concentration of
50 percent was used rather than the 0.05-per-
cent tagging concentration suggested for rou-
tine use. The tests, nonetheless, indicate that
the stability of the materials has decreased,
due to the addition of taggants, and that a re-
action is taking place between elements of the
taggant and elements of the explosive mate-
rial. Standard qualification test procedures re-
quire that such evidence be considered a sign
of an existing incompatibility between the ma-
terials, Carefully controlled testing and exten-
sive analysis must be completed before it can
be determined if the observed evidence of in-
compatibility does, in fact, indicate a potential
safety problem during the manufacture, stor-
age, transportation, and use of the tested ma-
terials. Unless demonstrated otherwise, it must
be assumed that it is unsafe to add the tag-
gants to that smokeless powder or to the
booster material. Until the elements of the in-
compatibility have been identified, a question
remains as to the safety of adding the taggants
to similar smokeless powders and booster ma-
terials, although tests with other smokeless
powders and boosters have shown no evidence
of incompatibility.

The tests so far conducted are only a small
fraction of the total number of tests that must
be performed before it can conclusively be de-
termined whether taggants are compatible
with commercial explosives and gunpowders.

Even if the current question of the stability
of smokeless powder and boosters is resolved,
it is not possible to generalize from the results of
the limited test program so far completed and
conclude that the testing has demonstrated that
taggants can be safely added to explosives.
Thousands of people come into contact with
explosives every day during the manufacture,
storage, transportation, and use of explosives.

Accidents involving explosives can have ex-
tremely severe consequences to these thou-
sands of people; therefore, safety must be
demonstrated. A carefully administered quali-
fication program of analysis, safety testing,
manufacturing procedures control, and experi-
ence is necessary before a new explosive, or an
explosive with a significant change in compo-
sition, can be considered safe. In addition,
each type of explosive product requires indi-
vidual evaluation and testing. The type of
qualification program considered necessary
before safety can be demonstrated is shown in
table 12 and discussed in detail in chapter IV.
A particularly important aspect of that qualifi-
cation testing is the effect of long-term stor-
age.

While the qualification program outlined in
table 12 must be performed before taggants

Table 12.—Elements of a Suggested Compatibility
Qualification Program

unique with each manufacturer

analysis to define the new explosive or ingredient
 laboratory testing

—impact, friction, thermal, chemical composition
—electrical, aging, chemical interactions, performance
pilot production

committee and management review

early production and review

special tests

experience

SOURCE: Office of Technology Assessment.

can be safely added to explosive materials, the
apparent incompatibility with the Herco® smoke-
less powder must be resolved before it makes
sense for the taggant compatibility qualification
program to proceed. Resolution of this problem
is pertinent for the entire identification tag-
gant program, not simply for smokeless pow-
ders or for Herco®. As discussed in detail in
chapter VI, smokeless powders are used in a
significant number of criminal bombing inci-
dents and account for a significant fraction of
bombing casualties. If smokeless powders are
not controlled, then more bombers may well
switch to their use, resulting in an even greater
smokeless powder bombing problem. The reso-
lution could take any of several forms, includ-
ing:
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e Reformulation of the 3M taggant—this
could require starting essentially from
scratch in the taggant testing program, as
the reformulated taggant would un_doubt-
edly exhibit different compatibility, as
well as survivability, properties.

* Reformulation of the particular reactant
smokeless powder—this may or may not
be easily accomplished, once the element
or elements that react with the taggant
are isolated. This option would be viable
only if no other smokeless powders were
found to show incompatibilities.

e Exclusion of the reacting smokeless pow-
der from the taggant program—the eco-
nomic effects on competition could need
to be carefully considered, as would alter-
nate control mechanisms.

® Exclusion of smokeless powders from the
identification taggant program—such an
exclusion would rely on the fact that
smokeless powders would be less effec-
tive than cap-sensitive high explosives and
that the detonators would be tagged. OTA
believes that this last approach may not
be viable —too many people are currently
killed or injured by bombs using smoke-
less powders and the numbers would al-
most certainly increase if this approach
were adopted. Alternate control mecha-
nisms for smokeless powders could also

be adopted.

e Development of a different type of tag-
gant for use with Herco®, or with all
smokeless powders, while retaining the ex-
isting taggant for high explosives. Thl.S
would somewhat complicate field investi-
gation of bombings.

¢ Demonstration that the observed stability
problem does not constitute a safety haz-
ard. The observed decreased stability oc-
curs at elevated temperatures and taggant
concentrations 1,000 times greater than
“normal.”” As the decomposition rate is
both temperature and concentration sen-
sitive, it may be that no safety hazard ex-
ists under realistic conditions. If it could

composition rate was within the norn_1ally
accepted range for temperature regimes
and concentrations which reflect worst
case actual use conditions, then it may be
possible to add taggants to the smgkeless
powder, particularly if no further.mcom-
patibilities surface. Demonstratlpn ' of
safety would have to be quite convincing,
however, to overcome the currently per-
ceived incompatibility.

Similarly, the apparent incompatibility with
one cast booster material should be resolved be-
fore the taggant compatibility qualifi.catﬁon pro-
gram should proceed. Booster material is r.a_rely
used as a bomb filler, but it is used to initiate
blasting agents. The current BATF plan would
be to not directly tag blasting agents,'b.uy to
tag the booster and detonators used to initiate
the blasting agent. Exclusion of boosters from
the taggant program may well require an alter-
nate control mechanism for blasting agents.
Given the extremely large quantity of blasting
agents produced (3.4 billion Ib annually), any
other control mechanism may have serious
cost consequences.

The limited number of tests conducted, the
conditions under which some of the tests were
conducted, and the preliminary manner in
which the tests have been reported, make it
difficult to definitely assess the extent of' ‘ghe
potential compatibility problem. If defimtlvg
test results do show an increased decomposi-
tion rate, at least for RDX/TNT explosive mate-
rials, the incompatibility will have to be re-
solved Lefore those booster materials can be
tagged. Most of the mechanisms for re;qlution
of the smokeless powder incompatibility are
applicable to booster materials, with the same
consequences and caveats.

While the testing program conducted to
date gives an indication that the; ident.ificatlon
taggants may well be compatible with most
commercidl explosives and gunpowders, Ilttlg
data are available as tc the potential compati.bih-
ty of detection taggants with explosive materials.
Compatibility testing with gunpowders and
cap-sensitive high explosives has recently been
initiated under contract to the Aerospace
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yet been reported. As indicated above, each
change to an explosive composition must be
evaluated separately. Successful completion
of the preliminary detection compatibility pro-
gram would indicate the need for a full qualifi-
cation program. As some compounding of sen-
sitivity may occur with both types of taggants
present, the full qualification testing program
should address that issue.

Compatibility testing includes performance
testing, as well as the safety testing discussed
above. In most cases, the performance of ex-
plosive materials is unlikely to be significantly af.
fected by the addition of small amounts of tag-
gant materials. Performance proof-testing must
be completed, however, before a definitive state-
ment could be made.  The energy density and
rate of energy release are the two most impor-
tant performance attributes of commercial ex-
plosives. Energy density is a fundamental
chemical property of the explosive formula-
tion. The rate of energy release is a function of
the materials involved and the physical prox-
imity of the fuel and oxidizer components. The
presence of taggants, in the few hundreths-of-
a-percent by weight basis being considered, is
unlikely to directly affect either of those per-
formance characteristics, Similarly, the pres-
ence of taggants in the suggested concentra-
tion is unlikely to affect the ballistic properties
of gunpowders. The few tests conducted so
far, including tests of the basic properties of
explosive materials, such as detonation veloci-
ty, cap sensitivity, chamber pressure, and pro-
jectile velocity, support that conclusion.

Physical segregation of the taggants is one
mechanism which could affect performance. If
the gunpowder grains segregate from the tag-
gant, then it is statistically possible that a
clump of taggants could cause uneven burn-
ing, prevent ignition, or result in a hazardous
hangfire condition. Similarly, in some specialty
explosive products, such as shaped charges
used for oil well perforators, migration of the
taggants to the explosive-metal interface could
cause poor jet formation. Testing with gun-
powders has shown that migration apparently
does occur, at least under vibration conditions
consistent with truck transportation. In tests

with gunpowders that differ in both size and
density from the taggants, the taggants and
powder fines tend to separate from the larger
powder grains. Tests with smokeless powder
matched in size with the taggants, but differ-
ent in density, were inconclusive. Testing is re-
quired to determine both the extent of segrega-
tion which could be expected if tagged gun-
powders went through extreme but plausible
conditions of transportation and storage, and
also the statistical probability that segregation
to this degree would adversely affect ballistic
performance or in-gun safety.

The Winchester Western Division of the
Olin Corp. recently conducted a series of tests
to evaluate the effects of segregation and high
taggant concentration on the ignition proper-
ties of smokeless powder. Significantly re-
duced ballistic performance was noted on one
round, fired at — 30° C with four times the sug-
gested taggant concentration. The other
rounds fired in this test series showed accept-
able performance (velocity, chamber pressure,
and ignition time),

Olin-Winchester conducted additional tests
using 100-percent segregation of taggants from
powder grains, a condition so extreme that no
conclusions can be drawn (see ch. V).

OTA believes that although testing is indeed
required to establish the ballistic effects, if
any, of adding taggants to smokeless powder,
it is necessary first to establish (by testing and
by statistical analysis) the extent to which
variation in taggant concentrations and segre-
gation of taggants in normal conditions of
transportation and use could be expected.

Taggant clumping (10 to 15 taggants) some-
times occurs when the taggants are added to
explosive materials. [t is unlikely that the
clumping would affect performance or safety,
but that type of anomalous behavior should be
investigated, particularly as the physical chem-
istry of some of the explosive products, partic-
ularly the gels and slurries, is so poorly under-
stood.

As for the possible performance degrada-
tions in shaped charges due to taggants, OTA

be positively demonstrated that the de- Cerp.; however, no compatibility testing has as H
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estimates, based on tests conducted by the
U.S. Army Ballistics Research Laboratory, in-
dicate that a clump as large as 0.02 inch would
not affect performance, even for precision-
shaped charges, unless the clump contained a
large hollow center. Clumps as large as 0.1 inch

could cause some degradation to occur, but. it
is difficult to envision a mechanism which
would allow that large a clump to accumulate,
as that would represent all of the taggants in
approximately one-half |b of explosives.

COST OF A TAGGANT PROGRAM

Estimutes can be made of the total cost of a
taggant program, the cost impact on manufac-
turers and users of explosives, the effects of a
legislated monopoly, and the possibility of
added liability of manufacturers due to the in-
clusion of taggants in explosives. In the above
safety and efficacy discussion, the status of
the current identification and detection tag-
gant systems was evaluated. In the following
cost section, an assumption is made that the
taggants work and are safe, and cost estimates
are generated parametrically as a function of
the implementation plan. It is specifically as-
sumed that the resolution of the smokeless
powder and booster material incompatibility
questions, and any subsequent questions
which may arise, do not have significant cost
impacts. In the case of the smokeless powder
and booster materials, this assumption is prob-
ably justified, as the cost of the taggant materi-
als represents only a small fraction of the total
cost added by a taggant program.

The primary finding of the cost analysis is
that the cost of a taggant program can vary by
almost an order of magnitude, depending on the
implementation plan. A baseline program is iden-
tified that would increase the cost of explosives
and gunpowders to the uitimate user by approxi-
mately 10 percent. The primary variables af-
fecting the total program costs are the class of
explosive materials to be tagged, the uniquely
tagged batch size, and the number of locations
at which the detection sensors would be de-
ployed. Cost estimates for total program cost,
added cost per pound of explosive or gunpow-
der, and public overhead costs are shown in
table 13 for three implementation levels. The
cost estimates include the costs for both iden-
tification and detection taggant programs. The

Table 13.—Cost of a Taggant Program as a Function
of Implementation Plan

Program level

Cost parameter Low Baseline High
Added cost per pound to cap-sensitive explosives 3.5¢ 6.0¢  9.6¢
Added cost per pound to gunpowders . .. ... .. 3.5¢ 65.8¢ &1.04

Public overhead cost, millions of dollars per year $5.3 $8.5 $24.5
Total program costs, millions of doliars per year . $30,5 $45  $268

SOURCE: Office of Technology Assessment.

total program cost for separate implementa-
tion of identification and detection taggant
programs is included in the discussion of each
case. The low, baseline, and high cost esti-
mates dc not correspond to different estimates
of the same program; rather they refer to dif-
ferent tagging levels, different explosives tag-
ged, and different numbers of sensors. Chapter
V contains a detailed discussion of the cost
estimates and a discussion of the sensitivity of
the costs to the accuracy of the cost element
estimates. To compare the program costs for a
constant number of detection taggant sensor
locations, it is only necessary to adjust the
high- and low-program cost figure by $4,370 for
each sensor deployed.

1. The low-level program would use a unique
identification taggant for each manufac-
turer, type of product, and year of manu-
facture. A total of 800 detection sensors
would be deployed, one for passengers
and one for baggage at each airport loca-
tion currently deploying magnetometers
and hand baggage X-ray units. Cap-sensi-
tive high explosives, detonators, boosters,
detonating cord; and smokeless and black
powders would be tagged with both iden-
tification and detection taggants. Blasting
agents would not be directly tagged. The
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cost of separate low-level identification
and detection taggant programs would be
approximately $15 million and $22 mil-
lion, respectively.

2. The baseline program would tag the same

materials as the low-level program, but
would use a unique identification taggant
for each shift of each product—analo-
gous to the current date-shift code mark-
ing on the exterior of explosives. Tracea-
bility to the list of last legal purchasers
would be maintained, as the taggants
would coritain all the information needed
for a BATF trace (date, shift, proauct, and
size). Approximately 2,500 dete...ion tag-
gant sensors would be deployed at air-
ports and major controlled-access facili-
ties such as powei;:lants, refineries, and
Government  buildings. Major police
bomb squads would operate portable
units.

This baseline program differs from the
program proposed by the BATF/Aero-
space Corp. team in only two respects.
The most important is that a full shift of
the same product (a different cartridge
size would be treated as a different prod-
uct) would be tagged with the same tag-
gant, rather than an arbitrary 10,000 to
20,000 Ib. The practical utility result is
that a potentially longer list of last pur-
chasers would be produced by a trace, at
least for those lines that make more than
10,000 to 20,000 Ib of a product in a single
shift. The second difference concerns re-
work. It has been assumed that a special
taggant will be added to material with
more than 10-percent cross-contamina-
tion; such a taggant would indicate tiiat
the material used was a composite and
that taggant codes other than the specific
composite code should be ignored,

The cost of separate baseline identifica-
tion and detection taggant programs
would be approximately $25 million for
each.

3. The high-level program would uniquely

tag each 10,000-1b batch of explosive and
each 2,000-b batch of gunpowder. All ex-

plosive materials, including blasting
agents, would be directly tagged. Am-
monium nitrate fabricated for use'in blast-
ing agents would be tagged, but not ferti-
lizer-grade ammonium nitrate. Approxi-
mately 5,000 detection taggant sensors
would be deployed at every major trans-
portation facility, controlled-access utili-
ty, Government facility, and other poten-
tial high-value targets such as campus
computer locations. Portable units would
be routinely available to police bomb
squads, The taggant level and types of ex-
plosives to be tagged in the high-level pro-
gram correspond to a strict interpretation
of S. 333, as propounded by the Institute
of Makers of Explosives (IME). The cost of
separate high-level identification and de-
tection taggant programs would be ap-
proximately $214 million and $65 million,
respectively.

The identification taggant cost figures used
in all three levels of the analysis are based on
nirice estimates furnished by 3M, for specific
implementation guidelines. 3M furnished man-
agement-approved cost estimates for unencap-
sulated taggants for three different quantities
of explosives to be tagged, assuming a firm
order for 2 years (costs would remain the same
for a 5-year contract). These cost estimates rep-
resent the firmest figures possible short of an
actual contract. Assuming linear interpolation
between data points furnished, the unencapsu-
lated taggants would cost between $93 and
$114/lb for the amount of taggants necessary
for the baseline level c.se (419 million Ib of ex-
plosive equivalent). The first figure represents
a cost goal and the second a worst case esti-
mate. 3M technical people also furnished an
estimate of encapsulating cost, but were un-
able to estimate the cost of the opaque encap-
sulation assumed by OTA as the baseline prod-
uct, Based on the above data, OTA estimated
that it would cost approximately $55/ib for
opaque encapsulated taggants; as the baseline
tagging level is 0.05 percent by weight of en-
capsulated taggants, and the encapsulating
material weighs the same as the unencapsu-
lated taggants, this corresponds to 2.75 cents/-
Ib of cap-sensitive explosives for the identifica-
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tion tagging material ($93 for 1 Ib of unencap-
sulated taggants plus $17 for 1 lb of encapsu-
lating material plus the process equals $110 for
2 Ib of encapsulated taggants, or $55/Ib.) OTA
estimated the same cost for taggants at the
other two implementation levels. Chapter V in-
cludes an analysis of how changes in the cost
andfor concentration of the taggants them-
selves would affect the cost of the program.

All other cost figures are estimates based on
specific inputs submitted to OTA by manufac-
turers, distributors, and end users. Detailed
treatment of the cost elements is contained in
chapter V.

The cost impact to end users of explosives
can be considerable. Implementation plans
that do not take into account the impact on
manufacturers and users of explosives could
drive a number of manufacturers and users out
of the market; could make some classes of
finished products, like copper, uncompetitive
in the world market; and could force entire
segments of industries to radically change
operating procedures, such as shifting under-
ground coal mining from explosive mining to
mining machines. Detailed discussions and
analysis, however, indicate that it is quite un-
likely that a taggant program similar to the
“baseline” would eliminate any current uses of
explosive materials, although marginal com-
panies and product lines might be eliminated. As
indicated above, the baseline program differs
from the BATF-proposed implementation only
in that batch size takes into account the nor-
mal production processes and quantities of the
explosives and gunoowder manufacturers. This
finding is based on detailed discussions with a
limited number of users and manufacturers
about current costs and the possible impact of
cost increases.

Some examples are illustrative. Increasing
the cost of cap-sensitive high explosives the 12
percent projected would increase the cost of
extracting coal in a particular modern under-
ground mine by only 0.1 percent. Such a small
increase would not be significant to this inten-
sive user of cap-sensitive explosives, and

ticular mining operation uneconomic. Similar-
ly, that type of increase in the cost of cap-
sensitive explosives, boosters, detonators, and
detonating cord in a large, open pit copper
mine would increase the cost of producing
copper only 0.03 percent. As blasting agents
are currently used whenever possible in that
mine (cap-sensitive explosives are used only
for secondary breakup), no shift in explosive
products used would take place. The cost of a
recent explosive-intensive dam construction
project would increase 1 percent under the
baseline program, a larger percentage, but not
enough to be significant or force alternate
uses. A price differential of approximately
five-to-one currently exists in favor of blasting
agents over cap-sensitive high explosives,
which has caused most users of explosive ma-
terials to consider blasting agents, and shift
where feasible; an increase in that differential
to six-to-one is unlikely to significantly change
the current status.

As a final example, consider the cost impact
on handloaders. Handloaders load their own
ammunition for two reasons—economy and
the hobby aspect. A less-than-10-percent cost
increase in expendable material is unlikely to
affect a hobby for which hundreds of dollars in
costs have already been incurred (handloading
equipment and guns). As powder is only one of
several materials on which a handloader saves
costs (cartridge cases, projectiles, wadding),
and additional cost-savings are realized from
labor and by eliminating the excise tax on pur-
chased ammunition, an 8-percent increase in
powder cost would translate into an even
srnaller increase in total reloading costs. It is
possible, however, that manufacturers would
shrink the range of available product lines in
order to minimize the startup costs of tagging.
A smaller choice of products would be an addi-
tional “cost” to the handloader,

The identification taggants currently pro-
posed to be used are manufactured only by 3M
and are a proprietary product manufactured
by a proprietary process. In addition, a signifi-
cant public overhead cost would have been in-
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demonstrated. Mandating the addition of iden-
tification taggants to explosive materials
would, therefore, ensure a monopoly of the
Government-mandated market for 3M, at least
for a period of several years. Under such cir-
cumstances, developmen: of a mechanism to
regulate the virtual monopoly of the identifica-
tion taggant market which 3M would enjoy is
highly desirable.

A number of mechanisms are available to
regulate the price of taggants, including:

1.a price level set by Congress in the en-
abling legislation,

. regulation as a public utility,

- licensing by 3M of competitors,

. a multiyear, fixed-price contract, and

. a free-market price, regulated only by the
possibility of competition or sanctions if
prices get too high.

U Wi

The free-market mechanism may be unac-
ceptable to manufacturers of explosives and
gunpowders, given the long time needed to
either develop and qualify an alternative tag-
gant or enact sanction legislation. Legislation
of a price or use of a regulation mechanism
similar to that used for public utilities would
be an awkward, time-consuming process for a
product whose total annual value would be on
the order of $10 million.

Licensing is not only disagreeable to 3M, but
it is probably not cost-effective. The cost of
the taggant material includes a component for
amortization of the taggant production facili-
ty, as a new facility must be built and the
primary market for identification taggants
would likely be the mandated explosives mar-
ket. The process which 3M plans to implement
is capital intensive. Licensing of other manu-
facturers would therefore require the construc-
tion of facilities for the licensee, in addition to
a new 3M facility, resulting in a substantially
higher total cost.

A long-term contract is a potentially attrac-
tive mechanism. In fact, the 3M cost estimates
are conditional on firm orders for a 2-year

dressed by this study; if a multiyear contract is
an acceptable mechanism, there may be some
advantage to a single contracting agency (pre-
sumably within the Government), rather than
separate contracts with each manufacturer of
explosives and gunpowders. In addition to sav-
ing the cost of multiple contracting, the single
contract concept would limit the amount of in-
formation on numbers of product lines and
production quantities of explosives available
to 3M, a matter of some sensitivity to the ex-
plosive manufacturers.

A final cost-reiated issue merits attention.
The legislation of a taggant program might
change the extent to which manufacturers are
held liable for accidental explosions. In the event
that an accidental explosion takes place, those
injured may attempt to hold the manufacturer
of the explosives, the seller of the explosives,
or the manufacturer of the taggants liable. The
addition of taggants to explosives could
change the existing situation in several possi-
ble ways:

® The use of taggants would make it easier
to identify undetonated explosives from
the same batch as those involved in the
accident, thus facilitating proof or dis-
proof of allegations that the explocive, the
taggant, or both were incorrectly manu-
factured.

* Evidence that incorrectly manufactured
taggants had been involved in an accident
would probably subject the taggant manu-
facturer to liability, regardless of any
disclaimers made at the time of sale.

* Evidence that taggants had been incor-
rectly added to explosives (e.g., an ex-
cessive concentration) might expose the
explosives manufacturer to liability, if
evidence could be presented that such a
high concentration posed a danger.

® There should be no cases in which the
evidence shows that taggants were unsafe
if made and used correctly, due to the ex-
tensive qualification program required to

P

period, although 3M is willing to consider con-
tracting periods of up to 5 years. The details of
the regulating mechanism have not been ad-

demonstrate taggant safety. In any event,
the fact that Federal law required the use
of taggants would be a defense.

would be quite unlikely to cause a shift to curred before the compatibility of explosive
mechanical mining machines or render a par- materials with the taggants could have been
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* |f, however, taggants actually create a
hazard but there is no evidence that they
do so, the manufacturers of explosives
might be exposed to liability based on an
(incorrect) assumption that the manufac-
turing process was somehow at fault.

Furthermore, Congress could include in the
legislation mandating a taggant program provi-
sions directing who should bear the costs ef ac-
cidents. For example, Congress could shift the
cost to the Government by allowing suits
against the Government for accident losses al-

legedly due to taggants. Alternatively, by legis-
lating a presumption that taggants are safe or
simply by granting immunity to manufactur-
ers, Congress could shift the cost of any tag-
gant-caused accidents to explosives users. A
third possibility would be to {egislate in a way
that would make taggant and/or explosives
manufacturers liable for accidents caused by
taggants despite legislative coercion to use
them. A final option would be to divide the
costs of accidents by legislative limits on the
dollar amount of claims arising from accidents
allegedly caused by taggants. The issue of
liability is treated in detail in appendix D.

UTILITY OF TAGGANTS

Before the utility of identification and de-
tection taggants to law enforcement, security,
and other regulatory agencies can be assessed,
it is first necessary to examine the bomber
threat in some detail. The utility against each
segment of the bomber population can then be
assessed, together with the possible responses
of the criminal bombers, and be compared to
the utility of other control methods. Identifica-
tion taggants may also have utility for pur-
poses other than tracing of criminal bombers.

The bomber population of the United States is
extremely heterogeneous, with varying motives,
resources, skills, and ability to adapt to a chang-
ing control environment. For ease of discussion,
bombers are divided into four categories
which differ from each other in most charac-
teristics. These categories include terrorists,
common criminals, the mentally disturbed,
and vandals and experimenters. The character-
istics of the various types of bombers are sum-
marized in table 14 and briefly described

below.

Terrorists

The terrorist groups active in the United
States vary widely in ability, resources, train-
ing, and adaptability. They share the common
characteristics, however, of high motivation,
action as a part of a group, and a continuing

involvement in catastrophic, illegal activities
against society. These characteristics make the
terrorist particularly dangerous to society and
a particularly appropriate target for antibomb-
ing controls. Terrorists can be roughly divided
into political, reactionary, and separatist
groups. Political groups are primarily inter-
ested in attracting attention to, and sympathy
with, their cause. For that reason they engage
in spectacular events, such as bombings, but
generally attempt to avoid or limit injury and
death resulting from their bombings. Political
terrorists often have considerable resources
available to them, due to the significant num-
ber of people who support their aim, if not nec-
essarily their means. The leadership of most of
these groups are of above-average intelligence,
and have either had specialized training or
have studied extensively in terrorist activities.
They are thus able to adapt to a changing envi-
ronment, although the range of responses
available to them may be limited by their polit-
ical aims. Such political groups have been rela-
tively inactive in the United States .in recent

years.

Separatist groups, such as FALN (a Puerto
Rican terrorist group), generally hope to gain
their aims by generating a reaction to their ac-
tivities, rather than a sympathy to their aims.
They are therefore generally less concerned
with public revulsion to bombings that cause
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Table 14.—Attributes of Criminal Bomber Groups

Experience individual

Perpetrator and trainin Resou or groun i i
e g sources Motivation or group Reaction capability ~ Frequency
Unsophisticated .............., L i
Sophisticated . ................ H I\IJI “}f lI ,}\-IA Mu:tg
Terrorist "
Political . .................... M-H - -
Sepa(atist ................... M-H MMH MHH g MI-.iH mu“i
Reactionary .................. L L H G L-M Mllj::"
Mentally disturbed |
Disenchanted . ... .. L L

........... L-M | L i
Vengeful .................... L - S!ngle
Pathological .. ................ L-M t MHH : ll:m \S/lar:?'e
Other -
Vandals..................... L - i
Experimentor ................. M !I: II:l’:/III : L-LM g:gg:g

L-Low; M-Moderate; H-High; |-lndividual; G-Group
SOURCE: Office of Technology Assessment,

substantial injury and deaths. Separatist
groups have been credited with more than 25
percent of catastrophic bombings—those re-
sulting in major property damage, injuries, and
deaths. The resources of domestic separatists
vary from group to group, but are generally
less than for comparable groups of political
terrorists.

Reactionary groups, such as the Ku Klux
Klan and the American Nazi Party, share some
of the characteristics of the political terrorists,
buF generally do not possess the same levels of
training, motivation, and resources, and are
not as capable of reacting effectively to a
ghanging control environment. They also differ
in that their hembings are usually directly tar-
geted at the individual or group they intend to
influence, rather than simply at a spectacular
target.

Terrorists have been responsible for approxi-
mately 12 percent of those bombing incidents
in the past 5 years to which law enforcement
agencies assigned a motive,

Common Criminals

Qriminals range from the petty operator who
utilizes a bomb for extortion to the profes-
sional bombers of organized crime. The petty
operator is generally poorly trained, is not very
motivated, has limited resources, and cannot

readily adapt to a changing enforcement envi-
ronment. The only major characteristic he
shares with the professional bomber is that his
targets are generally individuals or small com-
mercial establishments, unlikely to be pro-
tected by a detection taggant sensor. The pro-
fessional bomber is highly trained and moti-
vated and generally has considerable re-
sources available to him, either directly or
through his “employer.” Criminals share with
terrorists the characteristics of engaging in re-
peated bombings, but differ in that the profes-
sional criminal bomber usually works alone,
rather than as part of a group. Criminals as a
group are responsible for approximately 6 per-
cent of bombing incidents. Most incidents are
limited to specific targets and do not generally
cause substantial injury or death to innocent
bystanders.

Mentally Disturbed

The mentally disturbed bomber differs from
terrorists and criminals in that he generally
does not engage in multiple bombings, al-
though exceptions such as the Los Angeles "Al-
phabet Bomber” certainly exist. He generally
is poorly trained, has limited resources, and
acts alone. He is often highly motivated, but
perhaps only for short periods of time, in direct
response to some stimulus. He is extremely
limited in his ability to respond to changing




38 e+ Taggants in Explosives

control situations, either through lack of care
of consequences or belief in his invincibility.
As his motives are hard to identify, it is dif-
ficult to predict his targets.

Vandals and Experimenters

Vandals and experimenters share the charac-
teristics of poor training, limited motivation,
and limited resources. They generally work
alone or in small groups, and do not generally
intend to harm people or cause extensive dam-
age. Their targets are often of little value, like
mailboxes or outhouses, but some acts of van-
dalism can cause extensive damage to build-
ings such as schools. While accounting for
over 40 percent of the reported bombing in-
cidents, they are responsible for little damage
and few casualties.

Given the diversity of the criminal bomber
population, the range of targets involved in
bombings, and the choice of explosives avail-
able to the bombers, it is difficult to assess the
utility of taggants to law enforcement agen-
cies. The assessment is made particularly dif-
ficult by the lack of experience with taggants,
although the McFillan case (recently tried in
Baltimore) provides one example where identi-
fication taggants were an extremely important
piece of evidence linking a suspected perpetra-
tor to the crime. Inferences can also be made
from experience with the date-shift code and
with the X-ray machines and magnetometers
used at airports to prevent hijackings. A useful
construct for viewing the findings is shown in
table 15, the discussion of which follows.

Both identification and detection taggants
would have limited utility in combating bombings
of low-value targets. Due to limitations on law
enforcement time and resources, minor bomb-
ings, such as a vandalism bombing of a mail-
box, do not warrant as thorough an investiga-
tion as bombings involving casualties or signif-
icant property damage. In New York, for exam-
ple, such cases are generally handled at the in-
dividual precinct level, without the use of the
trained bomb squad, bombing investigators,
and forensic laboratories. As evidenced by the
results of the recovery demonstrations, a vis-

Table 15.—Taggant Utility Summary

Specific bombing .
conditions identification taggants ~ Detection taggants

Limited utility Limited utility

Low-value targets

High-value targets,
no bomber High utility
countermeasures

High-value targets, Countermeasures Countermeasures
bomber costly due to require technical
countermeasures increased risk knowledge,

planning

Extremely high utility

SOURCE: Ofiice of Technology Assessment,

ual search of the area by untrained law en-
forcement personnel is unlikely to turn up
identification taggants. Similarly, detection
taggant sensors are unlikely to be present be-
fore the detonation. The lack of utility in these
cases, however, does not greatly diminish the
overall utility of a taggant program, as the in-
tent of the program is not to prevent this type
of bombing, but to help prevent significant
bombings and to help in the arrest and convic-
tion of the perpetrators of such bombings.

Identification and detection taggants would
provide a quantum increase in utility in cgmbat-
ing bombings of high-value targets, assuming the
absence of effective bomber responses.

The current procedure for the apprehgnsion
and control of criminal bombers consists of

three phases:

1. the postdetonation search of the area for
physical evidence;

2. the investigation, based on the results of
the analysis of the physical evidence; and

3. intelligence gathering on, and surveil-
lance of, suspected perpetrators or ex-
pected targets.

The search for evidence phase includes a de-
tailed analysis to try and determine the type of
explosive used (successful approximately 50
percent of the time) and examination of what-
ever parts of the bomb, such as elements of the
timing device, may have survived the detona-
tion. This evidence, together with any evidence
of the presence of the perpetrator (such as hair
or footprints) serves as the starting point for
the investigative phase.
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The investigative phase consists primarily of
trying to generate some type of lead to the per-
petrators from the physical evidence gatherad,
as well as tracking leads provided by inform-
ants or witnesses and attempts to correlate the
characteristics of the bombing with similar in-
stances. A great deal of effort may be ex-
pended, for instance, in investigating the
sources of a common clock used as the timing
mechanism.

The addition of identification taggants to ex-
plosives would aid the investigatory efforts of
law enforcement personnel in a number of
ways, provided that tagged explosives are
used, the taggants survive the detonation, and
the taggants are recovered from the explosive
debris. The taggants provide a good starting
point for an investigation as they directly in-
dicate the type of explosive used, manufac-
turer, time of manufacture, and provide a list
of the last legal purchasers. This information
may lead directly to a bomber who purchased
the explosives legally. In some cases, the
bomber would not otherwise be identified with
the bombing; in others, as was the case with
the McFillan incident in Baltimore, the tag-
gants add a strong link in a chain of evidence,
which may help to obtain a conviction. Tag-
gants may provide intelligence information,
such as linking a series of bombings, or linking
a suspect to a theft of explosives by establish-
ing that one of the legal purchasers reported a
theft at the time the suspect was in the city in
which the theft occurred. Finally, bombers
may be deterred from committing bombings
by the knowledge that the chances of their be-
ing apprehended are increased by a taggant
program.

In order for the taggant information to be
useful, however, the bombing must be of suffi-
cient importance (in terms of property dam-
age, notoriety generated, or casualties pro-
duced) to warrant a thorough investigation. In
such cases, identification taggants will provide
much more information, and more reliable in-
formation, than present methods, and this in-
formation will require much less effort by the
investigating team.

et e A i+ 4

The value of the list of last legal purchasers
will depend somewhat on the length of the list.
A trace which indicates that the full taggant
batch of explosives was sold directly to a mine
by the explosives manufacturer obviously pro-
vides a more useful lead than a trace which
shows a large number of purchasers of a lot of
smokeless powder. Even for the smokeless
powder case, the list of names would probably
not be excessively long. The types of bombings
likely to warrant a detailed investigation are
unlikely to be caused by 1 or 2 Ib of gunpow-
der, eliminating most purchasers from the list
or providing multiple traces of the multiple 1-
Ib lots used to make up the filler.

The utility of detection taggants in protect-
ing high-value targets is obvious. The current
procedures for protection of potential high-
value targets vary with the type of the facility
and the time since the last perceived threat.
Airports are protected by requiring all carry-on
luggage to go through inspection (usually X-
ray) and all passengers to walk through a mag-
netometer. Search of checked baggage is not
routinely required, although spot checks,
sometimes with trained dogs, do occur, par-
ticularly when the perceived threat is high.
Many Government buildings and other con-
trolled-access facilities require a package or
briefcase check as well as personnel identifica-
tion to gain entry. The airport instruments are
operated and inspection checks conducted pri-
marily by personnel who are poorly trained,
poorly paid, and subject to the problems of
maintaining alertness over long periods while
performing a dull job. The magnetometers are
useful solely to detect metal, and information
from the X-ray machines must be interpreted
by the attendant. The use of a self-calibrating
sensor, which would reliably give an alarm at
the presence of explosives in hand baggage,
checked baggage, or on a person would offer
an enormous increase in utility over current
methods.

Many of the criminal bombers who would be
likely to attack a high-value target would be
deterred by the knowledge that the target was
protected by a sensor that would detect the ex-
plosives in their bombs (assuming no effective
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countermeasures by the bomber). The deter-
rence might work to redirect the bomb against
another target, to cause a less vulnerable part
of a target to be attacked, or (perhaps infre-
quently) to deter the attack altogether. Those
who were not deterred would have their bombs
intercepted, protecting that target and pro-
viding security personnel with additional clues
to the perpetrator.

Detection taggants would only provide util-
ity to those targets that were protected by a
detection taggant sensor. Portable detection
taggants sensors would also be quite valuable
in locating a bomb whose approximate loca-
tion was known and in determining if a sus-
pected package contained explosives.

In summary, identification taggants would
provide a quantum increase in utility for those
bombings significant enough to warrant a thor-
ough investigation, while detection taggants
would provide that increased utility in protect-
ing those potential targets sufficiently impor-
tant to warrant a detection taggant sensor.

The above discussion assumes that the crim-
inal bombers do not respond to the introduc-
tion of a taggant program. However, counter-
measures exist which would enable bombers to
evade the effects of a tagging program. The avail-
able countermeasures require varying degrees of
specialized knowledge, and some of them in-
volve significant risks. Because most bombers
would probably not avail themselves of the possi-
ble countermeasures, a taggant program would
probably retain substantial law enforcement util-
ity.

Bombers seeking to respond to a taggant
program by using countermeasures can use
any of several approaches:

removal of the taggants,

fabrication of homemade explosives,

use of incendiary bombs,

theft of explosives,

black-market purchase of explosives,

use of explosives manufactured before
the taggant program commenced,

use of blasting agents,

* sealing of detection taggants,

¢ ““spooking” of taggant sensors, or
® resorting to another unlawful activity,
such as assassination or kidnapping.

The baseline 3M identification taggants con-
tain both a magnetic layer and a fluorescent
layer to aid in recovery after a detonation. The
taggants could therefore be removed from
powdery explosives by using a magnet; the
process would be both easy and safe, and
would require less than an hour for a typical
bomb. In order to hinder this countermeasure,
taggants have been manufactured without a
magnetic layer. If a powdery explosive were
tagged with a mixture of magnetic and non-
magnetic taggants, then the use of a magnet
would enable a criminal to remove only a por-
tion of the taggants; the remainder would be
present after an explosion, although they
would be somewhat more difficult to recover
than the baseline taggant. If the criminal were
deterred from attempting magnetic removal
by the knowledge that about half the taggants
were nonmagnetic, then postdetonation recov-
ery would be only marginally more difficult
than the baseline case.

Another possible technique for removing
taggants from an explosive is to use a black
light to identify the taggants by their fluores-
cence, and then remove them with a tweezer.
This process is safe, but more difficult than
magnetic separation, and would probably re-
quire many hours of painstaking effort for a
typical bomb. Unlike magnetic separation, it
could be used to remove taggants from explo-
sives that are tacky rather than powdery. It has
been proposed that the encapsulation of the
taggants be made opaque, and matched to the
color of the explosive, in order to render such
removal impossible. Since the encapsulant
would be melted by the heat of a detonation,
postdetonation recovery would not be af-
fected. Although it should not be difficult to
develop an opaque encapsulant, this has not
yet been done. Opaque encapsulation would
make quality control, both of manufacturing
taggants and mixing them with explosives,
more difficult, and its cost impact has not
been evaluated.
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.ln order to remove a nonmagnetic taggant
v.flth an opaque encapsulant from an explo-
sive, the explosives could be acetone dis-
solved, the taggants and other solid material
r‘e.moved by filtering, and the explosives recon-
stituted. This complex operation would require
specialized knowledge, be roughly equivalent
in dgnger and difficulty to fabrication of ex-
ploswes from raw materials, and would result
in less reliable (less likely to detonate) explo-
sives.

Taggant removal from some gunpowders
gould be significantly easier than from explo-
slves, as some gunpowder grains are consider-
ably larger than the identification taggants, as
shown in figure 4. Separation from these pow-
ders may therefore be accomplished simply by
screening, even if the taggants are nonmag-
netic. Tests with several Du Pont IMR powders
have shown that it would be difficult to sepa-
rate the taggants from the chips and fines con-
tained in the gunpowder package, but a!l small
particles could easily be separated from the in-
tact grains by screening. It has been proposed
to alleviate this problem by agglomerating the
taggants into clumps whose size roughly
matches the specific powder grain size. The
cost impact of such a solution was not ad-
dressed during this study.

Removal of the detection taggants would
not be feasible.

.Fabrication of explosives may be accom-
plished by a variety of means, but a consider-
able degree of expertise is required to avoid
the risk of premature detonations, and to en-
sure high reliability. It should be noted that
fabrication of detonators is significantly more
difficult than fabrication of the explosive
charge.

A substantial number of bombing incidents
3nvolve the use of incendiary bombs; it is quite
meractigal to tag the wide range of materials
rrom which incendiary bombs could be fabri-
catgd. It may be more difficult, however, to
fabricate a reliable delay fuze for an ince;1di-
ary bomb. In addition, while incendiary bombs
may be.effective in destroying structures and
Jeopardizing groups of people, explosive bomb

61-401 0 - 8D - 4

' 8M identification
i taggants
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Figure 4.—Size Comparison of the 3M ldentification
Taggant and Some Smokeless Powders
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fillers offer a better chance of killing, injuring,
or intimidating a particular individual.

A significant fraction of the explosive cur-
rently used for fabricating bombs is stolen. A
taggant program may well increase the theft of
explosives; however, additional explosive secu-
rity could reduce the incidence of theft. Tag-
gants from stolen explosives would not provide
a direct clue to the purchaser, but would help
law enforcement officials to establish patterns
and links between crimes, improving the
chances of apprehending the criminals. The
bomber who steals explosives further increases
the risk of apprehension by committing an ad-
ditional crime. Finally, taggants could pinpoint
locations from which explosives were stolen,
providing a guide to tightening security in
those places most vulnerable to theft.

Explosives could be purchased on the black
market or illegally imported from abroad. Both
courses of action subject the bomber to in-
creased risk of capture, from informants or un-
dercover agents in the former case and as a re-
sult of smuggling, in the latter, Both courses of
action would require substantial resources and
the ability to planin advance.

Explosives manufactured before the imple-
mentation of a taggant program could be used
to fabricate bombs. There is some evidence
that a considerable stockpile of explosives cur-
rently exists in the hands of criminal bombers,
and this stockpile could be expanded in the
time between legislation and implementation
of a taggant program. Acquisition and storage
of the explosives for a period of time require
considerable advance planning and resources,
however, and increase the risk to the bomber
of discovery of the explosives. While the use of
explosives manufactured prior to a taggant
program may be an effective countermeasure
initially, most explosive materials have a
limited shelf-life. Gels, slurries, and emulsions
are generally reliable for less than 1 year; the
sensitivity of dynamites tends to increase with
age; gunpowders and booster materials have a

long shelf-life.

Blasting agents, such as ANFO, are not
among the explosive materials BATF plans to
directly tag. (OTA finds that tagging blasting

agents, if it were judged desirable, would
greatly increase the cost of a taggant program.)
Effective bombs can be fabricated from
ANFQ; to do so requires a certain level of skill
to ensure reliable detonation and the assembly
of a number of components, some of which
may not be readily available. The risk of pre-
mature detonation is small for a bomber with
adequate knowledge and patience, but may be
significant for bombers without those charac-
teristics. Blasting agents are infrequently used
at present in criminal bombings.

The effectiveness of detection taggants can
be severely limited by creating a seal between
the explosives and the detection taggant sen-
sor as the vapor could not escape the package
to trigger the sensor. Such a seal can be con-
structed with the appropriate industrial materi-
als and equipment, but a reliable seal would
be very difficult to fabricate with the resources
normally available to individuals. Hence spe-
cialized knowledge, advance planning, and the
resources to buy the required material, would
be needed to defeat the detection taggants.

Detection taggant sensors could be purpose-
ly triggered or “spooked” by placing detection
taggants, or other materials so similar chemi-
cally to the detection taggant that the sensor
could not make the distinction, in nonexplo-
sive materials. If several suitcases or packages
within a short period of time triggered the de-
tecticn taggant sensor for no apparent reason,
those operating the sensor might well con-
clude that it was malfunctioning, and discon-
nect it. It would then be possible to introduce
tagged explosives into the protected area. This
countermeasure would require that the
bomber obtain a supply of the detection tag-
gant material; access to detection taggants
could and should be made difficult.

Finally, bombers can turn to other crimes,
such as murder, assassination, or kidnapping.
These crimes, however, are often not as spec-
tacular as bombings and all involve greatly
higher risk to the perpetrators than do bomb-
ings. In addition, a direct action against a visi-
ble target requires more motivation and a dif-
ferent temperament than does an indirect
crime such as a bombing.
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Molotev cocktail, dynamite, and gre‘had

Dynamite bomb with nails

i Photo credits: U,S, Department of the Treasury
Various types of explosives used by terrorists

OTA consulted numerous explosives ex-
perts, all of whom agreed that countermeas-
ures such as these are possible. However, the
experts on law enforcement and terrorism
which OTA consulted agreed that criminal
bombers would fail to make use of countermeas-
ures, even when the necessary knowledge and
equipment could be obtained without enormous
e.fforts. However, some terrorists and profes-
sional criminals would make use of countermeas-
ures. This judgment appears to be based on an
assessment of the type of personality that is
generally involved in this kind of criminal ac-
tivity. Bombings are currently a low-risk, rel-
atively simple type of criminal activity. Each
added element of risk, or additional stage
necessary to fabricate a bomb, will decrease
the iikelihood of the prospective bomber ac-
tually committing the bombing. An instructive
analogy is aircraft hijacking. It is possible to
smuggle a weapon on to an airplane by a num-
ber of means, but, in fact, since the antihijack-
Ing program started there have been thousands
of weapons found annually by the screening
process, hundreds of weapons found aban-
doned near the controlled boarding gates, and
few or no cases of aircraft hijacked with the
use of smuggled weapons.

Consequently, OTA believes that counter-
measures are not likely to greatly diminish the
law enforcement utility of a taggant program,
despite their potential to do so.

The above discussion has been essentially
qualitative, as little quantitative data is availa-
ble. However, an attempt was made to draw in-
ferences from similar programs. The data avail-
able from the date-shift program suggests that
identification taggants may prove effective in in-
creasing the arrests and convictions of criminal
bombers. However, the data base is too small to
be more than suggestive. Similarly, data on the
reduction of hijackings after the introduction of
an antihijacking program suggests that detection
taggants would prove an effective deterrent. The
program most directly analogous to the pro-
posed identification taggant program is the re-
quirement that the date and shift of cap-sensi-
tive high explosives be clearly printed on each
stick. For undetonated bombs the date-shift

[
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code provides the same information as identi-
fication taggants would provide for the post-
detonation case. No total review of the cases
involving explosives recovered from malfunc-
tioning bombs has been conducted. A limited
set of 55 cases was examined, however, by
BATF. in that sample, six cases were forwarded
for prosecution (10.9 percent). That is twice the
percent forwarded in cases that did not in-
clude date-shift code data. Similar results were
obtained by MSA during a review of the BATF
data. Of the 10 bombing attempts MSA re-
viewed, the date-shift code proved useful in 40
percent of the cases, was not useful in 50 per-
cent of the cases, and was of questionable util-
ity in 10 percent. While the results were posi-
tive in both cases, the extremely small sample
size makes it impossible to draw significant
conclusions. IME reported to OTA that manu-
facturers are seldom requested to appear in
court to testify regarding a date-shift trace; in
recent years less than 1 percent of the traces
requested led to a court appearance.

The most direct analog of the detection tag-
gant program is the antihijacking program ini-
tiated in 1971, There was an average of 27 hi-
jackings from domestic origins in the 4 years
preceding full implementation of the program.
In the next year (1973), hijackings decreased to
a single incident, and have averaged only four
per year since. It should be noted that a num-
ber of countermeasures are possible that
would evade the currently used magnetom-
eters and X-ray machines. However, essentially
no incidences of the use of these countermeas-
ures have occurred since the inception of the
antihijacking program.

Numerical estimates of the numbers of
bombers who would be arrested and the num-
ber who would be deterred by a taggant pro-
gram were made by MSA in order to generate
input to their cost-effectiveness analysis of the
taggant program. The numbers they used in the
analysis were a 50-percent increase in the ar-
rest rate (from 8 to 12 percent) and & 5-percent
deterrency rate. These numbers are simply
guesses and OTA has no data that would allow
it to make guesses or assess the accuracy of
the MSA guesses.

The above discussion dealt with the utility
of taggants for the control of criminal bomb-
ers. There exist other approaches to the probiem
of control of criminal bombers which could be
used ir conjunction with, or instead of, a tagging
program. Some of the methods, however, may
be unpalatable or not cost-effective. Other ap-
proaches, some of which have been imple-
mented in areas facing a more severe bomber
threat, particularly from separatist terrorist
groups, include:

¢ alternate detection approaches,

* control of explosive materials,

® better security,

* more coordinated police response, and
* harsher judicial response.

The Aerospace Corp., the Federal Aviation
Administration, and the military are currently
investigating, or have investigated, a large
number of techniques for detection of untag-
ged explosives. Methods investigated have in-
cluded X-ray fluorescence, gamma ray excita-
tion, nuclear magnetic resonance, both fast
and thermal neutron activation, dual energy
tomography, detection of the characteristic
vapors of explosives, and deactivation of blast-
ing caps. Some of the approaches are promis-
ing, although all but the last two would be
limited to checked baggage. However, none of
the approaches, with the exception of non-
tagged vapor detection, has progressed as far
as the detection taggant research and most ap-
pear to be significantly more expensive, both
for the instrument and for personnel to man
the instrument, Commercial vapor detectors
are currently marketed for explosive detection,
but their sensitivities and flexibility fall far
short of the goals of the taggant vapor detec-
tion devices. Research on the promising ap-
proaches should continue; it may be most ef-
fective to deploy a detection taggant system in
conjunction with one of the other systems.

Control of explosive materials could range
from uniform procedures for the purchase of
explosives to the total control by the military
or police of all explosives, from manufacture
to the legal detonation. In some States, explo-
sives are tightly controlled. For instance, in
Louisiana all users or transporters of explosives
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must be licensed by the State police. In some
other States, however, explosives may be pur-
chased over-the-counter simply by providing
identification and presenting a Federal permit
or filling out a form. Uniform tight control
would make it more difficult to purchase ex-
plosives for illegal use and would be particu-
larly effective in combating the less sophisti-
cated bombers. Complete control of explo-
sives, to the point of requiring police or mili-
tary personnel to physically be at the site of a
legal use of explosives and be responsible for
each detonator, as is the case in Ireland, would
essentially eliminate the use of domestically
produced commercial explosives in bombings.
Sophisticated bombers would be forced to'fab-
ricate their own explosives (or purchase
“homemade” explosives on a black market),
while the unsophisticated bomber would be
eliminated. “uch a program would entail ex-
tremely high costs: however, both in monetary
terms and in terms of the disruption to indus-
tries that currently use explosives.

Better security is possible, both to protect
potential targets and to protect explosive ma-
terials from theft. It would be possible, as an
exarnple, to hand-search all checked luggage
being loaded on an airplane; in fact, EL AL (na-
tional airline of lIsrael) does conduct such
searches. Similarly, it would be possible, al-
though extremely time-consuming, to search
every person entering the Rose Bowl for the
Rose Bowl game. However, detection taggants
appeara more reasonable alternative.

Protection of explosives from theft could be
improved, however, and may well have to be
to prevent a wholesale shift to theft as a
source of explosive material if a taggant pro-
gram is instituted. All of these controls have
cost impacts which have not been calculated
in this study; a match must be made between
their cost and their marginal utility in the face
of the current bomber threat. As an example, if
the use of military explosives in criminal
bombings increases markedly it may become
necessary to counter that threat. Tagging of
military explosives would be extremely costly,
due both to the large amount produced and to
the requalification cost of all current munition

systems which would be necessary. A reason-
able alternative may be to increase the securi-
ty of military explosives.

A more coordinated law enforcement re-
sponse to the bomber threat would be effec-
tive, whether a taggant program were insti-
tuted or not. At present, “major” bombings
must be reported to either the FBl or BATF.
However, no uniform definition of “major” ex-
ists. Other agencies, including some State
agencies, also collect bombing statistics. Ex-
amination of the statistics shows a significant
lack of uniformity in what is reported to each,
the information available on each incident re-
ported, the retrievability of information from
the data bank, and the methods for updating
the files. One responsible center, to which all
bombing information would be required to be
reported in a uniform, easily updated, easily
accessed format, would be an obvious aid to
law enforcement efforts against criminal
bombers.

Better coordination and communications
between the forensic laboratories and the field
investigators would also be helpful. Agents in
the field are sometimes not sensitive to what
information or what physical evidence would
be useful to the laboratory. This coordination
will be particularly important if an identifica-
tion taggant program is introduced, as the re-
covery of the taggants appears to be a labora-
tory-intensive procedure.

Finally, control of the physical site of the
bombing by a single responsible individual
would be extremely useful. A major incident
may involve several levels of law enforcement
agencies, several levels of elected representa-
tives, and other activities such as first aid and
fire control. Uncoordinated activity by all
these people could well destroy valuable phys-
ical evidence. Excessive use of water by fire-
tighters is a potentially serious problem if iden-
tification taggants are used, as they might be
washed totally away from the bombsite.

The utility of a harsher judicial response to
criminal bombers is a particularly sensitive is-
sue, with little technological insight available,
and is mentioned only for completeness.
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Program Impiementation

Given the current development state of the
identification and detection taggants, a num-
ber of options are available regarding the
method of implementation of a taggant pro-
gram. Among the issues are what, if any, tag-
gant program should be legislated; if a taggant
program is legislated, what materials should be
tagged, what level of tagging should apply,
and what is the procedure for making deci-
sions not specifically resolved by the legisla-
tion,

One of the first issues needing resolution is
what explosives should be tagged. The analysis
conducted showed that criminal bombers tend
to use the most readily available source of explo-
sives. Therefore the tagging program with the
highest utility would include provisions for tag-
ging of commercial explosives and gunpowders.

Table 7 showed the frequency-of-use distri-
bution of explosives for bombings, including
explosives identified both in the field and in
the BATF laboratory. While the completeness
of these statistics may be open to interpreta-
tion, it is clear that a wide variety of materials
are used as bomb fillers. Discussion with both
domestic and foreign law enforcement offi-
cials has stressed the fact that all types of
bombers will use the most readily available
source of explosives, although sophisticated
bombers would be more likely to limit their
use to materials that are efficient for the in-
tended purpose. As an example, a relatively
small amount of a powerful explosive was ap-
propriate for the La Guardia Airport bombing,
as it would cause extensive damage and be
concealable in a relatively small package. The
amount of gunpowder needed to do as much
dam :ge would occupy a much larger volume,
and might be noticed; it would therefore not
be an appropriate choice for a sophisticated
bomber.

If one type of explosive material is not as
highly controlled, then bombers will tend to
shift toward that material. For that reason, it
may be desirable to tag or otherwise control
military explosives. Aithough current statistics
show a relatively infrequent use of military ex-

plosives in criminal bombings, tagging of com-
mercial explosives may shift the expected fu-
ture frequency. Similarly, tagging of black and
smokeless powders is of critical importance to
an overall taggant program.

Some mechanisms to tag blasting agents
may also be desirable. However, the cost of
directly tagging the agents would be extremely
high. The BATF plan to tag the detonators,
boosters, and detonating cord normally used
with blasting agents may be a reasonable com-
promise, particularly as blasting agents are
now rarely used in criminal bombings and ap-
proximately half of the blasting agents are
mixed and used onsite in the same day.

As indicated above, various levels of im-
plementation of a taggant program are possi-
ble, each with an associated cost of implemen-
tation. The most reasonable way to determine
the optimum program to implement may be to
consider the marginal additional cost of each ad-
ditional element of utility. This approach is il-
lustrated in figure 5, where the identification
taggant utility function is varied. Qualitative
estimates of marginal utility are shown to ap-
proximate scale, along with quantitative esti-
mates of the cost of implementing a program
that would yield that level of utility.

The lowest implementation option would
tag cap-sensitive explosives, boosters, detona-
tors, detonating cord, and gunpowders, but not
blasting agents. A unique identification tag-
gant would be used for each manufacturer,
type of product, and year of manufacture. This
program corresponds to the low-level program
previously discussed. That level of implemen-
tation would directly provide most of the phys-
ical evidence information that current meth-
ods attempt to provide. However, it would not
directly provide a list of last legal purchasers.
The relatively modest cost for that program
would be approximately $15 million per year,*
probably less than is currently expended in an
attempt to provide the same information by
current means, although the cost would be
shifted to manufacturers and users of explo-
sives.

*The cost estimate in this section is for an identification tag-
gant program only,
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Figure 5.—Marginal Cost-Utility Function

Marginal utility Marginal cost

" HighJével program -~ ] il
;";biast!nga_génts,‘_ K0 R

AT s
.*BATF program -+ "
% small batchsize. "

Glee i

oo \»B‘(asél'ine;,prog'ram, ‘
o A,date-Shlfttg‘ggaqt‘ B S R

R . - -Blasting agents.

S “-add $170 miliop/year

PRI LI

a4

&U

= Lowdsvel program .

1ype, year taggant " Sl
. BATF . .
~-- -small batch size . :
« . add $20 millionlyear .

@,

L on T [ Bessine—dale i agganT
S L __.. dd $10 million/year ‘

ST - Lowlevel—type, year taggant,
' 1.~ SiSmilioniyear

SOURCE: Office of Technology Assessment,

The next option would be to provide a
tinique taggant code for each shift of each
product manufactured and to keep a record of
the movement of explosives from the manu-
facturer to the last purchasers, in a manner
analogous to the date-shift code currently
marked on the casings of explosives. This op-
tion corresponds to the OTA-identified base-
line program, and would provide a list of last
legal purchasers and additicnal intelligence in-
formation, at a program cost increase of ap-
proximately $10 million per year,

A further implementation option would be
to uniquely tag each 10,000-b batch of explo-
sives and each 2,000-Ib batch of gunpowder.
This would lead to a somewhat smaller list of
last legal purchasers, which would mean fewer
places that must be investigated, as well as a

B

somewhat finer grain of intelligence informa-
tion. However, the cost increase of $20 million
per year would be fairly substantial.

Additional marginal utility could be gained
by tagging blasting agents. This would be of
value in two cases—t}ie case in which the iden-
tification taggants from the detonator and
booster used to ignite the blasting agent did
not survive (or were not recoverable) from the
debris of an explosion, or the case in which a
bomb was fabricated that used some other (un-
tagged) means of detonating the blasting
agent. There is no body of test data to indicate
the likely frequency of the first condition;
while the second condition is certainly possi-
ble, almost all bombers capable of detonating
a blasting agent without commercial detona-
tors and boosters would also be capable of ob-
taining or fabricating untagged explosives in
the first place. At presant blasting agents are
infrequently used for bombings—averaging
two BATF sources suggests that blasting agents
are used in about 0.5 percent of bombings, and
account for a small percentage of the property
damage and casualties. Since the cost of tag-
ging blasting agents would be approximately
$170 million per year, several times that of all
the other eclements of a tagging program com-
bined, the marginal utility of doing so appears
relatively low.

In short, the implementation of a taggant
program would require unambiguous decisions
about which materials required taggants, and
what the applicable regulations would be. |t
would be desirable if any legislation on the
subject either made these deterniinations or
unambiguously delegated authority to do so.

Given the present state of development of tag-
gants, OTA’s data and analyses appear to be con-
sistent with any of three possible courses of con-
gressional action:

1. Pass legislation requiring taggants, and set
up a procedure to determine if and when
the technical development and testing
have progressed to the point where imple-
mentation can begin.

2. Defer legislative action on taggants, but
encourage (inter alia by appropriating
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If

adequate funds) BATF to continue tag-
gant development, with a view to consid-
eration of legislation when development
and testing are complete.

. Take no legislative action on taggants,

and encourage the executive branch to
search for other ways of improving the ef-
fectiveness of law enforcement against
terrorists and other criminal bombers.

Congress chooses the first of these op-

tions, it should recognize that even though the
legislation can define precisely what materials
would require taggants and provide guidance
on the stringency of regulations, there will re-
main some determinations which it is not yet
possible to make:

When and if an adequate number of suc-
cessful compatibility tests have been con-
ducted. Particularly pertinent in this re-
gard would be a determination of what
constitutes a resolution of the current in-
compatibility between the 3M identifica-
tion taggants and one type of smokeless
powder or the RDX-based booster mate-
rial. The 3M identification taggants can-
not safely be added to these materials un-

til such a resolution is accomplished, and
neither smokeless powders nor boosters
should be excluded from a tagging pro-
gram.

* When and if a sufficient probability of
survival and postdetonaticn recovery of a
given identification taggant has been
demonstrated to justify adding that tag-
gant to a given type of explosive.

* When and if a detection sensor has dem-
onstrated adequate sensitivity, low false-
alarm rate, ease of operation, ease of
maintenance, and acceptable unit cost
under field conditions to be considered
sufficiently “available” to justify requir-
ing the addition of detection taggants to
explosives,

e When and if a detection taggant has dem-
onstrated adequate shelf-life, nontoxicity,
and penetrativity to be considered “'avail-
able.”

In view of the fact that BATF has become the
major proponent of the use of taggants in ex-
plosives, there is much to be said for entrusting
such determinations to an official or proce-
dure outside the Treasury Department.
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INTRODUCTION
Taggant Development History. . . ....vvevvenvneennnnrnneeeneenns g} Research into methods to control criminal bombings has been going on for a
'de"t'f'cat'O".Tagga?ts """"""""""""""""""" 59 number of years. One aspect of this research has been concerned with methods of
E;edcice;}gn?:;?r‘}gge‘;s Y- detecting explosives before their detonation, and thus preventing bombings of pro-
Chemicfl Assay. ... S 53 tectgd targets. A sc—:_cond aspect has mvolv‘ed the devglopment of procedures and
PhySICAl TAZZANES « « . .« o v v eee e ee e et e 53 equipment to lde‘ntlf\/ the source of explosweg, frc_>m elther undetonated bpmbs or
SUMMATY. + » s e et eeeee i P 56 from the postdetonation debris, and thus provide information that might aid in the
Detection Taggants. . ... ..ottt i 56 capture of criminal bombers. ‘
YaporTaggants. . " Early work in the field was sponsored by the Law Enforcement Assistance Ad-
Detection Tééééﬁfséﬁsor SYSEEMS. « o oot e et 59 , ministration (LEAA), the.U.S. Postal Service, the Bureau ‘of Mme:s,'the Bureau of
Untagged Detection. . . ......ovvereninneinieinrenueinnianeanns 62 ‘, Alcohol, Tobacco, and Firearms (BATF), the Federal Aviation Administration (FAA),
Vapor DeteCtion . . ..ot v v i e 62 i the Energy Research and Development Administration, various Department of De-
Differential Contrast Radiography . ......... .. ..., 63 fense agencies, and a number of companies. The primary efforts in the past 2 or 3
Excitation-Induced Emissions. . . ... ... . i i 64 i years have been sponsored by the Department of Energy, FAA, and by BATF, with
CSUMMATY. « o ot ettt et et e e 65 | the Aerospace Corp. acting as the BATF project contractor. The BATF/Aerospace
Current BATF/Aerospace TaggantProgram . ..........covvmveiannnne 65 i work is concerned primarily with the development of tagging materials to aid in the
Program Status . . .......oviviei e 65 predetonation detection of explosives and in the postdetonation identification of
Projected Schedule. . ... . oo.evveniehr T gg o the source of the explosives. The DOE and FAA work has been devoted to the detec-
Implementation Ph'IOS.ODIhTy' L 70 5 tion of explosives without the use of taggants; some effort has also been expended
o e Explosives .1 | on that approach by the BATHAerospace team.
Black and Smokeless Powders . ............oiiiiiie 72 - The purpose of this chapter is to briefly review the research conducted on the
Detonators and Detonating Cord ..o s 72 : ; detection and identification of explosives. The review will include the development
SUMMAIY. ..ot 72 i history of the research, a description of the current BATF/Aerospace taggant devel-
x opment program, and a discussion of the survival and recovery of identification tag-
TABLES ; § gants. The issues of the safety of adding taggants to explosives, the potential cost
i impact of a taggant program, and the utility of a taggant program to law enforce-
_ Page f ment personnel, are discussed in detail in the following chapters.
16. Candidate Vapor Taggant Properties . .........c... oo 58 }
17. Vapor Pressur?as of Sgelected Explosives . .......... .. i 63 \‘
18. Explosive Vapor Detection Techgiques ........................ gg )
19. Identification Taggant Program Status. .. ........ ... oiveneon L
20. Detection TaggaEEPrograri StatUS. . . ooy e i 67 L TAGGANT DEVELOPMENT HISTORY
21. Revised Schedule Estimates for the Identification Tagging Program . . 68 S ,
22.3M ldentification Taggant Survival Testing . ................ ... 71 i , The idea of adding material to explosives to Identification Taggants
P enhance the predetonation detection and the . )
FIGURES - postdetonation identification of explosives has _ ldeas for tagging materials to be used for
page L been considered by various military and civil- identification of the source of explosives used
6. 3M Color-Coded ldentification Taggants . ......c...ooveeniin. e, 54 { } ian agencies for at least 15 years. Some of the in criminal bon[1b|ng5 ang bombLng fatltlem'pts
7. Microcapsule Detection Taggants Shown With a Needle to Lo suggested material, such as radioactive iso- can be generally grouped into the following
INAICAtE SIZE . . .ottt e e e e 59 i ! topes, would perform both functions, some four classes:
8. Detection Taggant Sensor System Block Diagram . . . .. P 60 ol could only perform one. A number of the con- 1. addition of materials that would not sur-
9. Cutaway View of the Phemto-Chem 100 Sensor Cell in ' P cepts which have been proposed during that vive the detonation, but which would pro-
the lon Mobility Spectrometer .. ... ... oo ... 61 P time are briefly described in the following sub- vide information if a bomb were recov-
. i i sections. ered undetonated;
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2. addition of materials that would physical-
ly survive the detonation and be recov-
ered intact;

3. addition of materials to the explosives
that would be detected in an assay of the
debris; and

4. addition of radioactive isotopes.

Predetonation Only

Since 1970, the date, shift, manufacturer,
and product have been printed on the car-
tridge of cap-sensitive high explosives. The
manufacturer keeps records, by that date-shift
code, and can tell to whom each batch of ma-
terial was sold; distributors also are required to
keep records of sale. It is possible, from the
date-shift code, to compile a list of last legal
purchasers of explosives from a lot with the
same date-shift code. In fact, BATF maintains
a National Explosives Tracing Center, whose
function is to coordinate that activity. A typi-
cal trace would start with the recovery of an
undetonated bomb by a BATF special agent.
He would call into the tracing center with the
information, and the data would be forwarded
to the manufacturer who would provide the
list of consumers or distributors; if explosives
from that lot were sold to a distributor or dis-
tributors, they would be contacted for a list of
retail purchasers.

The date-shift code information has proven
useful in investigations of criminal bombings,
although its utility is limited to instances
where the explosive is recovered before deto-
nation, or in some cases, where a low-order
detonation does not destroy the cartridge. In
addition, the information is only on cap-sensi-
tive high explosives, and on the packages of
detonators, black powder, and detonating
cord. No trace data is available for other ex-
plosive material, such as smokeless powder, in-
dividual detonators, or even cap-sensitive high
explosives that have been removed from the
cartridge.

Smaller amounts of information are given by
other systems that do not survive the detona-
tion. For instance, all dynamite legally coming
into New York must be red. If dynamite is re-
covered that is not red, it indicates a purchase

not legally usable in New York. This data is not
helpful to police in tracking bombers but does
assist in control of legal uses of dynamite
within New York.

The English apparently use a method some-
what better than the date-shift code in that the
identifying code consists of colored threads
within the explosives. The threads do not sur-
vive the detonation, but the information con-
tent is not lost by discarding the cartridge, as is
the case with the date-shift code; it may not be
possible, however, to encode sufficient infor-
mation for U.S. needs by that method.

Radiological Tracers

Addition of small amounts of radioactive
isotopes to explosives during the manufactur-
ing process is particularly attractive as it pro-
vides a mechanism for both identification of
the explosive materials from the postdetona-
tion debris and a simple detection mechanism.
There are a large number of radioisotopes, so
an identification scheme could certainly be de-
veloped that would provide sufficient unique
code species.

The two primary objections to this often-
proposed solution are public reaction and
safety. Given the present widespread antipathy
to anything involving radioactivity, it is doubt-
ful if the public would accept such a solution,
even if there were no safety hazards.

Two potential safety hazards exist, one hav-
ing to do with sensitization of the explosive
materials, and the other with the effects of
low-level radiation. Addition of foreign materi-
als to explosives poses a potential sensitivity
hazard. However, the amount of radioisotopes
required would be far smaller than the mate-
rial necessary for other tagging mechanisms,
so explosive sensitization would probably be
no more of a problem than with other types of
taggants.

The hazards of low-level exposure to radia-
tion are not well-defined; the current trend is
toward severe limitation of exposure. Thou-
sands of people come into direct contact with
explosives every day at the manufacturers, dis-
tributors, and users level, so a large number of
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people would have some exposure. Primary
concern would be at the manufacturing level,
where workers would have more continuous
exposure than, for instance, a user. Aside from
the adverse psychological effect the use of
tracers might have on such workers, and the
possible long-term effects of low-level expo-
sure, there would be a large cost impact due to
the need for specially trained personnel, as
well as storage, handling, and decontaminat-
ing equipment. If it were necessary for the
Nuclear Regulatory Commission to control the
shipment of the explosives and to license and
otherwise supervise all explosive users, addi-
tional major costs and inconvenience would

occur.

A final drawback is that reading of the in-
formation encoded in the postdetonation de-
bris would be a fairly complicated laboratory
procedure involving sample preparation, radia-
tion counting, and radioisotope identification.
Only a limited number of laboratories in the
country have the trained personnel and facili-
ties; police forensic laboratories are not
among them.

Chemical Assay

A number of approaches have been pro-
posed that have in common the addition of
chemicals to the explosives that would be re-
covered from the postdetonation debris and be
identified by a laboratory assay of the debris.
While the number of chemical materials is al-
most limitless, a successful chemical taggant
must have the following properties:

inertness,

nonsensitization of the explosives,

not present in background material,

able to survive the detonation,

long-term stability,

not a health hazard, and

sufficient variation must be possible to
form a large number of unique codes.

The chemical taggant with which the great-
est amount of research has been conducted
was developed by the Ames Laboratories in the
early 1970’s. In this method, rare earths were
added to explosives as oxides or as nitrates in

ethancl solutions. By using several rare earths
and by varying concentrations, a sufficient
number of unique codes could be constructed.
The taggants were recovered from the debris
with ethanol-dampened cotton swabs. The
swabs were then assayed in the laboratory by
jon-exchange methods; analysis was accom-
plished by X-ray excited optical luminescence
techniques.

Drawbacks to the Ames taggants included
sensitization of the explosives by the ethanol
carrier, a high background level, particularly
for detonations taking place near or on the
ground, and a rather specialized laboratory
procedure necessary for the taggant assay and
identification.

Physical Taggants

This class of taggants is designed to survive
the detonation in its original physical form, to
be separated from the debris, and to be de-
coded, either in the field or in the laboratory.
Several types of materials have been sug-
gested. Physical taggants must meet the same
requirements as the chemical taggants, how-
ever, in addition to physical survival, so the
number of serious candidates is somewhat lim-
ited. Three taggants remain promising candi-
dates.

3M COLOR-CODED TAGGANT

More research has been conducted with the
3M identification taggant than with any other.
It is the baseline taggant proposed by BATF for
implementation if a taggant program is legis-
lated, and is the taggant used for the OTA cost,
safety, and utility analyses.

The taggant consists of an irregular chip of
thermosetting melamine alkyd, approximately
0.12 mm thick and about 0.40 mm in its great-
est dimension. Figure 6 shows the eight-layer
construction; variation of the sequence colors
provides the necessary library of codes. A total
of approximately 6 million unique codes is
available, when allowances are made for cer-
tain forbidden adjacencies (colors too difficult
to distinguish) and other restrictions. One face
of the taggant visably fluoresces when illumi-
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Figure 6.—3M Color-Coded Identification Taggants
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nated with black light (366 nanometers) as an
aid in recovery, either in the field or labora-
tory. The other face contains iron powder, al-
lowing the taggant to be picked up by a
magnet, another recovery aid.

In theory, the taggant can be recovered from
the debris by use of a magnet and a black light,
read in the field by a low-power microscope,
and traced through the BATF tracing center. In
fact, laboratory separation may be needed in
most bombings; the recovery and laboratory
procedures are quite simple, however, and can
be performed in the field with little equipment
and training.

Several variations of the basic concept have
been tried, some including a polyethylene en-
capsulant and some including slightly different
chemical and physical properties of the indi-
vidual layers. The safety, survivability, utility,
and cost aspects are discussed in great detail
elsewhere in this report.

WESTINGHOUSE CERAMIC TAGGANT

The Westinghouse taggant consists of a mix-
ture of rare-earth compounds, bound together
into a ceramic-like particle, whose appearance
is similar to a grain of sand, and whose largest
dimension is approximately 0.2 mm. Each of
the rare-earth compounds fluoresces at a char-
acteristic wavelength when illuminated by ul-
traviolet radiation (325 nanometers). A scan-
ning monochronometer is used to read the
wavelength of the various rare-earth com-
pounds, and thus to identify the taggant code.
The 10 rare earths that have been evaluated,

and their characteristic emission wavelengths,
are:

Nanometers

Strontium chlorophosphate: europium . . 447
Yttrium vanadate: thulium. . .., ....... 476
Yttrium phosphate: cerium, terbjium-, . . . 546
Yttrium vanadate:erbium ... ... ... .. 555
Yttrium vanadate: dysprosium. ... .. ... 575
Yttrium vanadate: samarium. ... ... 608-648
Yttrium vanadate: europium ... ... .... 615
Yttrium oxysulfide: europium ...... ... 626
Strontium fluoroborate: europium,

samarium., ... 687
Strontium fluoroborate: europium .. ... 375

As in the 3M taggant, the Westinghouse tag-
gant incorporates a spotting phosphor which

fluoresces in the visible range when illumi-
nated by shortwave ultraviclet radiation (254
nanometers) and magnetic particles, both of
which assist in the recovery process.

Due to the limited number of rare-earth
compounds available, and the fact that the in-
dividual components are not ordered like the
3M taggant layers, the library of possible codes
is only approximately 3,000, even with three
distinct spotting phosphors. Use of different
concentrations or pairing of two different tag-
gants to form a unique species can significant-
ly increase the library, with approximately
600,000 codes available for the paired taggant
variation.

A significant number of compatibility tests
have been conducted with the taggant, as have
a small number of survivability-recoverability
tests. Due to the ceramic nature of the taggant,
it is extremely survivable and does not ther-
mally degrade in high-energy explosives (such
as boosters), as does the 3M taggant. In addi-
tion, since the rare-earth doping is homoge-
neous throughout the material, the full code
can be read from even a small recovered tag-
gant chip. The Waestinghouse taggant is ex-
tremely gritty, and has been shown to sensitize
explosives if not encapsulated in a polyethyl-
ene coating.

No additional effort is currently underway
with the Westinghouse taggant, due to a West-
inghouse concern over liability should some
taggant not be fully encapsulated and thus
cause sensitization of an explosive material.
From the limited data available, it would ap-
pear that the Westinghouse taggant shows in-
teresting potential, particularly due to its high
survival rate, although solutions must be
sought to ensure 100-percent encapsulation. In
addition, some further limitations are imposed
by the relatively small code library available
and by the rather complex laboratory identifi-
cation procedure required.

CURIE POINT TAGGANT

The Curie point taggant consists of a collec-
tion of five distinct ferrites, packaged with an
ultraviolet sensitive spotting phosphor in a
binder of potassium silicate. Ferrites exhibit

i
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the property that their ferromagnetism c!lsap-
pears when the temperature of the ferrlte.ls
raised above a specific temperature, d'e.SIg—
nated the Curie point temperature. Identifica-
tion of a particular taggant is thus accom-
plished by placing the recovered taggant mda
temperature-controlled chaml?er and record-
ing the magnetism as a function of tempera-

ture.

Approximately 50 ferrites ha_lve been identi-
fied whose Curie point falls in a Iaboraf.ory
practical temperature range. The 50 .ferrltelg,
used in combinations of 5 at a time, yleld a li-
brary of approximately 2 million unique spe-

cies.

As the taggants are ceramics, their surviva-
bility in high-energy explosives, sgch as boost-
ers, should be good. Very preliminary tests
have demonstrated the survivability of the tag-
gant in boosters and high-'power commercial
explosives such as' Power Primer.

The Curie point taggants share the potentlal
sensitization problem of the Westinghouse
taggants, and must therefore be encapsulatgd
with 100-percent certainty. The Curie point
taggants have another serious drawba.ck: mag-
netic separation from powdery mate‘nals such
as gunpowders and powdery dynamite would
be an obvious simple countermeasure.

Summary

The 3M taggant, which has‘ begn the most
thoroughly researched ide'ntiﬁcatlon'tagganf,
appears to be the most viable candlda}tg, al-
though the Westinghouse_taggant exhibits a
good deal of promise at this early stage of dﬁ-
velopment. The other candidates exhlblt tech-
nical, cost, countermeasure, or public accept-
ance problems, or require elgborate l'aborcjxt.ory
separation and analysis to yield th(? ldentlflcg-
tion code. However, as other sections of this
report make clear, the 3M taggant is not y;.t
fully developed or tested, apd could not be
generally used unless and until several remain-

ing problems are resolved.

Detection Taggants

Four general types of detectior) tagging ap-
proaches are described in the literature, in-

cluding:

1. radioisotopes,

2. vapors, ‘
3. electrormagnetic (E/M) taggants, and
4. activation of nonradioactive isotopes

Radioisotopes for use as detection taggants
possess the same drawbacks as they do fgr use
as identification taggants; the above discus-
sion need not be repeated here.

tlectromagnetic taggants incorporatedﬁ into
a detonator, such as the passive harmonic ra-
dar taggant investigated by the Agrospace
Corp., offer the possibility of detection at a
distance with a relatively low rate of false
alarms. All of the concepts so far proposgd,
however, can be easily defeate‘d‘ by wrapping
explosives in metal foil. In addition, |ncl‘u51‘op
of such devices would probably have a signifi-
cant effect on the procedures used to manu-
facture detonators, on detonator cost, and sig-
nificant false alarms could be caused by com-
mon diodes from radios, calculators, and other

electronic instruments.

A variation of the idea of electromagnetic
taggants has been proposed, called detqnatqr
deactivation. In this concept, a reed swutgh is
connected in series with a detonator brbldge
wire. lllumination of the detonator by a switch-
able electromagnetic source would cause thfe
reed to open. A number of methods are possi-
ble to ensure that the reed could not be subse-
quently closed. The advantages of the concept

are twofold:

e the necessary illuminator could probably
be made quite inexpensively, allowing it
to be used to protect far more targets than
would be possible with other detector
concepts; and .

¢ the deactivator process is passive-—no op-
erator is necessary.

Disadvantages include the fact that deacti-

vation rather than detection of bombs yvquld
offer no help in finding the would-be criminal
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bombers; significant (and possibly costly) im-
pacts on current processes of manufacturing
detonators; and the risk of accidentally deacti-
vating detonators, resulting in their failure for
normal use. No research beyond initial concep-
tualization has been conducted for this con-
cept.

An interesting taggant concept has been sug-
gested by the Franklin Institute, based on the
idea of using Mdssbauer active isotopes as tag-
gants. The technique involves the addition of
nonradioactive trace taggants to explosives,
followed by the gamma ray excitation of the
Mossbauer isotopes and the measurement of
the characteristic absorption spectrum of
those taggant isotopes. The Mossbauer effect
has been measured in numerous common ele-
ments, including iron, tin, and nickel. In a
Mossbauer isotope, gamma rays, whose energy
corresponds to the transition energy between
nuclear levels, may be resonantly absorbed
upon excitation, producing a sharp absorption
spectrum characteristic not simply of the
Mossbauer element, but of the chemical com-
pound of the element. This effect is due to the
small pertubations of the nuclear levels by the
surrounding electrons. For use as a taggant, a
chemical compound not found in nature or
used in industry would be manufactured. Due
to the low excitation level required,  little
shielding of the source would be necessary.

Mossbauer taggants are simply a concept at
this stage, however, so little judgment can be
made of its practicality, cost, or safety in ex-
plosives. An Aerospace Corp, analysis ques-
tions the practicality of the technique. A sig-
nificant limitation to the use of the Mossbauer
and other activation techniques is that .they
cannot be used to search people, due to the ac-
tivation radiation,

A number of other activation taggant tech-
niques have been suggested, including the dop-
ing of explosives with material that would en-
hance the effectiveness of X-ray or similar de-
vices. These concepts all lack specificity, how-
ever, and could cause the X-ray to be triggered
by many common items, resulting in an unac-
ceptable false alarm rate,

61-401 0 - 80 - §

Vapor Taggants

Vapor taggants have received the bulk of
the research on detection taggants. Vapor tag-
gants share the common taggant requirements
of stability, inertness, compatibility with ex-
plosives, and absence from normal materials.
In addition, they must have a vapor pressure
sufficient to produce enough molecules to be
sensed, but not so high that a large initial mass
would be required to ensure continued opera-
tion when placed in explosives that have a
shelf-life of several years. They must have a
relatively steady molecule emission rate over a
5- to 10-year shelf-life, must not produce an en-
vironmental hazard, and must not readily ad-
here to surfaces with which they are likely to
come into contact,

Several ‘hundred different vapor sources
have been considered, with almost 200 having
been investigated in the laboratory. Avenues
of approach have included the use of dispro-
portionating salts, the direct adsorption of
vapor taggants into the elastomeric plug mate-
rial of detonators, and the microencapsulation
of taggant materials.

DISPROPORTIONATING SALTS

A number of the salts of weak acids and
bases, such as boron trifluoride adduct com-
pounds, disproportionate or separate into two
Or more constituent parts, some of which sub-
limate at room temperatures, theoretically
providing a possible stable vapor emission
source, Tests conducted by the Aerospace
Corp. indicated that no compounds investi-
gated had the proper balance of vapor pres-
sure, emission rate, desired lifetime, and pro-
jected detection limit by a sensor to allow the
use of a sufficiently small amount of taggant
material. It is possible to control the emission
rate of a high vapor pressure salt by the use of
a microencapsulation membrane; use of such
a membrane allows the consideration of a
large number of more easily handled liquid
taggants, however, as described below.

ELASTOMERIC ADSORPTION OF
VAPOR TAGGANTS

The adsorption of the vapor detection mate-
rial directly into the elastomer used to fabri-
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cate the end plug of detonators offers a num-
ber of advantages, including removal of the
necessity for additional steps or changes in the
detonator fabrication process. Research has
therefore been conducted to evaluate the ef-
fectiveness of various elastomer/taggant pairs.
Taggants evaluated include sulfur hexafluo-
ride, and hologenated alkanes, amines, aero-
matics, esters, and ketones. A number of com-
binations appear feasible, although useful life-
times may be shorter than the 5-year minimum
desirable. A more severe limitation, however,
is that the elastomerically adsorbed taggants
would be useful only on detonators, and pos-
sibly with detonating cord. None of these tag-
gants appears to be as successful as other can-
didates when microencapsulated for use with
other explosive materials. Use of separate tag-
gants for detonators for other explosives
would lead to the development of two sensors
or to the requirement for dual-mode sensing in
a single sensor, an unnecessary sensor develop-
ment constraint.
MICROENCAPSULATED VAPOR TAGGANTS
Approximately 180 vapor materials have
been screened in the laboratory as candidate
microencapsulated vapor taggants. In addi-
tion, several hundred other materials were re-
jected after a thorough analytical review. Five
candidate perfluorinated cycioalkane com-
pounds have been extensively tested, and have
successfully completed barrier penetration,
mutagen, toxicity, and atmospheric impact
testing. The five candidate vapor taggants and
their chemical properties are shown in table

16,

A parallel research effort has been under-
way to find an appropriate microcapsule mate-
rial. The optimum material would be inexpen-

sive, easy to use with the candidate taggant
materials, compatible with the explosive mate-
rials, and form membranes that account for
only 10 to 20 percent of the microencapsu-
lated taggant weight. Figure 7 shows a photo-
graph of a candidate microencapsulated vapor
detection taggant, with a needle to indicate

relative size.

Emission rate studies are currently under-
way with a number of membrane materials.
Early tests were very encouraging; a number of
more recent test results show variations in
emission rate from lot to lot and as a function
of ambient relative humidity and temperature.
Tests have not yet started on long-term emis-
sion behavior, especially in the presence of ex-
plosives. Tests have only recently started on
the compatibility of explosive materials with
either the taggant vapors or the membrane ma-

terials.

Summary
Although a wide range of detection taggant
materials have been proposed, the need for
long life, stability, specificity, and absence of
easy countermeasures has caused the bulk of
these to be rejected, at least given the current
state-of-the-art. The most promising concept is
the microencapsulation of perfluorinated cy-
cloalkane compounds, although the direct ad-
sorption of taggants into the detonator plug
elastomer appears promising for that applica-
tion. A number of preliminary tests have been
conducted with five candidate taggants; com-
patibility testing has just been initiated. Deto-
nator deactivation is a possible alternate ap-
proach, although little research has been ac-

complished.

Table 16.—Candidate Vapor Taggant Properties

Empirical Molecular ~ Boiling point  Meiting point ~ Specific ~ Vapor pressure
Chemical name Abbreviation formula weight °C °C gravity (300°K = 27°C)
Perfluoro-1,2-dimethyl-cyclobutane . . . ... . PDCB CeFi2 300 45 -32 1.67 390
Perfluoromethylcyclohexane . ........... PMCH CiFie 350 76 -37 1,79 106
Perfluoro-1, 3-dimethylcyclohexane . . ... .. PDCH CsFis 400 101-2 -70 1.85 35
Perfluorodecalin. . .. .. R PFD CioFun 462 141-2 0 1.93 6.6
Perfluorohexylsulfur-pentafluoride . .. ... .. 1-4412 CsF13SFs 446 118 -3 1.89 19.5
SOURCE: The Aerospace Corp.
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Fi 7.—Mi i
igure 7.—Microencapsulated Detection Taggants Shown With a Needle to Indicate Sjz
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Detection Taggant Sensor Systems

The development of a system to detect the
emitted vapors is proceeding in parallel with
the development of vapor-emitting detection
taggan'ts. A schematic block diagram for the
operation of such a system is shown in figure 8
Air, from the vicinity of the item being in:

spected, is collected and delivered to a sensor

after first being conditioned. The sample col-
lector. can simply consist of a gust of air for in-
spection of boarding passengers, or can in-
clude a small pressure pulse to a piece of
checked bgggage to introduce more of the air
from the interior of the baggage into the air
.f,ample stream, For some of the concepts the
free oxygen and water vapor must be removed

gttt i 1

I

T
-
1.

Photo credit: Aerospace Corp

prior to insertion of the air into the sensor If
tbe vapor taggant is present, an alarm Erndi;:a-
tion is registered; if none is present, then the
item passes through with no delay. A detailea
procedure has not been developed to deal with
alarms, but the procedure would probably in-
clude a recycle through the sensor to eliminate
the chance of an equipment transient being re-
sponsible, followed by a suspected bomb dis-
posal procedure if the alarm persists.

Work is progressing on three candidate de-
tection sensors. Very little effort has been ex-
pended by the Aerospace Corp. on the o-thér
elements of the system, although some prelimi-
nary design identification work has taken
place on the air sampling process and on meth-
ods of enkancing the original sample. A U.S.
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Figure 8.—Detection Taggant Sensor System
Block Diagram
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Alarm - No Alarm

Calibrator Inspection Proceed [

SOURCE: Office of Technology Assessment.

Customs Service device has been tested, for in-
stance, which exerts a gentle force on baggage,
causing an exhalation of the baggage interior
air into the sampling network.

The three candidate detection sensors are, in
order of increasing complexity and cost, the
continuous electron capture detector (CECD),
the ion mobility spectrometer (IMS), and the
mass spectrometer (MS). Figure 9 shows a sche-
matic diagram of the operation of IMS. Gas is
introduced from the sampling device into the
conditioner. After the free oxygen and water
vapor are removed, the sampled gas molecules
are drawn into the ionization region where
many molecular species, including the taggant
molecules if present, form negatively charged
ions. The negative ions are then gathered and
injected into a drift tube where an electric
field causes them to flow against a counter-
flowing drift gas stream. By virtue of the ion
molecule reactions between the negative ions
and the neutral drift gas molecules, the ions
are separated into spatial clumps of like spe-
cies, Each species, depending on the strength
of the ion-molecule interaction, traverses the
length of the drift tube in a different length of

time so that one can turn-on, or gate, the de-
tector to respond only to a specific molecular
species or group of species such as the taggant
vapors.

The taggant molecules being considered all
have long drift times and are easily separated
from common gasses in the IMS. Additional
specificity is gained by the toughness of the
taggants; most other large molecules fragment
in processing through the detector.

IMS devices have been commercially avail-
able for approximately 5 years, with about 50
currently in use for various applications. Tests
have been run with a commercial IMS unit at
airports to examine ambient air for the pres-
ence-of molecules in the critical drift time re-
gion; no molecules which would have triggered
a false alarm were detected.

While the laboratory tests are promising, it i»
not possible to extrapolate to estimates of IMS
performance in the field, in a real-life envi-
ronment, when maintained by normal airport
maintenance people, and when using an inter-
nal calibration source.

CECD can be conceptually viewed as an IMS
device without a drift tube. It simply consists
of the conditioner and reaction charniber; the
decrease in current in the reaction chamber is
a sign that the taggant molecules are present
and have been ionized. As described, CECD
would have less specificity than IMS, and
would probably be triggered by a wider range
of interference sources. The key to the device
is in the conditioning chamber; the chamber is
a catalytic reactor that contains hydrogen gas
and palladium metal plated onto a number 5A
molecular sieve and operating at 140° C. The
reactor removes oxygen and water vapor, frac-
tures some other potential interference

-sources, while still others are removed by

‘reduction or combustion. The number of mole-
cules that will survive the conditioning cham-
ber is limited, but the taggants may well not be
the only survivors of the passive screening
process.

“ CECD devices have been used as « iabora-

tory instrument by the Brookhaven National
Laboratory for the past several years. A bread-
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Figure 9.—Cutaway View of the Phemto-Chem 100 Sensor Cell i the lon Mobility Spectrometer
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board device was recently shown to be quite
successful in detecting vapor-tagged dummy
blasting caps in baggage on a conveyer belt.

The MS is a standard laboratory instrument,
easily capable of resolving the taggant mole-
cules from other species. Current MSs, how-
ever, are usually expensive, relatively sensitive
laboratory instruments. The challenge is to de-
sign and develop a low-cost, field-usable in-
strument that will detect taggant molecules in
a parts-per-trillion concentration level.

The limited laboratory testing of detection
sensors that has taken place has demonstrated
that the technology exists for sensors which
could detect the taggant vapors. These tests
have not yet demonstrated, however, the abili-
ty of the instruments to distinguish between
tie taggant materials and similar materials
which may exist in the environment or may be
deliberately introduced into the environment
as a countermeasure, It has also not been dem-
onstrated that any of the instruments can suc-
cessfully detect the taggants in the required
parts-per-trillion concentration level under
field-use conditinns,

The time required to develop instruments of
this type is a pertinent subject for discussion,
even assuming that the technical problems can
be solved. The milestones in a development
process include:

* demonstration of technical feasibility,

generation of specifications for a proto-

type,

® prototype development,

® generation of specifications for the instru-
ment,

* pilot production of the instrument, and

full-scale production.

None of the detection sensor concepts has
yet passed the technical feasibility demonstra-
tion milestone. The only time estimate which
has been made is an extremely optimistic es-
timate of 14 months from demonstration of
technical feasibility to completion of a proto-
type. The estimate assumed no technical, con-
tractual, or other problems, and may well be
off by a factor of two. Given the fact that these
instruments would be produced in quantity (up

- to several thousand), must be self-calibrating,
maintained by routine maintenance people,
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and detect at the state-of-the-art - parts-per-
trillion level, it is unlikely that production

could be underway in less than 5 years.

if the instruments can be developed to per-
form as desired, however, they should be quite

offective; the operating CcOsts and false alarm
rates would be negligible while the detection
rate would ensure essentially no successful
penetration of the sensor system.

UNTAGGED DETECTION

Three general methods have been explored
for detecting explosives that do not have de-
tection taggants added. These include vapor
detection of the characteristic vapors present
in the explosives, the use of differential con-
trast radiography, and the use of excitation in-
duced emissions. Some of the specific tech-
niques investigated are briefly discussed

below.

Vapor Detection

A great deal of research effort has been ex-
pended in the field of detection of the charac-
teristic vapors emitted by explosives. Table 17
shows the physical properties of the vapor
phase of a number of explosive materials,
while table 18 shows some of the methods
used to detect the explosive vapors.” Much of
the effort has been concerned with character-
izing the vapors that are present in explosives,
looking for vapors common to a number of ex-
plosive materials, and quantifying the prob-
lems of vapor detection. While the equilibrium
concentrations of the vapors shown in table 17
are within the detection capabilities of much
of the instrumentation depicted in table 18,
several problems limit the utility of vapor de-

tection.

One of the primary problems is the lack of a
common vapor in the various explosive mate-
rials. Either nitroglycerine or EGDN is often
present in dynamites, and in smokeless pow-
ders, but neither are present in the other ex-
plosive materials used in criminal bombings,
such as gels, slurries, black powder, detonat-

S,

"From “Explosive Vapor Detection Instrumentation,” by §.R.
Hobbs, printed in the Proceedings of the 1979 Electro Profes-
sional Program, New York, April 1979.

ors, and boosters. A detection device would
thus have to be able to detect a significant va-
riety of vapors (and thus either be quite slow or
expensive) or it would be subject to a high rate
of false alarms if it could be triggered by the
spectrum of materials that would be spanned
by the vapors from the common explosive ma-

terials.

A second significant problem is the amount
of vapor actually available for detection.
while the equilibrium concentrations of the
vapors are high enough to ensure detection,
the actual amount of vapor present will be sig-
nificantly degraded by the container that con-
tains the explosive, particularly if an effort is
made to create a vapor barrier. The explosive
vapors do not have the properties of penetra-
tion and nonadsorption of the vapor taggant
materials discussed in the previous section.
Concentration of the vapors could help alle-
viate this problem, but that might cause suffi-
cient concentration of ambient interference
molecules to generate a high false alarm rate.

These defects must be balanced against the
major advantage that detection of the charac-
teristic vapors of explosives has over the detec-
tion of taggant vapors—only those explosives
that have been tagged can be detected if the
sensors are designed to look for the vapor tag-

gant.

As shown in table 18, a large number of
physical principles have been used to detect
the vapors. The most successful, however, are
the ionization mechanisms exploited for detec-
tion of taggant vapors. Continued research is
primarily devoted to these sensors.

Animal detection deserves a specific com-
ment. Although less sensitive than the other
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Table 17.~Vapor Pressures of Selected Explosives

Compound Vapo iti
Molecular wei por pressure - Gomposition Mole fracti
ﬁ%DNﬁgg(yylenqglycox dinitrate . ............ 152 = Temper:;”re °c mm Hg gm/cm? (V.P./m'g)"
- COMNE .+ v o 2.8 x 102 2.3 x 107
iﬁTN%;ﬁnrt]qeryth;itotl tetranitrate ................ g% gg 2.4 %107 2.9 : 118"0 332;;%?
—ammOnIUM Ritrate . ... ‘ ) ' )
DNT~dinitrotoluene e """"""""""""" 80 25 g 8 : }82 g’z x 10-:: 7ppb
TNT—2, 4, 6,-trinitrotoliene . . .+ oo 182 25 1.4 x 104 i : poo
TNT=2, 4, BATnrOOlEns oo 227 25 3.0 x 106 3174 ><11é3'191 184 ppb
............................ ’ LX "
SOURCE: J . @22 2% 1.4 x 109 1.7 x 1014 42ppb
1 J. R. Hobbs, *'Explosive Vapor Delection Instrumentations. ' PRt
. Table 18.—Explesive Vapor Detection Techniques
?nﬁ‘r':a'd lonization Animals
re Other
- Electron capture iolumi
Uttr B i
Mic?z\)/x'«?;,se Gas chromatography ltz)lgg;mescence Plezoelectrio
Fluorescence Mass spectrometry Gerbils Thermoionic
Gas chromatography/ Enzymes Condensation nuciei

Laser-raman
Two-photon absorption
Chemiluminescence
Laser optoacoustical

mass spectrometry
Plasma chromatography

SOURCE: J. R. Hobbs, **Explosive Yapor Detection (nstr

sensors (by orders of magnitude), animals have
some potential advantages. If small animals
such as rats and gerbils can successfully detect
explosive vapors, then the cost of an animal
backup system would be quite small. Dogs are
more expensive to train and work with, but
have the advantage of being used for othe'r law
enforcement work such as patrols.

Differential Contrast Radiography

Differential contrast radiograph

vantage of the fact that diffefen?rr?att::ﬁis E:la(i-
tenuate the strength of a source to a different
degrqe, depending primarily on density and
atomic ngmber. Common clinical X-rays and
the imaging X-ray detectors used to screen
hand ‘ba.ggage at airports work on this princi-
ple. Similar devices have been fabricated usin
gamma ragiiation and neutrons as the bean%
source. This method is quite effective for de-
tecting materials whose density is significantl
greater than other materials in the envir'on»j
7men't, such as a steel gun (specific gravity of
.8) ina briefcase containing books or clothes
(specnf_lc g'ravity less than 1.0), but is much less
effective in detecting smaller differences in

density. Most dynamite

. ' s have a specific gravi-

ty'lc?f approxlmz_ately 1.6; booster material% and
;né)ztary explgsxves are slightly higher (up to
.8}, gun i

wo 1g.0' powders have a bulk density of less

The current imaging systems i
operator-r.n'onitored andytherefoarteacljr;;er:lij:::
on thg gblllty of the poorly trained operator to
discriminate small density differences. Most
recent research has been concerned witﬁ auto-
rgatmg the r.adiographic scanning systems

ue to the wide span in density of explosivé
materials, and the large density overlap be-
tween explosives and other materials, it is
necessary to include other means of di’scrim-
ination in the detection algorithm. Shape is the
<r)et(l:1§r d‘lts‘crimii]ant currently used. The pattern

gnition algorithm in a com

évhen the proper density and shapsl;)t:trterriaacrt;
t.etected. Such a system is sensitive to orienta-

ion, arrangement, and shape of the high explo-
sive as well as to the mass of the high explo-
sive. The breadboard laboratory models sopfar
developed can incorporate only a limited
nu,mber of shape-density combinations and are
able to detect only certain shapes of C-4 explo-
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sive and certain shapes of dynamite bombs.
While they could detect a 2-lb C-4 charge
shaped like a package of butter, they would
not detect the same charge shaped as a sphere,
cylinder, pancake, or sausage, or even another
explosive of slightly different density shaped
in the butter package shape. As the devices
scan from only one axis, a 2-inch-thick slab
with a specific gravity of 0.5 looks much like a
1-inch-thick slab of density 1.0. Such a lack of
specificity not only generates high false
alarms, but explosives arranged in an unusual
shape would not be detected.

Two avenues of approach are being pursued
to try and alleviate the discrimination specific-
ity problem. The first is to use more than one
energy level for the radiation source. Each
type of material has a different opacity to dif-
ferent radiation energies. If more than one en-
ergy source is used to illuminate the object,
then additional information about the material
is gained. Some recent work indicates substan-
tial gains in information are possible using two
carefully chosen energy levels.

The second approach is to illuminate the
package along more than one scanning direc-
tion. The information gained can help generate
a better idea of both the package shape and its
density. In a technique called tomography, the
images formed by scanning from several direc-
tions are computer processed and used to gen-
erate a three-dimensional image of the pack-
age in the computer. Any two-dimensional pro-
jection can then be generated as well as an ac-
curate density value. This image can be com-
pared to all possible conformations of com-
mon explosive materials by the computer,
yielding a much higher probability of detec-
tion as well as a lower false alarm rate. Aero-
space Corp. is currently sponsoring research on
dual-energy tomography, which would com-

bine the additional information available from

both multiple directional scans and multiple
energy scans.

Excitation-Induced Emissions

Many materials absorb radiation of a specif-
ic wavelength and subsequently emit an in-

duced radiation whose energy may be a func-
tion of the element itself or of the specific
compound, due to the interaction of the orbit-
al electrons with the nuclear material. The
Mossbauer isotope taggants described in the
previous section were an example. Several
methods of utilizing induced emissions have
been investigated for detection of explosives,
including the use of thermal neutrons, X-ray
fluorescence, and nuclear magnetic reso-
nance.

The thermal neutron detection concept uti-
lizes the capture of thermal neutrons by nitro-
gen with the subsequent prompt emission of a
10.8 MeV gamma ray. Explosives are rich in ni-
trogen and should be easily detected in an un-
shielded suitcase, but so are a large number of
other materials, such as wool, orlon, nylon,
and leather. Coupling the system to a pattern
recognition computer might be sufficient to
discriminate between a solid block of explo-
sives and a couple of orlon sweaters (although
test results were marginal), but discrimination
between these sweaters and a bomb in which
single dynamite sticks are connected by deto-
nating cord, for instance, would be extremely
difficult. Processing times for this concept are
also rather long for efficient transport of bag-

gage.

Nuclear magnetic resonance (NMR) is a
technique with considerably greater specifici-
ty. In NMR detection, an applied radio fre-
quency magnetic field, with the correct fre-
quency, induces energy level transitions in hy-
drogen, with the subsequent prompt reradia-
tion of energy in a manner specific to the
chemical compound containing the hydrogen.
A sensor, tuned to receive the signals that
would be emitted by the hydrogen in various
explosive materials, could theoretically detect
any type of explosive, even when present in
small quantitites. A major problem with the
utilization of this technique for explosive
detection would be the fact that metal inter-
feres with the NMR performance, thus shield-
ing the explosive. The unit would also have to
be quite large (and thus expensive); the magnet
for an NMR unit large enough to scan a suit-
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case would weigh several tons. Another prob-
lem is the rather slow response cycle time.,

Summary

A number of techniques have been de-
scribed for the detection of untagged explo-
sives. Preliminary testing has been accom-
plished on most of the techniques discussed;
few concepts have progressed as far as the
studies on detecting vapor taggants, with the
exception of the use of animals to detect the
characteristic vapors of explosive materials.
Some explosive detection devices are currently
on the market, although their performance is
not satisfactory. Other techniques have been

suggested, and extremely limited testing has
been conducted on some of them. All of the
untagged detector concepts contain signif-
icant problems in terms of adaptation to field
use. Instrumentation for many of the concepts
would be large and expensive; many are easily
countermeasured and none, with the exception
of the vapor detection devices, could be used
to screen passengers.

Granting the many problems in nontagged
detection, there may still be a significant po-
tential payoff. If an explosive detection instru-
ment or-technique could be fielded, it could
detect all explosives, not just those to which
taggants had been added.

CURRENT BATF/AEROSPACE TAGGANT PROGRAM

In 1976, the Aerospace Corp. was designated
by BATF as the system technical manager of
the taggant program. Prior milestones leading
to the current taggant program development
effort were:

* 1973.—)oint establishment by BATF and
FAA of an ad hoc committee on explo-
sives seeding.

¢ 1973.—Formation of the Advisory Commit-
tee on Explosives Tagging chaired by
BATF for coordination of Federal agen-
cies involved with tagging and the control
of the illegal use of explosives.

® 1973.—Lawrence Livermore Laboratory
study to determine feasibility of identifi-
cation tagging with Aerospace Corp. act-
ing as the program technical manager and
LEAA as sponsor.

* 1976.—National Implementation Model
and Pilot Test Plan for Identification Tag-
ging developed by the Aerospace Corp.
under contract to the Bureau of Mines.

® 1977.—Aerospace Corp. designated the
system technical manager for the tagging
program by BATF.

Since 1977, Aerospace has been engaged in
an ongoing program of analysis and testing to
develop identification and detection taggants

and to demonstrate their use in explosive ma-
terials. Details of the taggant and sensor devel-
opiment programs were given above; the status
of the compatibility testing program is de-
tailed in chapter 1V; the status of survivability
and recovery testing is reviewed in the follow-
ing section and in appendix C; some details of
the analysis and pilot testing status are re-
viewed in chapter V. This information is briefly
summarized below, as is a description of the
BATF implementation philosophy.

Program Status

The status of the taggant development ef-
fort is summarized in table 19 for identifica-
tion taggants and in table 20 for detection tag-
gants. In the tables, ‘“Technical feasibility”
refers to a demonstration or analysis which in-
dicates the concept is feasible, “Technical
readiness’” refers to a demonstration or anal-
ysis that the concept will work in the manner
suggested, and ‘“Practical readiness” indicates
that the full spectrum of analyses and tests has
been completed which shows that the concept
is ready for full-scale implementation.

The ability of the 3M Co. to produce the
color-coded taggants has been demonstrated,
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Table 19.—Identification Taggant Program Status

Accomplished

Planned or required

Technical feasibility Technical readiness  Practical readiness

Technical feasibility

Technical readiness

Practical readiness

Color-coded taggant development

» Tooling-up period/
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Table 20.~Detection Taggant Program Status

Accomplished Planned or required
Technical Practical
Technical feasibility readiness readiness | Technical feasibility Technical readiness Practical readiness

Microcapsule development

® Production and eval- * Initial compatibility studies e Pilot production of capsules ® Competitive award/leadtime

|
—
|
| , !
" wanility/ e Pilot production « Leadtime study I ! uation of test batches * Complete health and atmos- studies
. I(:r:;rlr';:as{':jt:i‘l/ill\;a ity compqa ibilty i testing « Heaith and atmospheric : pheric impact assessment * Development and testing
testing } * Optimize hues impact assessment | * Taggant selection of production
[ talim- | * Full-scaie production capabllity
) ;E)g::/t"ggsrgggrﬁent || i Dynamite, slurries, and watsr gels I
 Health impact ; £ . I(;?t[:]ag:gb”ny testing — — Il
assessment . ; ’ |
Cap-sensitive packaged explosives (dynamite, water gels, slurries, { {.‘ Black par{de{' . "
and emulsions) I . . is /onlimiza- 3 . pqmpaubillty testing — — ]
o Initial compatibility * Online tagging o Pilot test produc- | Comprsgglptsut/e ; . C%Z&Iﬁ??;:{;fgsur' ° ﬁg;'gfsfp/ ;’g);’;‘rzza Li L‘ ;gtlt?;sdter ;
{ tion-level taggin | compatibility testing vi ) : stors
. :zisltilanlgsurvivab'tlity . #:gl;rr]lztgggods . Record/tracgigg ’ ! * Lgpg-lerm compati- ; *Compatibility testing - - =
i lected/evaluated  methods demon- ' bility i3 initiated | The full range of analyses and tests detailed for identification taggants must be accompiished
testing seleclet/ovelia trated I| | Smokeless powder | for the detecion taggants, with the exception of postdetonation survivability
* Manufacturing stra o « Compatibilty testing  — _ | and recovery testing
process reviewed ' i initiated I ' .
and practicafity { Ii Detonating cord !
assessed | zil - — - ]
Black powders st l ‘ ivesir- o Ballistics testin f Del l
s s « Qnline taggin  Some ballistics » Comprehensive com-  « Comprehensive sur all tesling g eionators )
. {ggtllanl gcompatlblhty . Adlcliilgonf[gcor?lpati- testing } patibility testing vivability testing . 81n|:l])ﬁ|tt;gtggg nsgl;r 5 . ,Ct?tf!‘lgagb""y tasting :
. . o N v i initiate
’ E;Iﬂt]dtms':ir;S it ?'Igl\n{e(setliicgmta : * Long-term segre- i Continuous electron capture detector :
. N;l yufe ctur%n . Trénsport/vibration ! gation ) Ly o Successful bread- - — | @ Instrument character- e Design prototype ® Prototype field test
rinesas ,evieﬁved segreg tion testing II * Long-term compati- &l board demonstration | ization (in process) s Fab and lab test e Prototype design changes
4 dc racticalit \ | bility 1 e [nstrument charac- I e Calibration (in process) evaluation e Final production drawings
Ay Zd Y ! { terization (initiated) } * Aerospace lab test « Production pilot release
Caﬁslfjjslers | ) . ) * Calibration system | * Production pilot complete
« Initial compatibilty * Online tagging | Solutionof problem - Comprehensive sur- .+ Blot estig, AL | (nitated) | - Field support function selup
. i d by reactivity vivability testing - L | * Training and field tes
testing » Tagging methods | pose Yy term compati- ,
* Initiai survivability selected/gvaluated I| (and prgqqmed I‘rtlh ) tﬁﬂs o P ’i mﬁ'g:ﬁ:;fmm } o D trati o Design prototype * Prototype design changes
tosting compatibilty) wi . . i itia ity emonstration esign prototyp yp gn change
o Manufacturin L Composition B * Comprehensive sur 2 studies { (imminent). » Fab and fab test s Praduction drawings
an g Lo Comprehensive com- vivability testing 3 ! prototype * Manufacture and checkout
process feviced ! tibility testin * Record/tracing 3 ! « Aerospace lab test engineering
and practially L gal ’Fy te"Sﬂng methods g ' « Prototype field test e Production pilot release
assessed : proten g demonstrated ; : * Production pilot compiete
7 [ * Analysis/optimiza- E: | « Support functions setup
[ tion of approach { | o Training and field test
" | . 1sl MS detector |
?eTtonagz?sc:éged by L« Recovery testing * Tagging station * Comprehensive sur- i * High-cost laboratory [ » Development and bread-  * Prototype design, » Prototype design changes
h:ﬁﬂ initial | development ;/Jiyablmy‘{ compati- 4 system testing : board demonstration fabrication, and test « Production drawings
wabili . » Online tagging ility testing ! * Development and to be completed * Manufacture and checkout
zijr;vt!;bmty demon { » Pilot testing j breadboard demon- |I enginesring
» Manufacturing |' i stration—in process | . ﬁroguc:;on p!:o; re.easlet
i o * Production pilot complete
F;g;?ns; ;::gtligsnd : *i } . Supp_ort functipns setup
ity assessed { ‘g |L e Training and field test
fn;i‘;ﬁjler;slxp:lﬁfv,:- : « Solution of problem + Evaluation testing ° B?|||5tics.tes(ing l SOURGE: Ofice of Technology Assessment.
bility testing |  posedby reactivjty of sequgntlal lois * Pilot testing ;1
| fand p;ebs:;?xec\i”l]?h ° z;%d:g;:’;‘t::cz:rd g although some hue and color code optimiza- in detail, this initial testing has revealed ap-
| EZTC‘L%'pLW‘&)er testing g tion remains, as well as construction of a facili- parent incompatibilities between the 3M tag-
|« Compatibility and ’ ComRTehe”SiYe sur- } ty to produce the taggants. Initial compatibili- gant and one type of smoieless powder and
| hazards analysis vivabilty testing { ty and survival testing has been completed for also between the 3M taggant and one cast
ibility and  Online taggin i R . - . . 5
: ’ Sé’c";f,?;',?é';‘tyeinng aone jf the cap-sensitive high explosives, as has pilot booster material. If and when these presump-
Detonators } ) , X &, production of tagged explosives and activation tions of incompatibility are removed, compre-
- - - ; Ful range of tests and process evaluation required { of the tracing network. As chapter 1V describes hensive compatibility and survivability testing
&
SOURCE: Office of Technology Assessmenl. . ' i%
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must then be completed and decisions made
on implementation levels before readiness is
demonstrated. A similar level of testing and
analysis has been accomplished for black pow-
der, while significantly less has been accom-
plished for smokeless powder and cast boost-
ers. One of the key remaining booster issues is
the recoverability of the taggants when
pressed into large pellets (survivability has
been demonstrated). Methods of approach
have been explored for tagging detonators and
detonating cord, but little testing has oc-

curred.

The significant accomplishments in identifi-
cation taggant compatibility testing which
have so far occurred have been made possible
by cooperation between the Aerospace Corp.
and the explosives and gunpowder industries.
Unfortunately, this working arrangement has
broken down in the past few months, and the
industry has, for a number of reasons, with-
its cooperation. The result of this

fort; the estimate is shown in table 21. This

schedule does not take into account, however,
the need for additional compatibility and sur-
vivability recovery tests, particularly the res-
olution of the current smokeless powder and
booster material reactivity issues, and the need
for the evaluation of long-term effects of tag-
gants on explosive material safety and per-
formance. These efforts would probably add
at least 1 year, and possibly more, to the devel-
opment time. It is unlikely that the effort to
demonstrate the use of identification taggants
in cap-sensitive high explosives, the type of ex-
plosives with which the research effort has pro-
gressed farthest, could be completed prior to
early 1981. The research on identification tag-
gants in detonators, including pilot-plant tool-
up and testing, would not likely be finished
before late 1983; the research on other explo-
sive materials would probably fall between
these dates. These estimates assume a success-
ful completion of each development stage.
Technical problems may occur that add sub-
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y 3M has indicated that it would need a lead-
ﬁ?::oorg:rtge?st 22 tr)nonths after receipt of a

€rore substantial quantities of tag-
fgiants could be delivered. It js unlikely tha?ga
a'r'n;ecéLc,iﬁL:‘/ouldbi)e given before resolution of

. probiems, including uncertainti

regarding long-term effects. If a mid-1983 21:?:
Is assumed _for resolution of all identification

tion taggant ¢ i
b i 1g985. ould be in full-scale production

ginAg c:‘e;cision coulﬁi be made to implement tag-
soon as all technical uncertainti
‘ nties a
Eespl,ved for some portion of the explosive m:
tEna s, §uch as cap-sensitive explosives. Under
orgze cllarcumsltances, 3M could receive firm
s Dy early 1981 and tagged i
could therefore be in fyll- o explpswes
ey et ull-scale production as

" Theéj detection' taggant development has
dgge; that of identification taggants; the
evelopment cycle may be shorter, however

suveg containing detection taggants could
pro ably not be underway until mid-1982 with
sometime in 1984 a more reasonable estin;ate

As indicated previous| i
Y, the estimated de-
;/:rl]cs)pmgnt schedule for the detection taggar?t
ors is extremely optimistic: a m isti
] ; ore realist
estimate would be that production of the serlv(f
sors could be underway by late 1984,

In summary, by earl iti
nary, y 1985 it is possible
aliltﬁxglc;shlve; manufactured could be tagtgheaé
oth identification and detecti

i ction tag-
;:,gnﬁsj, and that detection taggant sensofs
rcm; be in ful‘l production. This schedule is
lga izable onlé if no major development prob-
refns occur and a taggant pr i

by ooy an gant program is mandated

Implementation Philosophy

BATF has pub!icly stated? that it feels tag-
gants shou.ld be included only in those explo-
sive materials that constitute a present or ex-

drawn
change in the prior working relationship has stantially to the estimate delays; continued i
been a significant delay in the program, par- X AN ’ . \ due both
. X S ! to th i ; :
ticularly with regard to compatibility testing of Itae(s:'i(ir?f il:qducfstsriyb;l);rg\z;r)]artéggll(jct)ilélrfig;acl;en;t)rlélic()i | identification tae ;ie;rtnmg experience of the _F"_ECted threat of use by criminal bombers.
the detection taggants. The results of these de- ot %oblgms couid e O le ! no SUrVivabilityg%em ests apd to'the fact that ey _feel that explosive materials that do not
lays, together with an originally planned lag of P v The Aerospace Cor onstration is necessary, CﬁnSt'tUte. a thregt could be excluded. Among
approximately 1%, years between the identifi- | 1 quite optimist; hp' estimates are probably tne materials which BATF considers appropri-
cation and detection taggant development ef- ‘_‘ g and toc) timesIC'f bowever, for development ate for exclusion are:
forts, are evident in the current status of the Table 21.—Revised Schedule Estimates for the ¥ and th -O oth the deteCtion taggant 1. ex losi
- devel Identification Tagging Program ] e detection sensors. Few compatibili + €Xplosives manufactured for U.S. Govern-
dﬁtectlon btlaggant evelopment ' program, tests have yet been conducted. Th patibility ment agencies other than the milita
shown in table 20. Aerospace preliminar < particularly o ese tests, (e.g., Nati ; ry
. ' Program loment o Congp!eﬁon - ]{ ey rlty' the effects of long-term storage, mii{Str tt,loné?l Aeronautics and Space Ad-
Development of candidate detection tag- identiication taggants | . e at least 2 years. No specific taggant or ifi ation); mthary expiosives are spe-
gants is continuing. Taggants have only recent- S carly 1683 3 ?capsulatlon‘method has been chosen. Pilot- ) citically excluded in $.333;
ly been added to explosive materials for com- Cap-sensitive packaged explosives. . . . . . .. Early 1980 ) ! f’ ant Dde_uctlon of the taggant is lik.eiy to - special fireworks such as used for 4th of
patibiiity testing and process evaluation. As gfsctkbgg:;gfgs‘ e Mid-?1981 f take a considerable time, as the manufacturin 3 July displays;
described previously, development of three  biomingeod. 11171111111 Wia-ioa ) | Processes are complex and the reagents useq Industrial tools such as explosive bolts
candidate sensors is also continuing, with lab- Smokeless powders . . ................ Mid-1983 ' quite reactive. It is unlikely that solving the 4 S[;w'tc'hes' and air bag inflaters; I
oratory-type tests showing promising results. DEtonalors . ....... tiieiieiiinan. Late 1983 ] é t?l(?r‘mcfa' problems and Cons'tructing propger o . : lasttfl]ngbagents. Itis the BATF intention to
Detection taggants Cliities for th . . 3 ag the boosters
o eapment ... ... Mid-1961 } tion tag antse largbe scale production of detec- used to initiate tah”dgiletof‘ators normally
Proiected Schedule Cap-sensitive packaged explosives. . . .. . . . Mid-1981 ] E cant] E > can be accomplished in a signifi- explosives i e blasting agents. The
j 3?;‘;53:’{;?; .............. . Notrica ; idenntiyfis ot(ter period than that required for the segsg?\l/\;ez 'n'dus.try maintains that if cap-
As a result of withdrawal of industry coop- Gaslbousars e Lo o1 i of the C%é;nlont'tba"g.gants, Asguming completion ing agentsxsrgswets a}:e tagged but blast-
eration, technical problems which have oc- Detonating cord . .+ ...\ ov i Not critical j detection tza toility tests, pilot-plant testing of bombers will incno (e use of AN.FO by
curred, and the uncertainty of funding for out- g'éég".g capsm'cmcaps”'es SN Mid-?1982 { could be 1 ggants in the explosive materials rease, and BATF will then
year efforts, a firm schedule for the remaining IMS detector . -« v oo, Late 1981 ; ssuming 22ccr?]mpt'}:sh?d by hearly 1983, and
i i i- MSdelector .. ...vveeraneinas Mid-1982 ; g ontns from that ti
?neizloﬁge;tajéf%r\f :e?(;)stp:z:'Isfblti’eégvfsséé — ‘ 4 availability of production quantititej;ngf té)ette}z _ *"Proposed Guidelines f ;
N Aty [ g Esnmate'aubyAemspace‘Oc!ober1979. g tion taggants, fU”'SCale l'Od . Tagging Explosi\/e/:4 € A Or’E’xemptlons to the Requirements for
schedule for the remaining development ef SOURCE: Office of Technalogy Assessment. 3 production of explo- Firearms, June 7 197§‘te“a's, Bureau of Alcohol, Tobacco, and
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wish to tag ANFO. See chapters I, Il, and
VI for a discussion of this issue; and

5. explosives which are raw materials used in
a fabrication process, such as the black
powder used in fuzes.

In addition to the categories eligible for ex-
emption, certain types of explosive materials
are currently exempted from regulation, and
are viewed by BATF as inappropriate for tag-
ging, including:

1. explosives used in medicine;

2. fireworks sold to the public;

3. propellant-activated industrial devices,
such as nail guns; and

4. fixed small arms ammunition.

Given that philosophy, the BATF/Aerospace

team has concentrated on taggant research for
cap-sensitive high explosives (dynamites, gels,
emulsions, slurries), boosters, detonating cord,
black and smokeless powders directly con-
sumed by the public (primarily for handload-
ing), and detonators. Blasting agents would not
be directly tagged; rather the detonators and
boosters normally used to initiate the blasting
agents would be tagged.

A strict interpretation of S. 333, at least in
the opinion of the Institute of Makers of Ex-
plosives, would not allow the Secretary of the
Treasury to exempt explosives simply because
they do not constitute a significant threat.
Resolution of this issue may be facilitated by
more specific wording in the final proposed
legislation.

IDENTIFICATION TAGGANT SURVIVAL TESTING

The 3M identification taggant would have to
survive the detonation of the explosive and be
recoverable from the postdetonation debris to
be useful in identifying the source of the ex-
plosive, It is useful to separate the survival and
recovery discussions. Recovery of taggants un-
der real-life conditions is discussed in detail in
chapter 1l and in appendix C. Survival of the
taggant is briefly reviewed here.

To assess the survivability of taggants in ex-
plosives, the tests should be carried out so that
recovery is maximized. Ideally, tests would
take place on a large concrete pad or in a very
large bunker with steel or concrete walls and
floor. Unfortunately, few of the survivability
tests carried out by the Aerospace Corp. were
done under conditions that enhanced recov-
ery. A majority of the tests were carried out in
a 4-ft-diameter steel-walled chamber. For all
but the lowest power explosives, the taggants
either shattered upon impact or flowed plasti-
cally due to the large impact pressure pulse
(estimated by Aerospace to be between 10 and
40 kilobars (kb)). Many of the other tests were
carried out in a chamber with a cracked rock
floor, or in the open on a dirt and cinder floor.
In several cases rain made the open area quite

muddy or covered the taggants with a layer of
water, severely decreasing the efficiency of the
magnetic pickup.

The survival test results for cap-sensitive
high explosives, under the varying conditions,
are gathered in table 22. That table includes all
the survival tests conducted by Aerospace with
uniformly tagged explosives. Earlier tests, in
which the explosive stick was split down the
center and salted, are not realistic and are not
discussed here. Some of the tests used unen-
capsulated taggants (so indicated on the
table); as no difference was observed, they are
lumped together in the discussion.

Aging time was another variable tested, with
the material being aged up to 6 months before
testing; again, no effect was observed and all
the tests are lumped together.

Given the diversity of test sites and condi-
tions, it is difficult to assess each test. How-
ever, several trends appear clear:

1. Under - optimum _ recovery conditions,
using small explosive charges, many hun-
dreds of taggants survive, even for Power
Primer, the most powerful cap-sensitive
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Table 22,—3M Identification Taggant Survival Testing

Detonation
ress
Explosive pK baus:e ) ) Numberof  Tags recovered
= r Explosive weight, Ib Test site tests (average)
Cnoae“;::rédsem Koo' -5 191;30 :/2 4-ft diameter steel chamber 2 1,000
......... 0 A 4-{t diameter steel chamber 10 1,000
66l codl 10 (part of composite 25-b charge) Open air, dirt, cinder floor 1 ‘180
.......... ~25-40 13/6 ?-ftfdlameter steel chamber 7 75
) 0-ft cube concrete chamber, rock floor 1
GelpowerA-2...... ~40 1 4-ft dlameter steel chamber 8 112
10 10-ft cube concrete chamber, rock floor 1 10
12 x 20 X 8 ft concrete bunker 3 1,450
. iq
60%Extra ........ 50 ’/g 4-ft diameter steel chamber 9 (unen;:a;Jgglawd)
Tovex 800 70 5 (part of composite 25-Ib charge) Open air, dirt, cinder floor 1 . 58
......... 1] 12 x 20 x 8 it concrete bunker 6 1,390
0,
40% giant gelatin . .. 75 1] 4-it diameter steel chamber 5 (unencap?glated)
(some tests with
encapsulated, some
' unencapsulated)
Spocially sensitizad 2 12 x.20 x 8 ft concrete bunker 6 545
emulsion, ....... 100 Y 4-ft di
( -{t diameter steel chamber 12
Power Primer ....,,. 135 :/z 4-ft diameter steel chamber 11 ng
o 12 x 20°x 8 ft concrete bunker 13 510

1
1

10 (part of composite 25-Ib charge)
25

25

4-ft diameter steel chamber 6 (unencapsglated)
500 x 100 {t concrete pad 6 530
Open air, airt, cinder floor 1 4
Open air, muddy, cinder fioor 1 0
500 x 100 ft concrete pad, rainy day 1 26

SOURCE: Oifice of Technology Assessment.

cor)nmercial explosive (excluding boost-

ers),

2. As the size of the charge increases, the
percent of surviving taggants decreases
sharply, particularly for the most power-
ful explosives. Under optimum condi-
tions, however, dozens of taggants still
survive; even under rainy conditions 26
taggants were recovered from the 25-b
Power Primer tests.

3. Confinement sharply decreases survival,
even under optimum recovery conditions.
Only one test has been conducted with ex-
plosives confined in a pipe bomb (see
chapter [l discussion); in that test scores
of taggants were recovered from 60 Per-
cent Extra Dynamite. When that result is
compared to the chamber survival tests
(in which over 1,000 taggants were recov-
ered from 60 Percent Extra) it appears like-
ly that considerably fewer taggants would
survive in pipe bomb detonations using
one of the more powerful explosives.

Boosters, Military Explosives

Commercial boosters are normally made
from cast TNT.or TNT-based explosives. These
explosives have higher detonation pressures
than even the most powerful cap-sensitive
commercial explosives (180-200 kb v. 135 kb).
Calculations by the Aerospace Corp. show that
taggants will be raised above 400° C, their de-
eomposition temperature, by booster explo-
sives. Testing showed fewer than two taggants
recovered per pound of booster, even for tests
conducted under ideal conditions on a large
concrete pad. The Aerospace solution to the
problem is to press the individual taggants and
polyethylene into a large pellet (one-fourth
inch). Tests show that approximately 65 tag-
gants survive in a pound booster when pelle-
tized into a one quarter-inch-diameter pellet.
Initial recovery tests indicate that the taggants
from boosters can be recovered, but far too
few tests have been completed to allow a de-
finitive judgment.
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Military explosives are generally at least as
energetic as boosters, presenting even more se-
vere survival problems for the taggants. Due to
the survival issue, the excessive cost of tagging
military explosives and their low frequency of
use in criminal bombings, BATF does not plan
to include military explosives in the taggant

program.

Black and Smokeless Powders

Black and smokeless powders are much less
energetic than the least energetic dynamite.
Gunpowders are normally used as fillers for
pipe bombs, however, so the effect of confine-
ment is expected to be considerable, Tests with
both black and smokeless powders were con-
ducted in a 20-ft semicircular chamber having
steel walls but a sand floor. Due to the poor
recovery conditions, only 2 to 3 dozen tag-
gants were recovered for the black powder
bombs, and from 0 to 3 for the smokeless pow-
der. When black powder bombs were deto-
nated under near ideal recovery conditions,
using the 8’ X 12" X 20’ bunker, an average
of 1,100 taggants survived 1 b of the FFFg
powder. No ideal recovery tests have been
conducted with smokeless powders, but the

Detonators and Detonating Cord

Only the most rudimentary tests have been
conducted of the survival of identification tag-
gants when placed on a detonator and none
conducted with detonating cord. As the tag-
gants are placed outside of the explosive in
both cases, sufficient taggants should survive
to enable a positive trace to be made. How
likely the taggants are to be recovered in real-
world situations, however, cannct be ascer-
tained without testing,

Summary

In summary, the 3M identification taggants
survive the detonation of cap-sensitive high ex-
plosives in large numbers for small charges
which are unconfined. Survival decreases as
the charge size increases, but sufficient tag-
gants should survive even a large charge of the
most energetic commercial explosive. The ef-
fect of confinement significantly reduces tag-
gant survival, but taggants can probably sur-
vive pipe bombs filied with low-energy explo-
sives and gunpowders; their survival in pipe
bombs filled with higher energy explosives is
uncertain. Individual taggants do not survive
booster detonation but pellets made from the
taggants do. Taggants would probably survive
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Chapter IV

TAGGANT SAFETY AND COMPATIBILITY REVIEW

Chapter IV.—TAGGANT SAFETY AND

COMPATIBILITY OVERVIEW
COMPATIBILITY REVIEW

The explosives and gun

powders communities o
severe constraint. Their prod

perate under a particularly
ucts must work, essentially 100 percent of the time,
under a wide range of user conditions. At the same time, the products must remain
page : inert, or not “work, " during the manufacturing process, in storage, during transpor-
............... 75 tation, and until initiated at the site of end use. Thousands of people come into con-
Compatibility Overview .. . . . . Parameters R 75 tact with explosives and gunpowders every day; an accident can have extremely
Explosive Materials Compatibility emse 76 severe consequences to those people, including injury and death. The consequences
Energy Density and Rate of Re‘ease . . . .. e 76 of an explosive or gunpowder not functioning when properly initiated are somewhat
Sensitivity ... .. . 76 less severe, although misfires can result in considerable safety hazard to those who
g‘e'?r'i‘éagrsot;sr'i;?;' D S PO ;; must remove or work around the nonfunctioning material.
ctric Properties ..... ... IS e e
ceeneralized Mechanical Properties ... . 77 A good deal of analysis and testing is required to ensure proper operation of a
Toxicity......... VO« o i 78 . particular explosive material; proper operation in this context means the material
Qualification of Explosives . . .. Yol Nor'nallv Performed ............ 79 will remain reliably inert until initiated, at which point it will reliably detonate (ex-
Description of Qualification Tests Normally Performed - oo 80 plosives) or burn (gunpowders). Over the years, qualification procedures have been
Performance........... R S 80 developed to evaluate the reliability and safety of operation of explosive materials
Impact......... PP gl “ These procedures vary with the organization involved, but generally combine anal-
g;;cé:ﬁ?y R PSS S Y. ; ' ysis of the fundamental chemical properties of the material, appropriate testing, de-
Incendivity Testing . .. ..ot S 83 : velopmer?t of manufacturing control mechanisms, .quality control of ingredients
Cap Sensitivity ....... o R 83 and the finished product, and long-term experience in manufacture, storage, trans-
Spark Sensitivity ... RSN 83 portation, and use. Th‘ese. gualification procedures are gsgd when a new product is
Elgmhzﬁi gfe:_?;a;éz::t Compatibiliy Qualification Program. . gz j developed or'vxfhen a s'lgmfl.c.ant 'change is made.to an existing product.. |
Taggant Compatibility Testing Accomplished to Bate ......vroveeees 85 < The addition of.ldt‘an‘tlfxcatlon and detection taggants to explosive materials
%g‘ namites. . ... ..o, coooororrrrnrTnTInT 86 i would constitute a significant change to the material; a qualification program is
Géls and SlurFies. ... g7 | therefore necessary to investigate the compatibility of the explosive materials with
CastBoosters ...... ... e R 88 the taggants. This chapter briefly discusses the paramet i
Black Powder . .. .ot 88 g
less Powders. .. ooo. ol v oehsne s 90 i
Dig,scnl;fs]i(:n of Compatibility TestResults . .. .........vovvnvnn, ;

qualification program sho
{ compatibility of taggants with explosives and gun
|

patibility testing that has been reported to date.

uld take to'demonstrate the
TABLES

powders, and describes the com-
Page

| -
i
23, Elements of a Suggested Compatbiliy Qualfication program .83 | EXPLOSIVE MATERIALS COMPATIBILITY PARAMETERS
23. i ;
g ibility Tests Conducted Wi ; . . ' - . . .
24 Su21garynczfit(é0|;ngpr:gi;nt; ~~~~~~~~~~~~~ DAV g? t% Explosive materials are chemical systems compatibility of the explosive materials with
25 gn mﬁts of Compatibility Tests Conducted With Ce'i and Stlursrxes " a8 'E that liberate a large amount of energy in an ex- the taggants, it is necessary to show that there
éz Szmmary of Compatibility Tests Conducted With Cfs‘fggf,vg;r' " g8 o tremely short time. The detailed physical and is no significant change in these parameters as
27. Summary of Compatibility Tests Conducted W!t{‘SB ackeless Powders 89 3 chemical behavior of these reactants is not a result of the addition of taggants. The prin-
28. Summary of Compatibility Tests Conducted With Smo | : well-understood, due to the complexity of cipal parameters include.
0 some of the reactants and the very short reac-
‘ % tion time scale, However, the principal meas- * energy density and rate of release,
i urable parameters of the materials and their * sensitivity,
; 1 reactions are well-known. To demonstrate * chemical stability,
B
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electrical properties,
generalized mechanical properties, and
toxicity.

Energy Density and Rate of Release

The energy density and rate of energy re-
lease are the two most important performance
attributes of commercial explosives and gun-
powder:. Energy density is a fundamental
chemical property of the explosive material
formulation. The available energy of a given
explosive material is well-understood, and it
can be measured with a high degree of accu-
racy and reliability. It can also be calculated
quite accurately from the basic chemical
knowledge of a particular formulation. The
presence of the small amounts of taggants that
are currently recommended should have only
a minute effect. Limited testing has borne out
this conclusion.' ?

Generally speaking, the higher energy densi-
ty explosives tend to be easier to initiate and
tend to progress to a fast energy release or
detonation more quickly. Primary explosives
used in caps are an exception. They are easy to
initiate, and build to detonation very rapidly,
but do not always have a high energy density.

The rate of energy release is a.function of
the materials involved and the physical prox-
imity of the fuel and oxidizer components.
When the fuel and oxidizer are in the same
molecule, as in nitroglycerine, the explosive
can reiease its energy on a millionth of a sec-
ond time scale.. Ammonium nitrate/fuel oil
mixtures, on the other hand, contain rather
large, separated fuel and oxidizer components
and thus release their energy on a much slower
time scale. The physical proximity of the com-
ponents also tends to affect sensitivity; the in-
timately connected materiais are generally
more sensitive than the gross mixtures. The
balance of fuei to oxidizer directly affects the

'Letter, R. E. Lunn {Du Pont) to C. Boyars (Aerospace), “Tag-
ging—Du Pont Pilot Test Safety and Stability Tests,” Mar. 6,
1978, pp. 5-37, 5-41, 5-42.

*C. Boyars, Compatibility of Identification Taggants With Ex-
plosives, Aerospace report No. ATR-78(3860-02F1ND, August
1978.

energy density and sensitivity of the explosive
material. The balance that yields idealized
combustion products generally vyields the
highest energy and most sensitive explosives.

The rate of energy release cannot be pre-
dicted quantitatively from basic physical and
chemical considerations but it can be esti-
mated in a qualitative way. Energy release rate
can be measured accurately but the test meth-
ods can be quite expensive and difficult.* A
few hundredths of a percent by weight of tag-
gants should not affect the energy release rate.

Sensitivity

Sensitivity is an ill-defined term which has
meaning in a safety sense, but is not definable
with simple direct physical constants. One rel-
ative sensitivity scale can be developed trom
impact and friction tests, another scale from
electrochemical reactions, and still another
from thermal considerations. All aspects of
reactions to external stimuli must be consid-
ered and judged with respect to practical ex-
perience. Then with a variety of “sensitivity *
numbers and functions a systems safety esti-
mate is made —not always totally scientifically
but with an additional input from experience
and common sense.

Sensitivity . tests are referenced and dis-
cussed in other sections of this report, but the
individual numbers are net in themselves the
final criteria. It is their sum total plus experi-
ence which determines sensitivity.

Chemical Stability

Chemical stability is a critical safety param-
eter, of paramount importance in the handling,
transportation, and storage of the raw materi-
als that go inte making explosives and gunpow-
ders and in the manufacture, handling, trans-
portation, storage, and use of the final explo-
sive product. The stability of the explosive
products cannot be adequately predicted ana-

iSafety and Performance Tests for Qualification of Exglosives,
I. Kabik, (NSWC/WOQ), R. Stresau (Siresau Laboratories, Inc.),
R. R. Hamilton (NWQ), J. Jones, (NWC), Navord OD 44811, vol. 1,
January 1972,

TARNANTIES x

B R

Ao,
)

ey

e T

WY AP | BRI ST,

HBLUSCL i 1o P e P e A, S, SR i O, i, s ¥ om0

Ch. IV—Taggant Safety and Compatibility Review » 77

lytically, but must be confirmed by tests that
demonstrate the stability behavior of the prod-
ucts, such as long-term rates of decomposition,
interactions between the explosive compo-
nents, and reaction with materials into which
they are likely to come into contact during
manufacture, packaging, and end use. As an
example, picric acid and ammonium picrate,
rather powerful high explosives, which are in-
sensitive and generally quite safe, were once
used extensively. When these explosives come
into contact with copper or copper salts, how-
ever, they become quite sensitive; their use is,
therefore, now quite limited.

Electric Properties

The sensitivity of initiation of explosives by
static electricity andfor induced currents has
always been a major concern. There are sever-
al modes of initiation due to electrical energy.
One, inductive coupling, is serious enough to
preclude the use of electric blasting caps in
some operations. Direct initiation by static
spark discharges is another mode. The energy
of an electric field can be coupled to an explo-
sive device in other ways, for example, by ther-
mal heating of a wire or capacitance effects.
The primaries, lead styphnate and lead azide,
are extremely sensitive.to electric effects. Dry
nitrocellulose and black powder are also very
sensitive. Most cap-sensitive high explosives
and generally used blasting agents are not par-
ticularly sensitive to electric forces. Addition
of taggants to the explosive materials could
cause a change in their electrical properties;
buildup of a static charge during the addition
of the taggant to the mix could be one mode.
As analytical methods are not adequate to
handle the problem, tests are normally ccn-
ducted.

Generalized Mechanical Properties

The relationship of mechanical properties to
explosive safety has only recently been under-
stood to be of paramount importance. Experi-
ence and intuition led the industry into ex-
plosive formulations that were not ideal chem-
ically, but have proven safe and economical.

Most, but not all, commercial explosives are
rather soft granules, rubbery or gelatinous sub-
stances, or sometimes liquid-like.

When soft substances are subjected to im-
pact the mechanical forces are not concen-
trated in a small volume and they dissipate as
low-level thermal waves. Stiff, brittle materials
experience strong fast compression or shock
waves under impact conditions that locally
produce high-energy concentrations. Local
high-energy concentrations create hot spots.
This means that a hot spot can be a center of
intense chemical reaction and therefore, in an
explosive composition, a region of fast energy
reiease. Thus, an initiation center is created
when the rate of energy release exceeds its
dissipation. Grit or hard substances can create
local hot spots under handling conditions pres-
ent in the mixing and packaging proceasses, and
especially in operations such as explosive
tamping in the bore hole. As an example, a
small number of hard particles has been dem-
onstrated to critically sensitize certain military
explosives in United Kingdom laboratories.*
The danger of hot-spot creation may be even
greater for more, brittle explosives, such as
those used i cast boosters.

The efrects of adding taggants to explesives
could be simulated using complex hydro-elas-
tic-plastic computer codes; but the calcula-
tions would be quite expensive. In addition,
lack of sufficient data on the detailed physical
properties of the various materials would tend
to limit the reliability of such calculations. Ex-
perimental testing must therefore be under-
taken.

Toxicity

The decomposition preducts of explosive re-
actions are generally toxic; standard precau-
tionary measures must be taken to avoid ex-
cessive exposure. The materials used in the
taggants are generally not mutagenic or car-
cinogenic. Tests must be conducted to eval-
uate the toxicity of any taggant materials

‘C. Bean (Atoniic Weapons Research Establishment, Alder-

wington, U. VaJ), private communication to D-E Laboratories,
May 1979,
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whose properties are not well-known, and to
determine if the end-product gases show addi-

tional toxicity as a result of the addition of tag-
gants to explosive products.

QUALIFICATION OF EXPLOSIVES

A new explosive compound or formulation
must be subjected to an extensive series of
tests before it can be qualified for use and
manufacture. The number and nature of the
tests differ between various manufacturers of
commercial explosives and between commer-
cial manufacturers and Government develop-
ers such as the Department of Defense (DOD)
and the Department of Energy (DOE). Tests are
specifically designed for the explosive prod-
uct, the environment it will be subjected to,
and its end use. It follows that an extensive
battery of tests are required for each explosive.
Interpretation of the tests, including the validi-
ty of some prescribed ones, is not straightfor-
ward and a single number derived from a test
or tests cannot alone define its safety. The
closest that one can come to a measure of ex-
plosive safety is the long-term accident record.
It is important to realize that experience plays
a role equal to good scientific understanding
and execution of prudent, conservative prac-
tices. The decisionmaking process as to
whether or not the new explosive and process
of manufacture are safe is therefore unique to
each organization.

In general, the qualification procedures de-
scribed in this section are those followed by
agencies or companies that routinely develop
new explaosives or significant modifications of
existing explosives, including Government
agencies such as DOD and DOE and some
manufacturers of commercial explosives.
Companies that rarely develop new products
do not generally need a comprehensive qual-
ification program. Within those organizations
that do have a comprehensive program, the
complexity, qualification time, and cost vary
considerably, due to differing manufacturing
procedures and end uses. As an example, com-
plete qualification of a new miiitary explosive
can take several years with a total cost of
many millions of doliars.

NAVORD Report OD 44811 specifies safety
and performance tests for qualification of ex-
plosives for the Navy. There is also a Joint
Service Safety and Performance Manual used
by all three services. The DOE procedures are
similar to the DOD ones but are not docu-
mented in a single manual. Each plant and lab-
oratory has its own rules and specifications ap-
proved by the director. There are certain pro-
cedures and test methods that are common to
all, however, which are briefly discussed in this
section.

The initial testing is done on small quantities
on a laboratory scale, usually less than a gram.
Drop weight impact tests are always done, fol-
lowed by friction and thermal test such as
DTA, DSC, Taliani, or others. The results of a
statistically significant number of tests are
then compared with known standard explo-
sives. If the tests give satisfactory results, then
a laboratory or plant level management deci-
sion, usually backed up by a safety committee
review, will give a go ahead to make limited
quantities sufficient to do the reliminary per-
formance tests such as detonation velocity,
detonation pressure, and shock sensitivity.,
These tests usually require several pounds of
the new explosive to complete, At this stage
more elaborate chemical compatibility and
thermal stability tests are also run along with
some accelerated aging tests. The small-scale
laboratory tests are repeated at this stage and
compared with the original results. Unless all
test results are satisfactory, further work on
the new explosive will be stopped.

If results are satisfactory and if the per-
formance is as desired then a management de-
cision beyond the laboratory level will gener-
ally be made to proceed with limited pilot pro-
duction. As much as several hundred pounds
may be involved. It is at this stage that manu-
facturing hazards are assessed. Special tests
will usually evolve at this stage that will relate
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to the actual manufacturing equipment such
as pipe diameter in which a liquid explosive or
slurry will or will not propogate a detonation.
Exact details of equipment and controls are
then reviewed. In the case of addition of tag-
gants there is the possibility of buildup of the
material in some part of the mixing or car-
tridge-loading machinery. Consideration is
given to fail-safe controls in the event of power
failures or other equipment failures. Transpor-
tation of raw materials and finished product
within the plant is planned. Barricades and re-
mote control are planned where required. For
example, the pressing of booster pellets of
Tetryl or PETN is a hazardous operation and
must be done by remote control and the press
itself barricaded so that no personnel are ex-
posed in case of an accidental explosion. Stor-
age in magazines must also be planned.

If the new product has passed its perform-
ance and safety requirements in the pilot
study, a parallel effort of evaluating the new
explosive in its use environment is made. Here
DOD and DOE differ significantly from indus-
try. Military weapons are subjected to many
extreme environments and the finished weap-
on with the new or modified explosive must
undergo special safety testing to qualify it.
Commercial explosives generally are used in
somewhat more benign environments and the
end-use safety testing is more limited and less
expensive. End-use testing is required for per-
missible explosives (i.e., explosives that have
been approved by the Bureau of Mines for use
in underground coal mining operations). Their
cap sensitivity, toxic fume production, and
failure diameter must be established. For ex-
ample, the minimum size bore hole required
for a particular permissible explosive to func-
tion properly must be determined, as well as
the safety of use in the underground coal envi-
ronment (incendivity testing).

Samples from pilot production must, at this
stage, be submitted to the Department of
Transportation (DOT) for determination of
shipping category. DOT has stated that addi-
tion of taggants does not change the shipping

category of the explosives used in the pro-
gram.®

The aspects of quality control are addressed
during the pilot phase of development. Chem-
ical and physical test specifications are estab-
lished to control all component raw materials.
Incoming taggants must be examined for for-
eign material and their code verified. If the
taggants are gritty, such as the Westinghouse
ceramic particles, there must be assurance
that each taggant is properly coated with the
desensitizing polyethylene or wax. Similarly,
sampling and test schemes for product quality
assurance are set up at this stage.

In some cases a company’s management
may decide that the change involved in the
new explosive is small and complete requal-
ification is not required. The extensive experi-
ence the management has developed in the
history of its plant and products makes this, in
many cases, an acceptable procedure. Al
though taggants would be added in only a
small amount by weight, their use in explosives
is sufficiently different from other constituents
that it is the general consensus of manufac-
turers and other parties that addition of tag-
gants will require complete requalification of
all tagged explosives.

Description of Qualification Tests
Normally Performed

Testing of explosives involves a wide variety
of tests which must ascertain chemical compo-
sition, performance, sensitivity, and stability.
Chemical composition analysis is a dominating
factor since it is obvious that the manufacturer
and user must know what he is using and what
he has made. Chemical analysis methods are
not the direct concern here, as taggants
change the composition little, but it is to be
emphasized that knowledge of the chemical
composition must be a part of qualification
assessment.

SLetter, P. ). Student (Assoc. of Amer, Railroads) to R. B. Moler
(Aerospace), June 27, 1977.
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B )

There is a large number of tests that are spe-
cific to evaluation of an explosive product.
The details of these tests are given in several
sources.*™ The most commonly used tests are
briefly described below.

Performance

Performance is determined by measuring
detonation velocity, detonation pressure, pres-
sure rise rate, shock sensitivity, and failure di-
ameter in explosives and ballistic properties
such as burn rate, muzzle velocity, and cham-
ber pressure in gunpowders. The addition of
small amounts of inert material to an explosive
probably will not effect its peiformance sig-
nificantly; however, performance must be
demonstrated. Detonation velocity measure-
ments consist of placing electric probes in
precisely measured positions, detonating the
explosive, and measuring the time that it takes
the detonation front to pass between the
probes with high-speed electronic equip-
ment." '2 [nitiation or shock sensitivity tests
are done by separating a donor explosive from
the test acceptor explosive by a measured gap.
The gap is varied until a 50-percent probability
of explosion of the acceptor explosive is estab-
lished.

Detonation pressure and pressure rise rate
are measured by inserting transducers into the
explosive material and recording the resultant
pressures on fast response rate electronic
equipment. Critical diameter testing, to estab-
lish the failure diameter of an explosive mate-
rial, is accomplished by attempting to deto-
nate varying diameters of the explosive. The

*Safety and Performance Tests, op. cit.

?Joint Service Saféty and Performance Manual for Qualification
of Explosives for Military Use (China Lake, Calif.; inaval Weapons
Center, September 1971).

*G. R. Walker, CARDE, Canada; E.G. Whitbread, ERDE, United
Kingdom; D..C. Horning, NSWC/WO, U.S.A., The Technical Co-
operation Program Manual of Sensitiveness Tests, TTCP Panel
0-2, February 1966.

b %K. R. Becker, C. M. Mason, and R. W Watsan, Bureau of
Mines Instrumented Impact Tester (Bureau of Mines) RI 7670,
1972.

'R, W, Watson, Card-Cap and Projectile Impact Sensitivity
Measurements, a compilation, 1C 8605, 1973,

“'Safety and Performance Tests, op. cit.

2C, M. Mason and E. G. Aiken, Methods for Evaluating Explo-
sives and Hazardous Materials (Pittsburg Mining and Safety Re-
search Center, Bureau of Mines), report No. 1C 8541, 1571,

diameter at which 50 percent of the tests prop-
agate to a high-order detonation is the critical
or failure diameter.

The chamber pressure of gunpowders is
measured by the use of spherical copper crush
gauges or by transducers placed in the cham-
ber. Burn rate is measured by a variety of
methods, often by placing the powder in a V-
groove, igniting one end, and measuring the
velocity by high-speed camera, thermocouple,
or pressure transducers. The muzzle velocity
of the propelled projectiles can be measured
by a variety of methods, including photogra-
phy and make or break switches.

Impact

Impact tests, although variable in nature
and sometimes difficult to interpret, are criti-
cally important; their relationship to safety is
obvious. They quickly provide information
that categorizes the level of hazard of an ex-
plosive composition. They normally are used
to tell if significant differences exist between
explosive samples. Impact tests are not infalli-
ble and the results must be considered in rela-
tion to other type testing.

Impact tests range from laboratory-scale
tests involving less than 35 mg to large-scale
drop tests amounting to as much as 50 kg. As
indicated previously, the initial tests would be
laboratory-scale tests.

All laboratory impact machines are similar
in principle. The energy source is a free-falling
weight which impacts the explosive sample
through a mechanical linkage. Criteria are es-
tablished for distinguishing between positive
and negative responses. The criteria differ for
various laboratories so comparisons are only
valid when made in a single laboratory. The
tests consist of dropping the weight from vary-
ing heights ‘onto samples of test explosives
placed between them—sample weights are
usually about 50 to 100 mg. The results are re-
corded as a go or no-go. A statistical anatysis
of the data determines the relative stimulus
level corresponding to a chosen level of rrob-
ability that the explosive will react to give a
positive result according to the arbitrary cri-
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teria.” ' '3 Some manufacturers report a 50-
percent probability height, but most report a
threshold height.

Bullet tests are done by firing bullets or pro-
jectiles, usually .22, .30, or .50 caliber, into the
test explosive. Powder loads are varied to ob-
tain a range of projectile velocities. The test
gxplosive may either be essentially unconfined
in an ice cream carton, or highly confined in a
heavy steel pipe. The minimum velocity re-
quired to obtain a reaction is reported.'¢

Friction

In the manufacture, handling, and use of ex-
plosives there are many situations where fric-
tional forces either are or could be present.
Several test methods have been devised over
the years and two of them have been used ex-
tensively in evaluating the taggants. In the
Bureau of Mines tester a sample is placed on
an anvil and subjected to the glancing, rubbing
motion of a weighted shoe attached to the end
of a pendulum that swings freely over the an-
vil. The shoe is either mild steel or a specified
phenolic resin-bonded composite. The other
test, developed by commercial industries, uti-
lizes a 2-kg torpedo which is released to slide
down a V track and obliquely impact the test
sample. Both the height and angle of impact
are independent variables. !’

A new precision instrument developed in
West Germany and known as the BAM (after
the Bundesanstalt fur Materialprufung which
developed it) seems to demonstrate improved
discrimination. Some of the permissibles will
be tested on this new machine at the Bureau of
Mines.'® The friction surfaces in this device are
ceramic. The load on the moving friction sur-
face is varied until a response level is estab-
lished.

"USafety and Performance Tests, op. cit.

"*Joint Service Safety and Performance Manual, op. cit.

"*C. R. Walker, et al,, op. cit.

R, W. Watson, op. cit.

Y1bid.

""Instruction Manual, Friction Tester, Bundesanstalt fur Mate-
rialprufung (BAM).

Stability

Stability testing may be divided into two
general categories. One is simply long-term
storage in which samples are removed period-
ically and retested to see if a significant
change has occurred. The second category in-
volves accelerated aging, which generally
means subjecting the test sample to extreme
temperature environments and then measuring
the effects of the environment. Stability tests
normally conducted include the above-de-
scribed friction and performance tests, plus
tests which are basically thermal in nature.
These thermal tests provide a measure of some
physical chemistry parameters of the explosive
as well as being measurements of stability.

Among the stability tests widely used are:

Ditferential thermal analysis (DTA) in which
identical containers, one containing the sam-
ple and the other a standard reference materi-
al, are set up in identical thermal geometries
with temperature sensors arranged so as to
give both the temperature in each container
and the difference in temperature between the
containers. The data are displayed as a DTA
thermogram in which this temperature differ-
ence is plotted against the temperature of the
sample. Such a plot is almost a straight line if
the sample has no rapidly changing thermal
behavior. Excursions below or above the base-
line are due to endothermic, that is heat ab-
sorbing, or exothermic, that is heat releasing,
reactions. The DTA analysis permits the inter-
pretation of phase changes, decomposition,
and melting points; from these, some kinetic
information on thermal stability can be ob-
tained. Sample sizes are in the order of 20 mg.
Since the temperature of the thermal event is
dependent, to some extent, on the heating
rate, various heating rates are normally used.
The standard rates are 10 ° C/min and 2 ° C/min.

Differential scanning calorimetry is very
similar to DTA except the energy difference
(calories) between the standard reference ma-
terial and the explosive is recorded during the
time-temperature program.

Vacuum stability is measured by placing a 5-
mg sample in a gas burette and then evacuat-
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ing the burette. The flask containing the sam-
ple holder is then heated to am appropriate
temperature for 20 to ‘48 hours. The gas
evolved is measured by the manometer con-
nected to the sample flask and then normal-
ized to standard temperature and pressure.
Test temperatures specified for military ex-
plosives are100° C and 120° C. Dynamites and
slurries are less temperature-resistant and usu-
ally contain volatile compounds; therefore,
the test is really only useful for candidate
booster materials, gunpowders, and explosive
components of detonating cord.

The Taliani test is almost exactly the same as
the vacuum stability test except that the test is
usually run in a nitrogen_atmosphere at 75° C
at some laboratories and 93.3° C at others; tag-
gant tests in one laboratory were run at 120° C.
At the end of 1 or 2 hours, the apparatus is
vented to 1 atmosphere to eliminate the effect
of the vapor pressure of water and the expan-
sion of the original gas. The pressure change
between 2 and 5 hours is measured.

In the chemical reactivity test (CRT) a sample
of the explosive, approximately 0.25 g, is usual-
ly heated under a helium blanket at 120° C for
22 hours. Tests have been conducted at other
temperatures and times; tests with the West-
inghouse taggants in dynamites were run at
100° C for 4 hours. A cryogenic gas chromatog-
raphy unit is then used to measure the individ-
ual volumes of the product gases, including
such species as nitrogen oxide, carbon monox-
ide and dioxide, water, and other gases as may
be determined necessary. This test is used prin-
cipally to determine the reactivity of explo-
sives with other materials, i.e., a compatibility
test.

In the hot bar test a bar is heated to 250° C
and test samples of explosive are dropped on
it. In the hot tip test, a 7/yinch square by /-
inch-thick piece of steel is heated to white heat
by means of a Presto-Lite torch and dropped
on a test sample.

The stability bath test measures an exotherm
and, therefore, decomposition at elevated
temperatures, It is similar to the DTA, but uses
larger samples. The sample is generally heated
to a predetermined temperature and retained

there for a number of Hours. Visual evidence of
decomposition is sought as well as the meas-
urement of endothermic and exothermic reac-
tions.

The abel heat test consists of heating
samples in contact with methyl violet paper,
usually at 71° C. The elapsed time before the
paper changes color is recorded. The test is ap-
plicable only to explosives containing nitrate
ester. A similar test, the German test is done at
120° C and a minimum time of 40 minutes
allowed before a color change.

When the stability of an explosive is being
compared to the stability of that explosive
after an additive (such as the taggant) has been
incorporated, the tests are normally conducted
with significantly increased concentration of

.that additive. Thus, while only 0.05 percent by

weight of taggants is proposed to be added to
explosives, stability tests are conducted with
taggant concentration as high as 50 percent.

incendivity Testing (The Gallery Test)

Incendivity testing is done to certify ex-
plosives and blasting assessories for use in
underground mines. Permissible explosives are
those that pass the proscribed incendivity test.
An explosive charge, which is loaded into a
steel cannon (mortar), is fired directly into the
gallery chamber containing a flammable mix-
ture of natural gas and air or natural gas, air,
and coal dust. There are two large gallery tests
for explosives, On one test the incendivity is
measured in mixtures of coal dust and natural
gas in which the gas concentration (4 percent)
is below the explosive limit of the mixture. In
the other, the incendivity of explosives is meas-
ured in the presence of an 8-percent natural
gas-air mixture.

The gallery represents a coal mine face, and
is a 6-ft, 4-inch diameter steel tube, 80 ft long.
The first 20 ft are charged with the flammable
air/gas mixture and isolated by a thin mem-
brane from the remaining 60 ft of tube which is
filled with air and acts as an expansion vol-
ume. In the 4-percent concentration test, 1%-
Ib charges of the explosive are fired in the can-
non under specified conditions. Ten trials are
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made; if any explosion occurs the explosive
has failed the test. In the 8-percent concentra-
tion version, the amount of explosive that is
being treated is varied from shot te shot to es-
tablish the weight required to cause a 50-per-
cent probability of ignition.?

Cap Sensitivity

This test provides a simple means for differ-
entiating an explosive from a blasting agent. A
No. 8 detonator is inserted into a sample of
given size and fired. If the sample is initiated
to detonation, the material is classified as an
explosive. A material that is not initiated to
detonation is classed as a blasting agent. The
test is used by the Bureau of Explosives to
establish its shipping classification. The sam-
ple is put into a container at its approximate
packaged density and a No. 8 detonator is in-
serted through the cover. The assembly is
placed on soft ground in an isolated, safe-
guarded area, and the detonator is fired. If a
crater is formed, the sample is considered to
be cap-sensitive. The sample container is a 1-
gt, spiralwound, paperboard cylinder with
cover, of the type used commercially for food
packaging. Any commercial No. 8 blasting cap
may be used as the detonator,

Spark Sensitivity

The method of determining sensitivity to
spark initiation is to subject the material to
single discharges from a capacitor charged to
a high voltage. The maximum energy of the
spark discharge to which the material can be
subjected without being ignited is a criterion
of its sensitivity. Results are expressed as the
maximum energy, in joules at 5,000 v, at which
the probability of an ignition is zero.2°

Charge Generation

Taggants are electrically nonconductive. A
charge can be generated on them by pouring
the taggant into the mixer; a charge generation
test was therefore devised by one manufac-
turer. The test apparatus consists of an angled

"G. R. Walker, et al., op. cit.
MR, W. Watson, op. cit.

chute (grounded stainless steel, 2 ft long), and
an ungrounded stainless steel catch container
with a known capacitance connected to an
electrostatic volt meter. The taggants were
poured from a polyethylene container, down
the chute into the catch container. The charge
developed is calculated from the voltage. The
relaxation time is determined by the time re-
quired for the charge to dissipate. The charge
generated, and relaxation time, can then be
compared to materials commonly added to ex-
plosive materials, such as aluminum powder.

Elements of a Taggant Compatibility
Qualification Program

Taggants are a sufficient departure from the
materials normally used in explosives and gun-
powders to require full qualification of the
new taggant-explosive material composition.
While the taggants are fabricated from quite
inert materials and are to be added in amounts
of only a few hundredths of a percent by
weight, the conservative safety philosophy of
the explosives industry makes requalification
necessary. As the detailed physical chemistry
of the explosive reactions is not completely
understood, it is not possible to safely conduct
a few spot tests and generalize to all explosive
materials from these tests. Table 23 outlines
the elements of the type of qualification test
program considered adequate by the OTA
study team.

In principle, the manufacture of explosive
materials consists simply of adding together
the fuel, oxidizer, sensitizers, and stabilizers,
mixing the components and packaging thern in

Tabie 23.—Elements of a Suggested Compatibility
Qualification Program

* Unique with ach manufacturer.

* Analysis te define the new explosive or ingredient.

* Laboratory testing—impact, friction, thermal, chemical composition,
electrical aging, chemical interaction, performance.

* Pilot production,

* Committee and management review.

* Early production and review.

* Special tests.

* Experience.

SOURCE- Oflice of Technology Assessment.




84 e« Taggantsin Explosives

a casing (most explosives) or granulating the
mixture (gunpowders). In practice, however,
each explosive mixture of ingredient is com-
bined and processed in ways that differ sig-
nificantly for each manufacturer. The number
of ingredients used can vary from 2 (for ANFO)
to 10 or more for some explosives and smoke-
less powders, The mixing process used can vary
from the simple mixing of ammonium nitrate
and fuel oil to form ANFO to a complex proc-
ess involving preparation of the basic ingredi-
ents (one manufacturer grinds all ingredients
to a 300 mesh powder for instance) and several
mixing and processing stages. The equipment
used also varies widely, from the wooden mix-
ing equipment used by one manufacturer of
nitroglycerine-based dynamites to the complex
continuous process equipment used by one
manufacturer of emulsions. End uses also vary;
soft dynamites are often dropped or otherwise
subjected to impact forces which would be un-
safe if used with more brittle explosives such
as TNT boosters. For these reasons, the qualifi-
cation program must be unique to each manu-
facturer, and must reflect the exposure ex-
pected during the manufacture, storage, trans-
portation, handling, and use of that particular
product.

While it is true that the state of the art and
laboratory instrumentation of physical chem-
istry are not sufficiently advanced to provide a
detailed understanding of the process involved
in all explosive reactions, it is certainly true
that a careful and thorough analysis of the
probable effect of adding taggants to explo-
sive materials can provide a great deal of in-
formation. This information can be used as a
preliminary screen to eliminate obviously dan-
gerous explosive-taggant combinations, such
as taggants placed directly in primary explo-
sives or the use of gritty taggants. In addition
the analysis can suggest critical tests and pro-
vide insight into the expected result and their
interpretation. Proper analysis must therefore
be considered the first element of any com-
patibility qualification program.

Laboratory testing must obviously play the
central role in a qualification program. The ex-
act tests to be performed are a function of the

manufacturing process and end use, the results
of the analysis, and the standard procedure of
the manufacturers. At a minimum, tests must
be conducted to demonstrate that the addition
of taggants to explosive materials does not in-
crease their impact and friction sensitivity;
does not detrimentally alter the thermal,
chemical, electrical, or storage properties of
the materials; does not decrease stability; does
not alter the chemical interactions involved
(by eliminating interactions originally present
or by introducting new interactions); and does
not adversely affect the performance of the ex-
plosive material.

After the small-quantity laboratory tests and
the analysis are successfully completed, pilot-
plant scale production should be initiated to
investigate potential problems involved in the
manufacturing, packaging, and storage of the
tagged explosiv - and gunpowders. This test-
ing should simulate, as nearly as possible, the
actual manufacturing processes to be used if
tagged explosives were to be produced.

Reviews, both technical and managerial, are
an integral part of the qualification process.
Substantive special reviews would probably be
held at the end of the small-scale laboratory
testing phase and at the end of the pilot pro-
duction.

Through their qualification process the man-
ufacturer would gain a great deal of experi-
ence in handling and working with the tagged
explosives. This experience, and the general ex-
perience gained by working with the untagged
explosives, and with other explosives, repre-
sent an important, although qualitative, part
of the qualification evaluation process. For
this reason, it is desirable for the manufac-
turers to conduct at least a large part of the
qualification process. Some manufacturers do
not have the requisite facilities and personnel
to conduct the initial analyses and laboratory
testing. This testing can be accomplished by
outside agencies. It is obviously necessary for
the manufacturer to participate in the pilot-
scale testing phase.

In the taggant compatibility testing which
has taken place (presented below), the manu-
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facturers were asked to suggest critical tests
that were required before the pilot test manu-
facturing and distribution program could take
place. That process is not sufficient for a for-
mal compatibility qualification program. A

minimum program, such as described above,
must be conducted; additional tests, suggested
by the manufacturer, may be made a part of
the program.

TAGGANT COMPATIBILITY TESTING ACCOMPLISHED TO DATE

Several hundred individual tests have been
conducted in an effort to define the compati-
bility of identification taggants with explosive
materials. These tests have generally been
paired tests in which the reaction of a specific
explosive material to a specific test is com-
pared to the reaction of that material when
identification taggant have been added. Mate-
rials tested include dynamite and other cap-
sensitive high explosives, cast boosters, black
powder, and smokeless powder,

Several varieties of identification taggants
have been tested, including the current 3M
baseline taggant in both encapsulated (type C)
and unencapsulated (type A) form; a harder,
more highly cross-linked variety of the taggant
(type B); a higher melting point variety (type
D); the Westinghouse ceramic taggant; and the
Curie-point taggant.

No tests have shown increased explosive
sensitivity due to the addition of the baseline
3M taggant (either encapsulated or unencapsu-
lated). Similarly, no changes in electrical,
general mechanical, or toxicity characteristics
have been noted. Decreased chemical stability
was noted, however, for one type of smokeless
powder (Herco®);?' 22 decreased stability was
also noted in one type of booster material
(Composition B). The tests conducted to date
clearly show that some chemical reaction
takes place when Herco® powder or Composi-
tion B is mixed with a high concentration of
3M taggants and then heated to a high tem-
perature; further research is required to deter-

Hletter, W. O. Cashin (Hercules) to S. E. Salyers (Aerospace),
“Tagging Program—Smokeless Powder,”” Aerospace purchase
order W-0214, Nov. 7, 1979.

2| atter, D.. Seaton/A. Payne (LLL) to E. Jaies (OTA), “Com-
patibility Screening of Various Taggants With Hercules. Corp.
"Herco®” Propellant,” Dec. 7,1979.

mine the nature and cause of the reaction, the
extent of the safety hazard created, and what
remedial steps may be feasible. Extremely lim-
ited testing has indicated no significant change
in ballistic velocity or chamber pressure when
the 3M taggants are added to smokeless pow-
ders, even at extremely high taggant concen-
trations.

The hard 3M taggants (types B and D) did
cause significantly increased sensitivity in cap-
sensitive explosives, as did the Curie-point tag-
gant and the unencapsulated Westinghouse
taggant.

Compatibility testing for the detection tag-
gant materials has been recently initiated with
black powder and cap-sensitive high explo-
sives. No data has been formally reported; tox-
icity and mutogenacity tests of the materials
themselves have been negative.

The following paragraphs briefly summarize
the tests so far conducted. The extent of test-
ing described in the tables includes those
whose results had been formally reported by
March 1, 1980. However, OTA has reviewed all
testing about which information was received,
whether or not formal reports have been
issued. Tests are continuing.

Dynamites

The paired compatibility tests conducted
with dynamite and with EDGN are summarized
in table 24. In this table and those which fol-
low in this section, an asterisk by the taggant
type indicates a sensitization or other indica-
tion of noncompatibility. The other symbols
are defined in the legend. As can be seen from
the table, no significant differences in re-
sponse to the various tests evaluated were ob-

R



s
.
N N e e e S S L UL, ettt e N b o o
.
1
i g
. E
&
m
H
H
i

P &t

el i Bt

. i
j - E : i [ T, - Y pa =
7 - - - - L ’ ; i T Q < .
) ~ 5 < S . SR i ¥
ety e L, Y - e T @ o . - - . = LN
TN, i AT et Fmtise o e e ; ar . = PR 5 f :
- e TN D
. . .
=Y,
R
s
o - £
S
"
- .
.
¥
¥
“ .
.
.
. .
. -
:
¢
i
X
’ >
s
b
kS
.
s




86 » Taggantsin Explosives

Table 24.—Summary of Compatiblity Tests Conducted With Dynamite and Dynamite Ingredients

Test type
Electro- chemical
Dro Sliding 5-kg static _ emica

Type of dynamite weigFt)n Friction rod impact  discharge Heat (abol)  DTA reactivity PH

o
Vibrogel. ... AC AC C H
Red HgA ............................ AC AC AC C
Tamptite gelatinextra60%. ............... AC AC A,C g
Unigel ..o AC AC . A é\;c .

................. A,B* * ,B*, .
BRON CW,X* AB*.C,  CW* CW.X.D.E WX
""""" WXDE X A

Nitroglyeerin. . ... oot C C A’ . DC' /};
90/10EGDN/NG. . ... ..o cY.zZ N ¢
60% ammoniagelatin .. ................. w o W
60% semigelatin. . ........oco. it w W W
40%special .. ..o W
85%hydrive. .. ...
85%gelatin .......... . w w w VWV
Gelatinous permissible . .. ................ w w VWV N
60/740NG/EGDN. .. ..., L )
PowerPrimer ... ... ... ... A"C" Y*EA*C Yo g A

" ated Westinah
Y—encapsulated Curie-point taggant

A--unencapsulated 3M taggant
B—unencapsuiatad iard, cross-linked 3M laggant
C—encapsulated 3M taggant

D~—encapsulated higher melting point 3M taggant
E—unencapsulated higher melting paint 3M taggant
W—encapsulated Westinghouse ceramic taggant

’ —indicating irradiated taggant
“—indicated noncompatibility

SCURCE: Office of Technology Assessment.

served for any of the dynamites into which
either the encapsulated or unencapsulated
baseline 3M taggants were added. Unencapsu-
lated hard or gritty taggants of various sorts
caused sensitization under impact testing.

In addition to those tests shown in tiie table,
a small humber of drop weight tests were con-
ducted in which the 3M taggants (both base-
line and the cross-linked varieties) were encap-
sulated in several high melting point resins.
Sensitization of both Power Primer and 90/10
EGDN/NG were noted for most combinations
tested.

A final series of tests examined the stability
of tagged Power Primer, Coalite-8S, and EGDN
under both accelerated aging (higher tempera-
ture} and ambient aging conditions. The Power
Primer showed a significant decrease in stabili-
ty as measured in the Abel test after 2 months
aging at 40° C. Unfortunately, no control test
was conducted with untagged Power Primer,
so no compatibility judgment can be made. No

Z—unencapsulated Curie-paint taggant

ceramic taggant

other signs of decreased stability appeared in
the other tests.

Gels and Slurries

A smaller number of tests was conducted to
compare the response of tagged and untagged
gels, slurries, and emulsions. These tests are
summarized in table 25. In no case tested was
there an indication of changes in sensitivity or
stability due to the presence of taggants. Tests
were also conducted to determine if the addi-
tion of taggants to the gels and slurries would
affect performance as the explosive materials
aged. Tests included initiation sensitivity and
detonation velocity as well as visual obsefva-
tion of gel quality. Both ambient and acceler
ated aging tests were conducted. No changes
in these properties were observed. Cap-sensi-
tivity tests at low temperature were also con-
ducted with special sensitized emulsions con-
taining a combination of the baseline 3M and
the Westinghouse taggants. The performance
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Table 25.—Summary of Compatiblity Test

s Conducted With Gels and Slurries

Test type

Drop  Sliding Projectile

Weight Electro-

Chemical Thermal lossunder Hot  Hot static

Type gel or slurry weight rod  impact Friction stability stability Taliani  heat tip bar  disch
Gel-powerA-2................. .. .. AC AC C
*H0, MMAN, SN, AN ..ol A C

Mixture of tovex 700, tovex 800, tovex 320 . . C C C C C

Gel-coal ....................... . . C C c C C
Gel-powder..................... ... C C C C C
Permissible (unspecified) . .......... ... W w w

A—-unencapsulated 3M taggant

B—unencapsulated hard, cross-linked 3M taggant
C—encapsulated 3M taggant

D—encapsulated higher meiting point 3M taggant
E—unencapsulated higher melting point 3M taggant
W—encapsulated Westinghouse ceramic taggant
X—unencapsulated Westinghouse ceramic taggant

Y~encapsulated curle-point taggant

Z-~-tnencapsulated curie-point taggant

‘—indicating irradiated taggant

*MMAN--monomethylamine nitrate
SN—sodium nitrate

AN—ammonium nitrate

SOURCE: Office of Technology Assessment,

of the tagged explosives was superior to the
untagged control samples. It should be noted
that the reason for any change in performance
should be carefully investigated.

Cast Boosters

The tests comparing the sensitivity and sta-
bility of tagged and untagged cast boosters are
summarized in table 26. The 3M taggant did
not affect the sensitivity of any of the cast
boosters explosives in any of the paired test-
ing. Evidence of decreased stability was ob-
served in tests conducted of molten booster
material to which 3M taggant had been added.
In a series of tests, Goex heated booster explo-
sives to temperatures between 120° and 165 °
C for a period of 16 hours.?® Evidence of de-
composition of the explosives occurred, in-
cluding bubbling, dislocation, and the appear-
ance of voids, Pentolite (50/50 PETN/TNT), Oc-
tol (25/75 TNT/HMX), and an explosive mixture
similar to Composition B were tested. The only
paired test was with the Composition B-like
material. Composition B normally contains
just under 30 percent TNT and just under 60
percent RDX, with the rest being wax. The
Goex mixture used A-3 instead of pure RDX. As
A-3 contains approximately 9 percent wax, the
composition of the Goex Composition B dif-
fers from standard Composition B. lgnoring

Hletter, ). W. Heron (Goex, Inc.) to'S. Derda {Aerospace),

““Status of Tagging Program,” Aerospace purchase order W-025,
lab rept. DTD 10/4/79.

this nomenclature difference, the tagged com-
position B showed significantly more severe
degradation at the 120° C test temperature
than did the untagged composition B at a 130°
C test temperature. As no control tests were
conducted with an untagged batch of explo-
sives for the Octol and Pentolite tests, it is im-
possible to ascertain if the taggants were re-
sponsible for the observed reactions. While
testing is often conducted at temperatures
above those encountered in normal use, it is
extremely dangerous to heat common booster
materials to temperatures above 120° C. The
test serves as an indication of a potential com-
patibility problem. More carefully controlled
tests are currently underway at the Naval Sur-
face Weapons Center, White Oak, Md. Prelimi-
nary indications are that a 50-50 mixture of un-
encapsulated taggants and TNT undergoes a
chemical reaction at 120° C; research is con-
tinuing to determine the nature, cause, and
safety significance of this apparent incompat-
ibility.

On July 15, 1979, an explosion and fire oc-
curred at the Goex factory in Camden, Ark.,
causing damage which Goex has estimated at
$2 million. The explosion took place in a melt-
pour operation in which scrap high explosives
were being melted. Goex, Inc., asserts that the
scrap materials available for melting down in-
cluded some materials containing 3M identi-
fication taggants. Goex further asserts that the
explosion began in a way that resembled the
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Table 26.—-Summary of Cumpatiblity T

ests Conducted With Cast Boosters

Test type
Vacuum BAM Pendulum . Therpjal

Type of booster Drop weight stability friction friction Sliding rod stability
PETN .ot vrevvaennnssansnenenes e A,B.C.X*W A.BX W cW

PEIMONIE . o v v v v erie e i e A,B,X* ACY.Z A,B.X i VV

50750 PENMOIIIE . o . o v e e W W o
COMPOSHIGN B v+ v vvcvvevvseemee e W " "

L1 T I W W

1) S AR w W

— X—unencapsulated Westinghouse ceramic taggant

g-ﬂﬁiﬂﬁggiﬂﬁﬁg g?rc;i,’?:?::sl-llnked 3M taggant y—encapsulated Curie-point taggant

C—encapsulated 3% taggant Z—ungncapsqlateq Curie-point taggant

D—encapsulaled higher mefting point 3M taggant + —indicating irradiated !aggant

E—unencapsulated higher melting point 3M taggant +_jndicated noncompatibility

W—encapsulaled Weslinghouse ceramic taggant

SOURCE: Office of Technology Assessment.

reaction of tagged booster material in ‘_che Table %zr;aﬁgt':é“&fl{hﬂamﬂ;l:)aot\l‘:l‘;'g Tests
above tests. Goex claims that the explosion

must have been caused by the taggants. The Testiype
Aerospace Corp. asserts that no tagged booster Drop BAM
material was located at the Camden factory at Type of powder weight f;\lcl;xo;

is ti urthermore the low con- FERG oo ivennernnecnenaeees A,BX B,

this time, and that furt TANGS .+ v veeeeneen e A.B.X A.B.X

centrations which Goex asserts were present
could not have initiated an explosion; the tests
to which Goex refers involved extremely high
taggant concentrations. OTA is not familiar
with the facts regarding the possible presence
of taggants, and is not aware as the report goes
to press of any experimental data on the possi-
ble destabilizing effects of low concentrations
of taggants mixed with TNT/RDX mixtures.

As would be expected, the more gritty tag-
gants clearly showed evidence of sensitizing
the booster explosives. In the case of the Curie-
point taggant, sensitization occurred even for
encapsulated taggants; these are the only tests
showing sensitization with encapsulated tag-

gants.

Black Powder

The black powder compatibility test results
are summarized in table 27. Neither the black
powder nor the black powder tailings are sen-
sitive to either the friction or impact tests con-
ducted, even for the gritty taggants. However,
no stability tests were conducted.

A—unencapsulated 3M taggant
B—unencapsulated hard, cross-linked 3M taggant
X—unencapsulated Westinghouse ceramic taggant

SIURCE: Office of Technology Assessment.

Smokeless Powders

The compatibility tests conducted with
sinokeless powders are summarized in table
28. Only the encapsulated 3M taggant (type Q)
was tested. Tests were originally conducted by
Hercules, Olin, and Du Pont on their own
smokeless powders.2* 2* No evidence of sensiti-
sation or change in electrostatic properties
was observed. In the case of the Herco® pow-
der, however, the Taliani and German heat
tests both indicated a significant decrease in
stability due to the addition of the taggants (in
a 50-percent concentration) to the smokeless
powder. (Although Hercules tested only
Herco® powder, Hercules believes that their

2w, O. Cashin letter, op. cit.
spetter, A. B. Opperman (Du Pont) to S. Derda (Aerospace),

“process and Product Taggant Compatibility Demunstration
Test for DuPont Smokeless Powder, Phase 1" Aerospace pur-
chase order W-2030.
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Table 28.—Summary of Compatiblity Tests Conducted With Smekeless Powders

Test type

Electro-
static
Type of powder Impact  Friction .discharge

Critical

Impinge- height.to German  Ballistic  Ballistic
ment  explosion psC Taliani heat velocity  pressure

HerculesHPC.................
Herculesbullseye .. ............
Hercules Herco®. . .............
Du Pont Hi-skor, ...............
DuPontPB,........... ... ...
DuPontIMR3031..............
DuPontIMR4064..............
Olin231.. .. o
Oin296..........ccovvvnnnn.
Olind52. . ... ivvii
Olin540.........coovvvnnn.
Olind73. . . .o e
Oins71. .. v
Olin680......oovvev e,

OO0
OO0
OOOOO0

»

C C c*

[N o Nl
OO

OOOOOCOOOOOOOOOO0O0O0O00

C—encapstlated 3M taggant
*—indicated noncompatibility

SOURCE: Office of Technology Assessmant.

other brands of powder designed for the re-
loading market are so similar to Herco® that
similar test results could be expected. OTA
believes that this is highly likely for the four
other Hercules brands that are chemically
identical to Herco®; it may not be the case for
the three Hercules brands with different com-
positions.) As no changes were noted for the
Du Pont or Olin Abel tests, the Herco® tests
were repeated at the Naval Ordnance Station,
Indian Head, Md. The decreased stability was
confirmed. A more carefully controlled series
of tests was then conducted by the Lawrence
Livermore Laboratory (LLL) for the Aerospace
Corp. in an attempt to isolate the element or
elements of the taggant materials which are
responsible for the incompatibility.?¢ Briefly,
the tests indicated that there exists an in-
compatibility between something in the
Herco® and the melaminejailcyd which forms
the basic matrix of the 3M taggants. It may be
a basic reaction with the melamine/alkyd or
with the catalyst used to speed up the cure
time. There may also be reactions occuring be-
tween -he taggant pigments and the Herco®
powder. The LLL tests are continuing in an at-
tempt to resolve the issue.

D, Seaton/A. Payne letter, op. cit.

61~401 0 - 80 - 7

At the present time, there appears to be an
incompatibility between the 3M taggants and
the Herco® smokeless powder. Hercules has
indicated that it does not consider the com-
bination safe and has stopped all work on it.
OTA feels that, on the basis of the tests just
described, the conclusion must be drawn that
the 3M taggants cannot be safely added to the
Herco® powder unless the present incompati-
bility is resolved. Some justification exists for
questioning the validity of tests using severely
increased concentrations of the taggant mate-
rials (50 percent in the tests v. 0.05 percent of
encapsulated material in the proposed taggant
program), but it has not been demonstrated
that there is a threshold concentration below
which the problem disappears, and that such a
threshold would never be exceeded in prac-
tice.

Preliminary ballistic tests have been con-
ducted on tagged WC 571 shotgun powder
manufactured by Olin. Ballistic velocity,
chamber pressure, and time to initiate burning
were measured. Tests were conducted af three
temperatures (—30° C, 20° C, and 50° C) and
four taggant concentrations (2, 4, 10, and 20
times the recommended concentrations), both
with the taggants mixed in the powder and

1
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with the taggants separated and pl!aced direct-
iy over the primer flash hole.

The Olin rationale for such extreme tests
condition (up to 20 times the nominal concen-
trations, 100-percent segregation) was an at-
tempt to evaluate the worst-worst case condi-
tions that might appear due to segregation of
the taggants from the powder during manufac-
ture, transportation, and storage.

No deviation from acceptable ballistic per-
formance was noted for the ambient- and high-
temperature tests. A steady decrease in veloci-
ty and pressure was noted with increasing tag-
gant concentration. The practical signifance of
this depends on the extent to which taggant

concentration would vary in_ actual use by
handloaders, which can and should be estab-
lished by careful testing and statistical analy-
sis. At the low-temperature condition two
anomalous test results occurred. Evidence of
improper ignition occurred in 1 of the 20 fir-
ings at the 20 times normal concentration, 100-
percent segregation condition. Improper igni-
tion would constitute a safety hazard as the
round might not clear the barrel. Significantly
reduced ballistic performance occurred on 1
of the 20 tests at 4 times nominal taggant con-
centration, with the taggants and powder
mixed. No other performance degradation was
noted, even under conditions of higher taggant
concentration.

DISCUSSION OF COMPATIBILITY TEST RESULTS

Several hundred tests have been conducted
to investigate the compatibility of explosive
materials with identification taggants. Most of
the tests have been conducted with the base-
line 3M taggants and variations of these tag-
gants; a large number of tests, however, have
also been conducted with several other candi-
date taggant materials. Compatibility tests
have included those designed to indicate in-
creased sensitivity, decreased stability,
changed electrical properties, and changed
performance. Explosive materials have in-
cluded dynamites, gels, emulsions and slurries,
cast boosters, black powder, and smokeless
powders. A full set of qualification tests has
not been completed on any single explosive
product and only a small fraction of the hun-
dreds of products has had any testing. Given
these limitations, it is still possible to draw
some tentative conclusions.on the compatibili-
ty of taggants with explosive materials (which
may change as more data becomes avaifable)
and to discuss the implications of these results
for the taggant program.

First, it is important to realize the purpose of
a compatibility qualification testing program.
In brief, a set of tests is established on the
basis of analysis, the projected manufacturing,
storage, transportation, and end-use process-
ing of the material, and the normal procedures

and experience of the organization conducting
the tests. If the candidate explosive product
fails to pass any of the critical tests in the
series, it is judged to have failed the qualifica-
tion test program. If a flaw can be corrected,
then the tests can continue, but the material
must pass all of the critical tests, not just a ma-
jority or a certain fraction.

There is no indication that the 3M taggants
are incompatible with dynamites, gels and slur-
ries, or black powder.

Composition B booster material and
Herco® smokeless powder do show significant-
ly reduced stability in the presence of the 3M
identification taggants. Furthermore, careful
testing appears to indicate that the incompati-
bility is with the basic melamine/alkyd materi-
al of the taggants, rather than with a particular
pigment or the polyethylene encapsuiate.
Tests, similar to those conducted with Herco?®,
were conducted with other smokeless pow-
ders; no loss in stability was noted for other
Hercules powders, or for the Olin or Du Pont
smokeless powders. The reaction, therefore,
probably is between the melamine/alkyd and
one of the sensitizers or stabilizers of the
Herco®. As the formulations of both Herco®
and the 3M identification taggants currently
stand, the two are not compatible. Further in-
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vestigation may isolate the element of incom-
patibility, and it may be possible to replace
elements in either the Herco® or the taggants
to remove the incompatibility. It is not yet
possible to tell whether the booster material
incompatibility is with the basic melamine/al-
kyd or with one of the components of the tag-
gants.

Both the smokeless powder and booster ma-
terial tests took place at high temperatures,
and, in most of the tests, at high-taggant con-
centrations. The temperature used for the
smokeless powder test was higher than would
be expected in actual manufacture, storage, or
use; the temperature used for the cast booster
is sometimes reached in manufacturing proc-
esses. In each test, a taggant concentration of
50 percent was used rather than the 0.05-per-
cent tagging concentration suggested for rou-
tine use. The tests, nonetheless, indicate that
the stability of the materials has decreased,
due to the addition of taggants, and that a re-
action is taking place between elements of the
taggants and elements of the explosive mate-
rial. Standard qualification test procedure re-
quires that such evidence be considered a sign
of an existing incompatibility between the
materials. Carefully controlled testing, and ex-
tensive analysis must be completed before it
can be determined if the observed evidence of
incompatibility does, in fact, indicate a poten-
tial safety problem during the manufacture,
storage, transportation, and use of the tested
materials. Unless demonstrated otherwise, it
must be assumed that it is unsafe to add the
taggants to that smokeless powder or the
booster material. Until the elements of the in-
compatibility have been identified, a question
remains as to the safety of adding the taggants
to similar smokeless powders and booster ma-
terials, although tests with other smokeless
powders and boosters have shown no evidence
of incompatibility.

The significance of the Olin ballistic proper-
ty tests cannot be fully assessed at this time.
The Olin tests indicated that increasing tag-
gant concentrations lead to a reduction in ve-
locity and pressure, and this could create a
problem if and only if it proves impossible to

mix taggants with smokeless powder in such a
way as to avoid extreme variations in taggant
concentration from one round to the next.
Testing is required to establish how great a
variation in concentration could be expected
using reasonable manufacturing methods, and
normal transportation, storage, and loading
procedures. The Olin tests did show one case
of poor performance (at four times the sug-
gested taggant concentration), but perform-
ance anomalies sometimes occur without tag-
gants, and a single anomaly is not enough to
justify a prediction as to whether taggants
would increase the frequency of such occur-
rences. The segregation tests were conducted
with 100-percent segregation, which appears
quite unrealistic. Testing is needed to establish
the extent of segregation which might occur
before a realistic worst case can be defined.
Unlike the Herco® and Composition B cases,
the Olin ballistic property tests do not appear
to OTA to constitute sufficient evidence to re-
quire presumption of an incompatibility. It re-
mains true, however, that no presumption of
compatibility can be made until adequate bal-
listics tests have been conducted.

This raises the question of the value of a tag-
gant program from which smokeless powders
and cast boosters were excluded. As noted in
chapter VI, smokeless powders are used in a
significant percentage of criminal bombings
(approximately 20 percent) and cause 10 to 20
percent of deaths and injuries. As also noted in
chapter VI, criminal bombers are likely to re-
act to a taggant program. If smokeless pow-
ders are not tagged, then a logical reaction
would be for a large number of bombers to
switch to the use of smokeless powders. Al-
though bombs using smokeless powder are
considerably less efficient (lower specific
energy) than those using cap-sensitive high ex-
plosives, smokeless powder bombs are respon-
sible for a considerable number of injuries and
deaths. Effective controls over smokeless pow-
der by means other than taggants may be pos-
sible but appear unlikely. Booster material is
rarely used as a bomb filler. It is used, how-
ever, to initiate blasting agents, The current
BATF plan would be to not directly tag blast-
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ing agents, but to tag the booster and detona-
tors used to initiate the blasting agent. Exclu-
sion of boosters from the taggant program may
well require an alternate control mechanism
for blasting agents. Given the extremely large
quantity of blasting agent produced (3.4 billion
Ib annually), any other control mechanism may
have serious cost consequences.

The above discussion concerned the results
of the tests to investigate the compatibility of
the baseline 3M taggants with explosive mate-
rials. Tests were also conducted using hard or
gritty taggants. In all cases, the unencapsu-
lated hard taggants caused increased sensitivi-
ty to the drop weights, and, in most cases, to
the sliding rod tests. The ceramic Curie-point
taggants caused increased sensitivity in some
cases even when encapsulated, although no in-
compatibility was noted for the Westinghouse
or hard-core 3M taggants when encapsulated
with polyethylene. When a hard resin was used
as an encapsulant, the 3M taggants showed a
clear sensitization of PETN. The implications
of these tests are obvious. Hard or gritty tag-
gants must be encapsulated. The encapsulated
material should not only be soft but it should
also be a heat sink. The use of a soft additive is
a common desensitizer in military explosives.
Composition B and other RDX-based explo-
sives include approximately 1 percent wax
with a softening point in the 80° F range.

The tests show that encapsulated gritty tag-
gants, such as the Westinghouse ceramic tag-
gant, may be alternatives to the baseline 3M
taggant. As even a small amount of the unen-
capsulated material (0.01 percent) causes in-
creased sensitivity, however, great care must
be exercised to ensure essentially 100-percent
encapsulation; this may seem to create an im-
possible quality control problem. However,
the problem may not be as difficult as it first
appears. If 99 percent of the taggants are en-
capsulated, then unencapsulated tagganis
would constitute only 00025 percent by
weight of the explosive, almost two orders of
magnitude less than the amount demonstrated
to cause increased sensitivity. Tests of those
extremely low levels might well show no in-
creased sensitivity.

As noted above, much compatiblity testing
remains to be accomplished. - ldentification
taggants have undergone comprehensive test-
ing with a representative sample of dynamites,
gels, slurries, cast booster materialsjsmokeless
powders, and black powder; even after the res-
olution of the compatibility questions which
testing so far has revealed, it would eventually
be necessary to test taggants with all such ma-
terials before instituting a comprehensive tag-
ging program. In the case of detonators and
detonating cord, compatibility testing has not
been completed even with a representative
sample. Compatibility testing of detection tag-
gants started only recently, and with the excep-
tion of testing with detonators it is less far ad-
vanced than compatibility testing of identifi-
cation taggants.

It is necessary to resolve the incompatibility
observed between the 3M identification tag-
gants and the Composition B booster material
as well as the Herco® powder. however, before
it makes any sense to finish the rest of the tests
with other materials. The resolution of the
smokeless powder incompatibility could take
any of several forms, including:

e Reformulation of the 3M taggant—this
could require starting essentially from
scratch in the taggant-testing program, as
the reformulated taggant would un-
doubtedly exhibit different compatibility,
as well as survivability properties.

¢ [t might be possible to develop a different
taggant that proved compatible with
smokeless powders, and to use the exist-
ing 3M taggant for explosive materials
with which it is compatible.

* Reformulation of the Herco® powder—
this may or may not be easily accom-
plished, once the element or elements
that react with the taggant are isolated.
This option would only be viable if no
other smokeless powder were found to be
incompatible.

¢ Exclusion of Herco® from the taggant
program—the economic effects on com-
petition ' would need to be carefully con-
sidered, as would alternate control mech-
anisms,
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o };xclu_sion of smokeless powders from th
ldex1trfication taggant program—sych as
exclusion ‘would rely on the fact that
smokeless powders would be |ess effec-
tive than cap-sensitive high explosives and
tha“c the detonators would be tagged -OTA
Eehe;ves that this last approach ma'y not
k.e?lwable.—.too many people are currently

illed or injured using smokeless powders
gnd the numbers would almost certainly
Increase if that approach were adopted
Alternate control mechanisms for smoke-
less powders would be required.
Demonstration that the observed stabilit
problem does not constitute a safety hazY
ard. The observed decreased stability oc-
curs at elevated temperatures and at more
than two orders of magnitude higher tag-
gant concentration. As the decompositiogn

rate is bqth temperature and concentra-
tion sen51.tive, it may be that no safet

hazard exists under realistic conditions l¥
it could be positively demonstrated tHat
the decomposition rate was within the
nor.mally accepted range for temperature
regimes and concentrations which refle;t
worst case actual use conditions, then it
may be possible to add taggant; to the
smokgless powder, particularly if no fur-
ther incompatibilities surface, However

demonstration of safety would have to be

quite co‘nvincing to overcome the current-

ly perceived incompatibility.

A resolution of the boost
problem could be accomplished by a similar
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Chapter V
TAGGANT COST REVIEW

QVERVIEW

A detailed review of the potential cost and economic impacts of the proposed
taggant program was conducted in parallel with the safety and utility segments of
the study. In this analysis, the assumption was made that the taggants work and are
safe to put in explosive materials. It was furthermore assumed that the current in-
compatibilities observed between the 3M identificatior, taggant and one type of
smokeless powder, as well as one type of cast booster material, would be resolved in
a way which has no additional cost impact. The various cost elements were esti-

mated by:

* drawing on existing studies and testimony; and

® interviewing the identification tag
der manufacturers and distributor

gant manufacturer, explosive and gunpow-
s, users of explosive materials, law enforce-

ment personnel, and sensor instrumentation engineers,

Other important economic issues were ad-
dressed in parallel with the development of the
program cost. The addition of taggants to ex-
plosives has a potential cost impact to an in-
dustry in which explosive-type decisions are
frequently made on an economic, rather than
performance or brand loyalty, basis. An addi-
tional taggant material cost issue is that raised
by the probable monopoly of supply by one
company, particularly by 3M for the identifica-
tion taggants. The question of assuring price
and taggant availability also required atten-
tion. Introduction of taggants into the explo-
sive fabrication process will cause changes in
the manufacturing process, due both to possi-
ble tooling costs and to the labor costs associ-
ated with purchasing, controlling, and using
the taggants. Other, one-time costs are associ-
ated with product requalification tests for
safety, potential costs for waste disposal
equipment, and added plant capacity to make
up for lost productivity.

Identification taggants require additional
recordkeeping by the manufacturer, by whole-
salers and distributors, and by the retail sellers.
There are law enforcement costs associated
with the recovery and tracing of identification
taggants from explosions and with the subse-

quent followup process. These costs must,
however, be compared with the cost of current
law enforcement practices.

Detection taggants require a sensor and a
system to sample and convey the air from the
sample item to the sensor. The sensor and sam-
pling system requires operation and mainte-
nance, although it is possible that current
security personnel could operate the addition-
al equipment at an airport, for instance. There
is an additional potential cost associated with
possible delays raised by false alarms in the de-
tection system. Significant false alarms could
cause enough ill-will (in addition to high costs)
to lead to the abandonment or curtailed usage
of detectors in situations such as airports.

A final cost aspect which must be consid-
ered is the economic effect of a taggant pro-
gram in which only selected explosives are re-
quired to be tagged. In the cost-conscious
commercial explosive industry, that could
eliminate certain products or companies from
the marketplace, perhaps resulting in signifi-
cant local unemployment.

Due to the fact that the identification tag-
gants have progressed further down the devel-
opment path, the relative precision of the cost
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estimates associated with their introduction
into explosives is expected to be greater than
the estimates of detection taggant and related
sensor costs. The precision of each estimate is
indicated during the course of the cost analysis
discussion.

This cost analysis by OTA has been an inten-
sive, short-duration study. Of necessity, the
study was accomplished by drawing on exist-
ing studies from a wide variety of sources and
by a limited number of onsite interviews with
industry and Government. Discussion with in-
dustry included various explosives manufac-
turers and 3M, the taggant manufacturer. Vari-
ous user types such as mining companies (un-
derground and surface), construction firms,
and quarry operators were also visited. Exten-
sive discussions were also held with the Aero-
space Corp. (the taggant program development
contractor), with the Institute for Defense
Analysis, with- Management Science Associ-
ates, and with consumer groups such as the
National Rifle Association and the National
Muzzle Loaders Association. Government

Table 29.—Qualification of the Estimating Basis for Taggants

agencies with whom detailed discussions were }
held include the Bureau of Alcohol, Tobacco,
and Firearms (BATF), the Federal Aviation Ad-
ministration (FAA), the Department of Com-
merce (DOC), the Bureau of Mines (BOM), and
various Department of Defense agencies.

Various degrees of uncertainty exist in cost-
ing out the taggant program, as little test data
exists and some potential manufacturing proc-
ess applications are undefined. Table 29 illus-
trates the qualifications of the estimating basis '
for the taggant program, indicating the status
of pilot testing and the OTA understanding of 4
the manufacturing processes required to im-
plement taggants. On the right side of table 29
is set forth, in general terms, the method for
estimating utilized, such as direct estimating,
Aerospace Corp. analysis and assumptions, the
Institute of Makers of Explosives (IME) mem-
ber estimated inputs, Sporting Arms and Am-
munition Manufacturers’ Institute (SAAMI)
estimated inputs, etc. The particular methods :
and data sources utilized are documented
throughout this study where appropriate.

2
W it it

Estimating basis

Taggant migr.
Type explosive Pilot tested process Process labor Process tooling Other capital expenses
understood
Cap-sensitive Yes Yes  Direct estimate Direct estimate Direct estimate
packaged explosives Proprietary detail estimate Nonrecurring.
available. Requalification of products.
IME member inputs.
Cast boosters . ... .. Yes Yes  Aerospace analysis/ Waste disposal if
assumplions. additional waste due to 2
"‘unacceptable’’ contaminated 7
tag batches. '},
Smokeless powder. . . Underway Yes  Aerospace analysis Equipment required:; :
SAAM| estimate. storage bins, hoppers, <

Black powder ... ... Yes Yes  Goex Study
¢ storing
e security
e administrative & records
* migr. process cleanup.
Detonating cord. . . .. Planned No  Aerospace assumptions.

Blastingcaps ...... Planned No. Aerospace assumptions.

equipment for weighing,
packaging, transferring

tag samples.
Investment offset losses
in productivity,
Tooling. * Cost of taggant inventory
Design required (no effective including the cost of money.

equipment currently available).
Significant cost* expected—
new machine must be designed.

*Aerospace estimates utilized and OTA survey inpuls
SOURCE: Office of Technology Assessment.
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The primary methodology utilized in this
cost analysis was to translate all program
costs, both nonrecurring one-time costs and re-
curring costs, to annualized values. Capital in-
vestment costs were annualized over a 10-year
period at an interest rate of 10 percent. This
method was utilized for all initial expenditures
(requalification, waste facilities, etc.) with the
exception of tooling costs estimated for deto-
nators and blasting caps, which were written
off in a 5-year period at 10-percent interest.

The taggant program costs vary substantial-
ly as a function of the level of implementation
of the program. In this study, an OTA identi-
fied baseline program was assumed for base-
line cost estimates, and the parametric varia-
tion of the costs examined as a function of
higher and lower level implementation plans.

Cost estimates were also generated for the im-
plementation program proposed by BATF.

All cost data and program estimates in this
report are stated in fiscal year 1979 dollars to
assure consistent treatment. A list of taggant
program cost elements was developed to per-
mit a comprehensive framework for treating
all potential costs and resources impacted by
the taggants program. Figure 10 illustrates the
general sources of costs potentially involved in
the program, while a detailed list of potential
cost elements is shown in table 30.

For purposes .of exposition throughout this
cost impact assessment, a baseline set of con-
ditions or assumptions is utilized in the deter-
mination of a total program estimate. These
are shown in table 31. This baseline program

Figure 10.—Schematic Illustration of General Cost
Element Sources
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Table 30.—List of Taggant Program Cost Elements

Taggant materials
Identification taggants
Detection taggants

Detection sensor-related costs

Sensors

Sensor sampling and transport instrumentation
Operations and maintenance

Cost of false alarms

Explosive and gunpowder manufacturing costs
Nonrecurring cosls
= Tooling
o Storage
* Product requalification—safety testing
» \Waste disposal facilities
o New investment to offset production losses
Recurring costs
¢ Manufacturing process labor
Recordkeeping
Quality controf
Production losses
Waste product ling
Inventory costs
Administration expense
Markup

Distriljutor costs
Recordkeeping
Storage

Markup

User cosls

Other cosls

Government administration
Taggant program development
Investigative casts

SOURCE: Office of Technology Assessment.

Table 31.—Baseline Taggant Program Configuration

» Encapsulated identification taggants
« Explosive weight or units to be tagged and tagging concentration

Category Units/yr Concentration
Cap-sensitive packaged

explosives .. ...... .ol 325,000,000 Ib .05%
Boosters. .. ..c.coveiiinin 6,000,000 1b 1%
Black powder .............. 400,0001b .05%
Smokeless powder. . ......... 5,000,000 Ib 05%
Detenatingcord............. 500,000,0001t - Stags/in.
Blastingcap ........... ... 84,000,000 units 50 mg

ldentification and detection taggants

1,500 sensors to be deployed

Sensor mix: MS 10%, IMS 80%

10% taggant contamination permitted

“'Composite tag'* permits rework of previously tagged material
Days production of each type/size explosive (date-shift basis)
New taggant code for each

SOURCE: 0ifiz» of T1chnology Assessment.

- e e e e

includes several provisions which, OTA be-
lieves, would do much to hold down costs
without a significant reduction in the utility of
the program: blasting agents are not tagged;
the identification taggant code is changed
only when the date, shift, or product changes
(resulting in some code numbers correspond-
ing to a large batch size and others to a small
bstch size); and a special “compeosite code” is
used for taggants added to already tagged ma-
terial (permitting ework without removal of
previous tags). The special composite code
taggant would be added to material with more

» than 10-percent cross-contamination; such a

taggant would indicate that the material used
was a composite and that taggant codes other
than the specific composite code should be ig-
nored.

Although confidence levels are relatively
high for certain elements of costs, particularly
for the identification taggant program, other
program elements are subject to considerable
uncertainty (particularly the number and types
of sensors to be employed in the detection tag-
gant program). Attention is called to the base-
line assumptions associated with each cost ele-
ment throughout the discussion of cost.

In the following section the costs for the tag-
gant materials are developed. This is followed
by detection taggant sensor-related program
cost estimates. The potential cost increases oc-
curring during the explosive manufacturing
process and at the distribution level are then
addressed. The potential cost impact(s) to the
users of explosives are subsequently discussed.
Other cost impacts, including the cost contri-
bution by Government for administration, in-
vestigation, and taggant program develop-
ment, are set forth in the next section. A gener-
al synthesis and summary of the taggant pro-
gram cost estimates follows, with the relative
precision or accuracy of the estimates dis-
cussed after that, including aspects of cost un-
certainty and program cost sensitivity.” The
adequacy of the current cost data and sug-
gested further research are briefly discussed in
the last two sections, respectively.
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TAGGANT MATERIAL COSTS

The cost of both the identification and de-
tection taggant material is heavily influenced
by the amount of explosive material to be
tagged, the form of the tagging material, and
the concentration levels. Material cost esti-
mates are developed for the baseline program
described above.

Identification Taggants

The annual quantity of explosives produced
in the United States, shown in table 32, was
estimated based on data obtained from IME,
BATF, Aerospace Corp., BOM, and DOC. An
unresolved problem exists with respect to the
production of cap-sensitive packaged high ex-
plosives. The basic difficulty stems from the
method of reporting data in the surveys col-
lected by both BOM and DOC. Some “un-
known’ quantity (both permissible and other
high explosives) of cap-sensitive explosives is
reported as included in unprocessed ammonia
nitrate and “all other purpose” categories in
order to avoid disclosing individual company
data. Since the data are masked to protect the
marketing positions of explosive manufactur-
ers, the uncertainty in annual quantity will per-
sist. For purposes of this study, the quantity of
325 million Ib/year (as adopted by Aerospace)
will be used as the baseline condition.

A second variation concerns the level of
black powder produced. Approximately 2.5
million lb of black powder are produced per
year in the United States, but the majority is
used as a raw material in other fabrication
processes, such as fuzes., Approximately
400,000 Ib are sold directly to the consumer;
this amount is included in the explosive materi-
als to be tagged. Table 32 shows the produc-
tion quantity, the concentration of unencapsu-
lated taggant material suggested by the BATF/
Aerospace team, and the resultant quantity of
unencapsulated taggants required annually.

Price estimates, obtained from 3M as a func-
tion of annual taggant production, are shown
in figure 11. The estimates quoted are for un-

Table 32.—Annual Taggant Requirements

Annual taggant
Concentration requirement,
Quantity to be level pounds

Explosive category tagged (unencapsulated) (unencapsulated)
Cap-sensitive pack-

aged high explosives 325,000,000 Ib 0.025% 81,250
Cast boosters ... ... 6,000,0001b 0.05 % 3,000
Smokeless powder. .. 5,000,000 1b 0.025% 1,250

Black powder ... ... 400,000 Ib 0.025% 100

Detonatingcord. . . .. 500,000,000 ft 5 tags/in. 160
Blastingcaps ...... 84,000,000 caps 50 mg each _ 4620
90,380

SOURCE: Oifice of Technology Assessntent.

encapsulated taggants produced in 5-lb lots
and assume a firm order for a minimum of 2
years. The 150,000-Ib level is a result of a de-
tailed leadtime study conducted under con-
tract to the Aerospace Corp. The target price
and worst case estimates for the 75,000- and
100,000-1b levels were provided by 3M in re-
sponse to an OTA request. The range of prices
reflects the fact that less time was available
for the 3M estimates than the original 150,000-
Ib level, resulting in some uncertainties. These
target prices have all been through a rigorous
price review within the 3M ccrporate structure
and represent the firmest commitment possi-
bie short of a production contract.

Assuming linear extrapolation between the
data points, the price for unencapsulated iden-
tification taggant material was estimated by
OTA (from figure 11) to be approximately $93/
Ib for the estimated 90,000 Ib of taggants to be
required  annually, This cost figure assumes
production in 10,000-Ib lots. In cases where
most lots are substantially. smaller, taggant
costs per pound of explosives might rise.

This figure is for unencapsulated taggants,
while the baseline OTA program assumes the
taggants are encapsulated in an opaque poly-
ethylene wax. The 3M technical people fur-
nished an estimate of the cost of encapsulating
the taggants in polyethylene wax, but were un-
able to estimate the cost impact of using an
opaque polyethylene wax. Based on the above
data, OTA estimated that it would cost $55/Ib
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Figure 11.—3M Identification Taggant
Cost Estimates

e 5.lb tag lots * Unencapsulated
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SOURCE: Office of Technology Assessment.

for opaque encapsulated taggants, as the base-
line tagging level is 0.05 percent by weight of
encapsulated taggants, and the encapsulating
material weighs the same as the unencapsu-
lated taggants. ($93 for 1 Ib of encapsulated
taggants, plus $17 for 1 b of encapsulating ma-
terial, plus the process, equal $110 for 2 |b of
encapsulated taggants, or $55/Ib.) This corre-
sponds to 2.75 cents/lb of cap-sensitive explo-
sives for the identification tagging material.

IME and a number of other individuals and
organizations have based their cost estimates
on a price of $200/Ib of encapsulated taggants

and an additional library maintenance fee of
$100/year per unique taggant species. This
identification taggant cost has been clearly
identified by 3M as the cost of taggants pro-
duced in their current pilot plant, which is
labor intensive, if there is no program legis-
lated to tag commercial explosives. It does not
represent a potentiai cost figure if a taggant
program is legislated. Details of the cost of
taggants, as a finction of total quantity
needed, were given above. No additional fee
would be required for library maintenance.

Detection Taggants Materials Costs

The Aerospace Corp., as part of its taggant
contract effort for BATF, has put considerable
effort into the development of molecules for
detection taggant purposes. As a result of in-
vestigation of the properties of several hun-
dred potential molecules, five chemicals are
currently considered excellent candidates for
the program. These perfluorinated cycloal-
phones are:

PDCB —perfluorodimethy! cyclobutane,
PMCH — perfluoromethyl cyclohexane,
PDCH — perfluorodimethyl cyclohexane,
PFD —perfluorodecalin, and

PSP —perfluorohexyl-sulfur-pentafluo-
ride.

The final selection of a particular detector
taggant will depend on the results of compati-
bility testing, efficacy in conjunction with the
detection taggant sensor, price, and availabil-
ity.

The microencapsulated detection taggant
would be directly incorporated as a free-flow-
ing powder in commercial explosives and gun-
powders. Since part of the chemical selection
criteria inciudes a low or negligible utilization
of these materials in standard manufacturing
(to minimize false alarms due to ambient air
background), standard cost/price data current-
ly available was supplemented by requests by
the Aerospace Corp. to a number of companies
for budgetary pricing-type estimates at quanti-
ty levels of 200,000 Ib/year. A range of esti-
mates was received for both the cost of the de-
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tection taggants and for the encapsulation
process. Taking these values into account, as
well as adjustments for process yield, the fol-
lowing range of estimates was made by OTA.

Lowerendofrange................... $22.20/1b
Medium ... ... o 40.00/1b
Higherendofrange .................. 58.15/Ib

For purposes of the baseline study OTA has
utilized the medium cost of $40/Ib of encapsu-
lated detection taggant. The Aerospace Corp.,
in their inflationary impact study, estimated
conservatively a value of $65/lb, based on
early data. With the more recent quotes it is
reasonable to estimate a lower value for detec-
tion taggant material. Uncertainty as to .the
value chosen remains due to the following fac-
tors:

final taggant selection,

final contract price,

cost of encapsulation,

the weight effect of the encapsulation
process, and

* the final yield ratio of the encapsulation
process.

Since the detection taggant program re-
mains in the early stages of development, un-
certainty will persist in this value. Variations
from this value will be examined in the cost
sensitivity analysis. The relative significance of
the variations of the detection taggants cost is
not expected to greatly perturb the overall tag-
gant program cost estimates.

Cost and Supply Guarantees

The identification taggants currently pro-
posed to be used are manufactured only by 3M
and are a proprietary product manufactured
by a proprietary process. In addition, a signifi-
cant public overhead cost would have been in-
curred before the compatibility of explosive
materials with the taggants could have been
demonstrated. Mandating the addition of iden-
tification taggants to explosive materials
would, therefore, ensure a monopoly of the
Government-mandated market for 3M, at least
for a period of several years. Under such cir-
cumstances, development of a mechanism to

regulate the virtual menopoly of the identifi-
cation taggant market that 3M would enjoy is
highly desirable. While several suppliers are
capable of supplying the vapor detection tag-
gant, production in the necessary quantity will
probably require significant capital invest-
ment, much of which would be amortized by
the taggant program. It is therefore desirable
to have a mechanism that will ensure the price
of the vapor taggant material as well.

A number of mechanisms are available to
regulate the price of taggants, including:

* a price level set by Congress in the ena-
bling legislation,

* regulation as a public utility,

¢ licensing by 3M of competitors,

® a multiyear, fixed-price contract, and

* a free-market price, regulated only by the
possibility of competition or sanctions if
prices get too high.

The free-market mechanism is probably un-
acceptable, given the long time needed to
either develop and qualify an alternative tag-
gant or enact sanction legisiation. Legislation
of a price or use of a regulation mechanism
similar to that used for public utilities would
be an awkward, time-consuming process for a
product whose total annual value would be on
the order of $11 million.

Licensing is not only disagreeable to 3M, but
it is probably not cost-effective. The cost of
the taggant material includes a component for
amortization of the taggant production facili-
ty, as a new facility must be built and the
primary market for identification taggants
would likely be the mandated explosives mar-
ket. The process that 3M plans to implement is
capital-intensive. Licensing of other manufac-
turers would therefore require the construc-
tion of facilities for the licensee, in addition to
a new 3M facility, resulting in a substantially
higher total cost. ‘

A long-term contract may be the most effec-
tive mechanism. In fact, the 3M cost estimates
are conditional on firm orders for a 2-year peri-
od, although 3M is willing to consider contract-
ing periods of up to 5 years. The details of the
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ntracting mechanism have not been ad-
fjcr)essed bygthis study, although the.re may be
some advantage to a single contracting agency
(presumably within the Gpvernment), rather
than separate contracts with each manufag-
turer of explosives and gunpgwders. In addl-
tion to saving the cost of multiple contracting,
the single-contract concept 'would limit the
amount of information available to 3M on
numbers of product lines and production
quantities of explosives, a matter of some sen-
sitivity to the explosives manufacturers.

Assurance of availability of a taggant supply
is a related issue. A number of approaches are

possible, including:

nufacture and maintain a large inven-
1.‘E?)?y of taggant materials, either by the
manufacturers directly or by the Govern-
ment acting as purchasing‘agent; a 6-
month supply should certainly be ade-
quate; .
2. develop redundancy by. constructing a
backup manufacturing site for taggants;

and

3. utilize the discretionary power_of BATF to
provide relief from the legislatlc?n in cases
of emergency induced interruption of sup-
ply.

A detailed tradeoff would be necessary to
decide the relative merits of options 1 gr)d 2.
Option 2 shares the cost im‘pact. of a.dghtlonal
capital-intensive construction identified for
the licensing option considered abOVe: The ac-
ceptability of option 1 to the explosives apd
gunpowder manufacturers may be heav1|\f/
weighted by who bears the cost burdgn 0
maintaining the 6-month inventory. Optlon 3
carries with it a possibility of weakening the
utility of the taggant program, and woulc?
probably be implemented only if necessary;
for instance, if a manufacturer ran out of tag-
gants and would otherwise be forced to stop
production.

In the OTA baseline costing estimate, the 6-
month inventory option was assumed, and
manufacturing cost estimates include the cost
of the taggant inventory, as well as the cost of
money to carry the inventory.

SENSOR-RELATED COSTS

The detection taggant sensor program is in
the very early stages of developmgnt. To date,
most of the effort in the detection area has
been devoted to the vapor taggant selegthn
process. Because detection taggants are StI”. in
an early development phase,‘a relatively high
degree of uncertainty exists in several of the
principal cost-driving faptors. The 5ensor(s) de-
velopment and production unit cost estimates
are one area, and the quantity of sensors to be
deployed is another. Table 33 sets forth thg
major qualifications which underlie cost esti-
mates of the sensor program. Three systems

are currently undergoing development by the
Aerospace Corp.: the continuou§ glectron cap-
ture device (CECD), the ion mobility spectrom-
eter (IMS), and the mass spectrometer (MS).
Performance specifications are severe for eg;h
of these candidate options including sensitiv-

ity at the parts-per-trillion level apd low (0.01

percent) false alarm rates. Part§ lIStS. for each

of these systems have been identified a}nd

priced by Aerospace Corp. instfument_atlon
engineers and scientists. Commerc‘lgl engineer-
ing "rules-of-thumb’ have been utilized in esti-
mating production price levels. Development
cost budgets and outyear forecasts tota'llng‘on
the order of $2.5 million have been estimated
for advanced engineering development. The
estimates, by the very nature of a development
program, assume that developn?ent'proceeds
smoothly and without major redirection of de;
sign activity. In addition to the total number o

sensors likely to be deployed, uncertainty ex-

ists in:

e the development cost,
¢ the production unit cost,
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Table 33. —Qualification of Estimating Basis for Sensors

Continuous electron capture device lon mobility spectrometer

General availability of technology . . . .

Taggant program status

Currently utilized in lab situation— Commercially available 5 years—
Brookhaven Breadboard 50 currently in use

Design of field instrument in progress Off-the-shelf PC-100 instrument is

being characterized for candidate

Mass spectrometer

High-cost laboratory madel in use—no
commercially available that meets
cost and performance requirements

Preliminary design underway for
low-cost field unit

.
LHJ:Emmm&;zmag»*aﬁughmew

taggants
Parts (materials) identified and
estimated by Aerospace . ., ... .. Yes Yes Yes B
Taggant sensor production cost !
estimated with engineering rule-
of-thumb factor applied to material
Costs ..................... Yes Yes Yes
Quantities to be implemented in a
national program ... ... ... . . . Quantities depend on scenario selection—also degision to purchase instruments rests with a large

and varied user community—airports, courthouses, nuclear reactors, nuclear weapon centers,
military communication Centers, national shrines, Government office buildings, etc.—quantities are

uncertain and open-ended.

SOURCE: Office of Technology Assessment,

* the system or systerns actually employed,
and

* the relative mix of systems to be deployed
if several successfuyl candidates emerge,

Numbers of Sensors Needed

Estimates of the total quantity of sensors
likely to be deployed in the field are further
subject to a wide range of uncertainty, as the
decisions must be made individually by a large
number of organizations, although regulatory
authorities such as FAA and the Nuclear Reg-
ulatory Commission could potentially repre-
sent customers for large numbers of sensors.
The target to be protected must be high-valued
and subject to controlled-access. With the ex-
ception of checked baggage, it is unlikely that
any location that does not now have a guard
would employ a detection taggant sensor.
Likely targets for bombers, and likely locations
for sensors, include airperts, nuclear reactors,
nuclear weapons centers, military communica-
tions centers, Government buildings, and com-
puter centers. There are approximately 620 air-
ports in the United States, using approximately
400 X-ray machines to scan carry-on luggage.
There are 70 nuclear power stations, and thou-
sands of Government buildings of one type or
another. Police bomb squads may also use
portable sensors for investigation of bomb
threats.

61-401 0 ~ 80 - 8

In the baseline program identified by OTA, a
total of 1,500 sensors was assumed deployed.
That number would include one sensor each
for passenger sCreening, carry-on baggage, and
checked luggage for each current X-ray ma-
chine station, as wel| as 300 for protection of
other high-value targets. The low-leve! pro-
gram assumed 800 sensors, 2 each for each cur-
rent X-ray station. The high-level program as-
sumed 5,000 sensors, enough for al! controlled-
access transportation facilities, nuclear power-
plants, important Government buildings, and
portable police use.

Sensor System Related Costs

The annual unit system cost for the sensors,
including installation, maintenance, and false
alarms, is shown in table 34. since each point
of controlled access where detection sensors
are contemplated is already manned by per-
sonnel (who check entering personnel or
search baggage), direct operator costs are not
included for the baseline case. Excess false
alarm rates would possibly be a cause for add-
ing personnel. Training would be accom-
plished by the detector instrumentation com-
pany and occur either at the company as part
of an operator training seminar or at the time
of equipment installation. Maintenance costs
for all of the candidate systems are estimated
at 10 percent of the hardware investment cost.

A
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Table 34.—Vapor Taggant Detactor System Cost (annual cost per unit}

Continuous
electron capture lon mobility

Hardware investment device spectrometer -Mass spectrometer
Costperunit ..........c.0 i, $12,355 $15,160 $35,270
Installation and checkout . . ................... 500 500 500
Hardwaresubtotald . . ....................... 12,855 15,660 35,770
Annual cest of investment perunitb. ... ... .. ... ..., 2,082 2,537 5,795
Annualmaintenance. . .......... .o iiiniana. 1,236 1,516 3,433
Costoffalsealarm @ .01%rate. .. ............... 0 0 0
Total annuai cost per detector .. .............. $ 3,318 $ 4,053 $ 9,228

ncludes cost of training operating personnel.
Estimated 10-year life and 10-percent interest rate.

SOURCE: Office of Technology Asessment,

Figure 12.—General Fungtional Network for
Vapor Taggant Detector

. sample in
7 Vapor ¢ " Sample " Detecigy
i sampler o7 processof Tii i -module
' ! Reagént ‘
;. gas source |
" Galibrator -
H B N H

TotalCost = A+ B+ C+ D

SOURCE: Office of Technology Assessment.

Mix of Sensors

Development of the CECD, IMS, and MS
sensors is expected to continue in a parallel
fashion. A system type would be eliminated if
demonstrated to be infeasible. A mix of possi-

ble sensors in the field is likely (given feasibil- - -

ity demonstration) since each instrument type
would be found to offer advantages in given
scenarios for performance (specificity, thresh-
old, etc.) and costs (acquisition and operation
and maintenance). The baseline program as-

Figure 13.-—Estimated Annual Vapor Taggant
Detector Cost v. Quantity Deployed

* Hardware cost only

* Annualcost = P -§ ! +1}+ Sl
(1+)0 -1

Anm,"a,l cost where: P = first cost

in millions of S = salvage value (assumed 0)

FY79% n = equipment life (estimated 10 years)

i =.interest rate (estimated @ 10 percent)

30 [ e e e R

© % Massspectrometer X

25 'I
20 =

15 s o/ lonmobility spectrometer

10 =

5 |- —~ , S

. ‘Gontinuous electron captured:

1 1 Lo e Lo

500 1,000 2,000 3,000 - 4,000 5,000
Quantity of detectors deployed

sumes a total of 1,500 sensors is deployed, 90-
percent IMS and 10-percent MS.

The annual cost per sensor for this mix is ap-
proximately $4,580. In the cost synthesis sec-
tion program costs have been estimated for
various levels of implementation of sensor sys-
tem to fit various utility levels examined in this
study.
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False Alarm Costs

False alarm response costs have been exam-
ined by FAA as a function of the false alarm
rate for various technical approaches includ-
ing explosive vapor detector schemes. The FAA
study examined two airline operations at Lo-
gan Airport, Boston, as a basis for the opera-
tional scenario. As false alarm rates increase,
so do the number of hand-searchers required
and, therefore, the cost of operation. The re-
sults of that analysis, adjusted for the taggant
vapor sensor, are shown in figure 14, where
estimated annual cost impact for each of the
airlines is shown as a function of the vapor
detector false alarm rate. Incremental costs
are incurred in a stepwise fashion at alarm

Figure 14.—Estimated Cost of False Alarms
v. False-Alarm Rate

Annual
system
costs
($00,000)

4

Based on analysis of selected
airline activity @ Logan Airport
processing 6.5 bags/min in

3 b— explosives vapor-detection scheme

Detection taggant sensor

performance specification ———’—
| of alarm rate .01% Delta Airlines

2 ' 4819bagsiday)

Probability of false alarm
SOURCE: Office of Technology Assessment.

rates greater than 0.05 percent (1 in 2,000).
Since the performance design specification for
the taggant sensor false alarm rate has been es-
tablished at 0.01 percent (1 in 10,000), no false
alarm costs are expected if this performance
goal is realized. Cost level impacts reflect the
particular operational activity characteristics
of Logan Airport and would not necessarily
reflect nationwide characteristics. Discussions
with FAA personnel indicate that nationwide
cost effects due to false alarms would be less
than that reflected for the Logan scenario;
costs of false alarms, on a national average,
would probably not be significant at rates as
high as a few percent, the current false alarm
rate for airport magnetometers.

The cost of false alarms can also be calcu-
lated as a function of the cost per bag
checked. At a rate between 0.05 and 0.175, the
estimated cost of increased inspections due to
false alarms is approximately 2.8 cents/bag at
Logan. Airport. At an annual level of 300 mil-
lion checked bags per year in the United
States, the estimated cost of false alarms due
to checked baggage alone would be approxi-
mately $8.4 million. As noted, the cost esti-
mate for Logan is considered high for purposes
of estimating national levels; nonetheless, the
potential cost due to false alarms would be a
significant cost impact when considered in ab-
solute terms. Since the cost of security checks
at airports are ultimately passed on to the
airline customer, the direct per capita costs
would be minimal. At an average of 1.5 bags
checked per passenger the per capita annual
cost for the above conditions would be on the
order of 5 cents. A high false alarm rate could
lead to delays in the departure of aircraft, with
significant losses to both airlines and the
delayed passengers.

EXPLOSIVES AND GUNPOWDER MANUFACTURING COSTS

The value-added costs of the taggant pro-
gram that occur at the explosive manufactur-
ing level are addressed here. As has been al-
luded to earlier, the manufacturing process im-
plications for tagging implementation are best

understood for cap-sensitive packaged high ex-
plosives where pilot-plant tests have been ac-
complished. The tagging implications for deto-
nating cord and detonators, conversely, are
only addressable in a general way. As no feasi-
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ble designs have been set forth for the required
tooling, and engineering design and analysis
have not been accomplished, the implications
for blasting cap design remain uncertain, Be-
cause the OTA study effort was time-con-
strained, the major survey emphasis was
placed in the area of cap-sensitive packaged
high explosives. The estimates for cap-sensitive
manufacturing costs are based on discussions
with the major manufacturers. Some of these
estimates are applied to other explosive types
where appropriate. Preliminary estimates and
analysis by the Aerospace Corp. are also uti-
lized as a cost basis for certain explosive types
and associated cost elements where deemed
appropriate. ‘These cases will be cited and
commented cn as to their reasonableness and
depth of treatment.

The following subsections address each of
the manufacturing cost elements considered in
this study. The last subsection summarizes the
estimates of the various elements of manufac-
turing cost.

Estimates of the current cost for each of the
expiosive product categories considered are
shown in table 35, along with the raw material
costs. The difference between price and raw
material costs is made up primarily of labor,
overhead, and markup (profit). Specific data
for these important elements of cost were not
available to this study, since this kind of data
is considered extremely proprietary. The un-
certainty in the specific division of the other
costs and markups makes it difficudt to assess
the degree to which the explosives manufac-
turer will either absorb, ‘or pass on through

Table 35.—Current Manufacturing Cost/Price Data

Current cost of
explosiveraw ~ Average current

Explosive product category materialsa price per unit®
Cap-sensitive explosives. .. .. .. 15¢/ib 50¢/1b
Castboosters .............. 60¢/Ib $1.50/1b
Black powder .............. 11¢/1b $6 - $9/1bd
Smokeless powder. .......... NAe $6- $9/1b¢
Detonatingcord. ............ 2¢/1t Se/ft
Blastingcaps ............., 20¢ - 30¢/cap 50¢/cap
a5gurce IME.

'Aecospace Corp.

CThe IME reference did not contain this data. It is known that the military pays on the order of
88¢/1b.
A leading manufacturer has recently quoted $9/1b of powder.

SOURCE: Office of Technology Assessment.

LR

higher markups, the added cost of taggants in
the manufacturing process. This issue will be
amplified later,

Revised Processes, Tooling, and
Facility Costs

Cap-Sensitive Packaged Explosives

Requirements for additional tooling and
equipment to accommodate the tagging proc-
ess in dynamites, emulsions, slurries, and gels
consist of equipment for weighing, hoppers,
means of transferring taggant samples, and
storage bins for secured storage areas. The
cost for equipment to add the taggants into the
explosive mixing process is small, as most
manufacturers use a handmixing operation.
Based on data provided by one explosives
manufacturer, OTA estimated the added cost
for these investments as a function of the
unique batch size and other considerations re-
garding waste and productivity. OTA assumed
a 10-year life, 10-percent interest rate in order
to annualize this initial investment Detailed
requirements for other manufacturers of cap-
sensitive packaged explosives were not made
available for this study. OTA believes that
these marginal cost requirements are represen-
tative of the cap-sensitive explosives industry.

The Aerospace Corp. indicated that some
manufacturers might wish to install automatic
taggant-dispensing equipment, and concluded
that this cost should be similar to the cost of
the labor it replaces and hence would be cov-
ered under the labor cost element. OTA’s
study survey and site visits did not uncover any
particular requirement for automatic dispens-
ing equipment at either gel or dynamite manu-
facturing facilities.

Cast Boosters, Smokeless Powder, and
Black Powder

Specific tooling and equipment require-
ments for these product categories were not
available. For estimating purposes the assump-
tion was made that the estimate for cap-sensi-
tive explosives should be a representative val-
ue until detailed requirements are established.
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Detonating Cord

Tooling designs must be developed in order
to provide tagging capability at each detonat-
ing cord production line. Aerazpace Corp. indi-
cates that several pieces of hardware have
been tested but no effective equipment is cur-
rently available. They further feel that a sta-
tion configuration would apply both the identi-
fication and detection taggants together with
an adhesive before the final assembly polyeth-
ylene sheath is applied, and that a reasonable
cost for a station having a 5-year life is $50,000.
Five such stations would be required by the in-
dustry for an annual production of 500 million
ft. The estimated cost for detonating cord tool-
ing is $250,000. Amortizing this cost over 5
years at 10-percent interest yields an annual
cost of $66,000 or $0.00013/ft.

Blasting Caps

The process by which taggants would be
added to blasting caps has not yet been deter-
mined; it may well vary from one manufac-
turer to another. Alternate possible ap-
proaches are to place the taggants between
two end plugs, embed the taggants within a
single end plug, or add taggants to an existing
interior polyethylene strip. Cost will vary con-
siderably depending on the process chosen
and the current cap assembly process. For pur-
poses of the study, a conservative value of $2
million per manufacturer was assumed. Amor-
tizing the $8 million cost (four manufacturers)
over 5 vyears yields an annual cost of
$2,112,000 or $0.025/cap. This figure would be
high if one of the simpler methods of tagging
detonators were adopted. However, the effect
on the total cost of a tagging program is small.

Labor

Cap-Sensitive Packaged Explosives

Manpower estimates by the manufacturers
indicated a range of requirements varying
from two to six additional men at a site. The
variation results from differences among par-
ticular site layouts, processes, and procedures
in ‘use, For instance, in one company effort

would be required in various locations such as
the dope house, works control, laboratory (in-
cluding works laboratory), and in the magazine
area. Additional activities involved include
ordering, stocking, weighing, and supplying
taggants to operators; collecting data, taggant
samples, keeping records of codes; handling in-
creased recordkeeping in magazine areas; and
examining the codes before use in the manu-
facturing process. One contractor also indi-
cated increased manpower costs due to code
confusions and returned shipments. It should
be noted that incremental labor costs for the
actual mixing operation of taggants and re-
lated packaging are essentially zero. All addi-
tional estimated labor costs are associated
with peripheral activities in coordinating, han-
dling, and recordkeeping activities.

The estimate for labor, as indicated by the
manufacturers, is slightly greater than 1 cent/lb
of explosives, which reflects approximately
five to six additional men at the plantsite.

Cast Boosters

For the purposes of developing a baseline es-
timate, the Aerospace Corp. analysis is utilized
here. Assuming that this will be a manual proc-
ess, two additional personnel were estimated
per assembly line. Given the four manufactur-
ers {eight lines) the estimated annual cost is
$400,000 or $0.067/1b of explosives.

Biack Powder

Labor costs associated with tagging black
powder were studied by the Goax Co. and ref-
erenced in the Aerospace Corp. Inflationary
Cost Impact Study. The estimated cost per
pound of black powder for manufacturing la-
bor of 1.5 cents is based on replacing the pres-
ent date-shift code with a tagging material sys-
tem. Elements include:

® storing tagging materials,
* security for storage and handling of tag-
ging materials,
® administrative and recordkeeping, and
* impact on the manufacturing process (as-
“ suming a cleanup would be required in
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the glaze and packhouse operation each
shift),

This cost is exclusive of taggant materia! costs.
Based on the study by Goex, OTA estimated
the cost of labor for black powder to be 1.5

cents/lb.

Smokeless Powder

The Aerospace Corp. estimated labor effort
added costs per pound of smokeless powder to
be on the order of 6.6 cents (including the
distribution system costs) and assumed that
much of this cost could be absorbed within the
current manufacturing and distribution organi-
zation. The estimate is based on the following
assumptions: '

* 2,000 Ib/lot,
* 2,500 different tag lots produced, and
* 100,000 cases/year (50-Ib cases).

Manufacturing costs were estimated to be
0.4 cents (of the total 6.6 cents). Since ade-
quate data are unavailable to validate the esti-
mate, OTA estimated the cost of manufactur-
ing labor for smokeless powders at the same
level as black powder, using the Goex estimate
of 1.5 cents/lb.

Detonating Cord and Blasting Caps

The Aerospace Corp. estimate for detonat-
ing cord assumes that each assembly line
would require one additional person to main-
tain a tagging station and to operate it during
production. At $25,000 per man, the five sta-
tions would add an annual cost of $125,000 or
$0.00025/ft of cord.

Similarly, the Aerospace Corp. estimates are
used for blasting caps. Several additional
workers may be necessary to operate and
maintain the new equipment required. A rea-
sonable estimate is four per manufacturer

Productivity

Cap-Sensitive Packaged Explosives

Potential productivity losses have been esti-
mated by the industry to be as high as 15 per-
cent. The primary cause of such losses would
be halting production to change taggant codes
and avoid contamination. Consequently, the
extent of such losses depends on the degree of
taggant cross-contamination that vyould bg
permissible and the taggant batch size. \{arl-
ous kinds of cest can impact the situation.
They are:

* |oss associated with scraping of hopper;,

® new investment to offset production
losses, '

* loss of the market for mixed scrap, cur-
rently sold as an inexpensive explosive,
and ’ .

®* new investment for expanding waste dis-
posal facilities.

As currently perceived by one major manu-
facturer of cap-sensitive packaged high explo-
sives, preductivity losses will have a direct cost
impact in each of the areas noted above. Prp-
ductivity losses are estimated at 15 percent in
the condition where cross-contamination is not
permitted and on che order of 8 percent wher_e
batch cross-contamination of 10 percent is
permitted. Waste losses associated with scrap-
ing of hoppers every fourth mix were also esti-
mated. A significant amount of the mixed
scrap material is currently marketed as a low-
quality explosive. If this material could no
longer be marketed due to extensive taggant
cross-contamination, there would be a further
loss in profits. Current environmental regula-
tions require that waste be disposed of by
means other than burning in the open, in effect
requiring additional waste disposal facilit!es.
In order to maintain the current production
and sales base, and thus maintain an adequate
profit level for the company, additional pro-
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The total cost due to losses in productivity
could thus add up to several cents per pound
of explosives for the worst case condition. If a
10-percent taggant Cross-contamination level
were permitted (BATF assumes this level) the
cost impact would drop dramatically. If a spe-
cial “composite code’’ were created, then tags
containing this code could be added to scrap
material and any other material containing
cross-contamination in excess of 10 percent;
investigators finding tags with the composite
code would know that any other tags should
be ignored. This would essentially eliminate
costs for decreased productivity. The OTA
baseline program assumes that such a compos-
ite code taggant is used, so that productivity
losses are negligible.

Other Explosive Categories

Since pilot testing of adding taggant mate-
rial to boosters, gunpowders, detonating cord,
and caps has not taken place, the effects on
productivity are not apparent. For purposes of
costing the baseline system, OTA assumed
there would be no productivity losses,

Inventory Costs

Inventory costs, including the associated
cost of money, are a function of supply held in
inventory. There is no reason to assume the
tagged finished product would be held longer
than is currently the case. It may be necessary,
however, to stockpile a significant inventory of
th> taggant material to ensure an uninter-
rupted supply, particularly for identification
taggants, where there is likely to be only one
supplier. For the baseline case, the quite con-
servative assumption was made that a 6-month
inventory of both types of taggant materials
would be stockpiled. The added costs for the
various types of explosives would be:

bor would be required for cap-sensitive explo-
sives, as the batch size would be the same as
the current date-shift batch size. For the high-
level program, with 10,000-lb maximum batch
size, each batch would need to be separated
by an access aisle from other batches, requir-
ing additional space and labor. Access aisles
would need to be maintained for inventory
control and inspection.

Quality Control

Quality control cost estimates are included
in the labor costs element. Some level of effort
is required to ensure the taggant code and tag-
gant quality prior to mixing. This effort would
take place in the plant lab or “works” lab, to
examine each code before use in the product.
This appears to be a reasonable precaution
since the integrity of all substances entering
the “mix” must be assured to maintain prior
safety levels. In addition, occasional speci-
mens would be examined to assure that the
taggant-mixing specification (uniformity, shelf-
life, etc.) was being achieved.

Safety

Requalifying all product lines with taggant
materials would be a necessary safety testing
requirement for the various explosives manu-
facturers. This one-time capital cost would in-
volve analysis and testing of each type of prod-
uct. To an extent uncertain at this time, the
pilot testing programs have and wil] contribute
to this requalification effort. Due to the uncer-
tainty involved, OTA included the cost of safe-
ty requalification in the cost element esti-
mates. It should be pointed out that the abso-
lute cost levels of nonrecurring costs are not
insignificant. However, after amortizing these
costs over the significant production weights
of explosive produced annually, the relative

y ontributi finc | costs un
(there are four manufacturers) for an annual in- duction facility augmentation would be re- ; gggssteerrlzlfl.v?::::::::::::::::::::::::8:882;;:5 cc>f Zirp?osi\?e: EC; qSit;esnr:weanl‘l[é costs to a pound
crease of $400,000. The resulting cost per blast- quired to offset the expected losses in produc- Smokeless powder ... ..., .. .. . . $0,0021/Ib
ing cap is $0.0048/cap. tivity. Blackpowder .......... .. . . " $0.0021/Ib

Space and added labor have been included in
the facility and labor costs detailed above. For
the baseline case, no additional storage or la-

Recordkeeping Costs

In order to maintain the integrity of the iden-
tification taggant tracing network, a certain
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amount of additional or new recordkeeping
must take place within the explosives distribu-
tion network. Current Federal requirements are
that each explosive package and shipping case
be marked with an identification code citing
the:

¢ plant of manufacture,

the date and shift manufactured, and
the type and grade of explosives.

Explosives covered under this regulation are
the:

* cap-sensitive packaged explosives (dyna-
mites, slurries, water gels, and emulsions),
cast boosters,
blasting caps,
black powder, and
detonating cord,

Records of the identification code must be
maintained at the manufacturer level as well
as each subsequent distributor. Smokeless
powders are currently exempt from this re-
quirement, although powders used to hand-
load pistol ammunition must be recorded at
the retail sales level.

The cost of recordkeeping has been in-
cluded as part of the labor manufacturing cost
elements.

Markup

To the extent that incremental taggant costs
are passed on to distributors and users, markup
costs must be included as part of the final
product price. No specific-data were available
to treat markup for most of the explosive prod-
uct categories. For purposes of establishing a
baseline cost estimate, OTA assumed a 10-per-
cent markup at the manufacturing level. This
value may seem low, but all handling costs
have been specifically covered in other cost
elements, including an overhead allowance.
Markup in that sense is essentially profit on the
additional costs. Normal markups must cover
all of the handling costs.

In addition to manufacturing level markups,
OTA considered the pyramid of markups that
occurs throughout the various echelons of dis-
tributor and retailer levels. This is addressed in
the next section.

Summary of Manufacturing
Costs Added

Manufacturing costs elements and total cost
added as a result of the inclusion of identifica-
tion and detection taggant materials in explo-
sives are summarized in table 36. The added

Table 36.—Summary of Explesives and Gunpowder Manufacturing Costs Included

Bt e A

i

(™ v

Costs included

Baseline case Black Smokeless  Detonating )

Cost element cap sensitive ©  Boosters powder powder cord Blasting caps
Nonrecurring costs
Toaling. . . g .................................. Yes Yes Yes Yes - Yes Yes
Sl0rage o e No No No No No No
Product requalification , .. ......... ... .. .o, Yes Yes Yes Yes NAa NA2
Waste disposal facilities . .. .......covur i, No No Mg No No No
New investment to offset productlosses . . ............. No No No No No No
Recurring costs

Manufacturing processfabor. ... .......... ..., ...

Recordkeepin%p, ............. e e } Yes Yes Yes Yes Yes Yes
Qualitycontrol. . ......ovvvn e i \
Product 10SSBS. . v oo vy e Veens No No No No No 0
Waste producttine. ....... ... 00 e No No No No No No
INVERtOrY COSIS . o o s vt i i e i Yes Yes Yes Yes Yes Yes
Administrative expenseb. . . . . e

Bottom line cost per unit of explosives ................ 1.03¢/1b 7.7¢/1b 2¢/1b 7.2¢/Ib .04¢/1b 3.1¢/cap

T A, SRS S, W, S, o T S S A e e T, SIS [ A mat, SIS, SR oo

y

2Data unavailable.
Bincluded in labor.

SOURCE: Office of Technology Assessment.
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costs include the estimated costs to the manu-
facturer and associated markup as well as the
markup placed on the cost of the taggant raw
materials,

Manufacturing costs for cap-sensitive pack-
aged high explosives are based on detailed in-
puts received from a major manufacturer. The
raw data are proprietary information and are

not shown here. The detailed cost data were
analyzed and alternative ground rules were
established to gain insight into cost effects
where taggant batch size was varied; related
effects were taken into account regarding the
productivity and waste issues. The cost ele-
ments included in various assumptions, along
with the bottom line cost per pound of explo-
sives, are shown in table 37.

Table 37.—Cost Summary of Cap-Sensitive Packaged High Explosives Manufacturing Cost Variations With Assumptions

Costs included

Case 1 Case 2 Cise 3 Case 4 Case 5
20,000-Ib-1ag batch size
10,000-12,000 Ib tag plus allow cross- Tag batch size equals

Cost elements batch size 20,000-Ib tag batch size contamination day’s production Plant/year
Sitemanpower. . ................. Yes Yes (less than case 1) Yes (less than case 1) No No
Productionlosses.....,........... Yes Yes Yes No No
Waste. ..o Yes Yes (less than case 1) No No No
Requalification ., . ................. Yes Yes Yes Yes Yes
Waste disposal facilities. . . .......... Yes Yes (less than case 1) No No No
Equipment and storage . . ... .. Ve Yes Yes (less thancase 1) Yes (less than case 1) Yes (less than case 3) VYes (less than case 3)
Investment to offset production losses ., , . Yes Yes (less than case 1) Yes (less than case 2) No No
Taggant inventory costs, , .. ......... Yes Yes Yes Yes Yes
Administrative .., .. e s Yes Yes Yes Yes No
Bottom line cost per pound of

explosivas excluding markup . ...... 4.0¢/1b 2.3¢/lb 1.4¢/Ib 0.6¢/Ib 0.3¢/Ib

SOURCE: Office.of Technology Assessment.

DISTRIBUTOR COSTS

A general schematic illustration of the dis-
tribution network for explosives is shown in
figure 15 while the network for gunpowders is
shown in figure 16. Detailed quantitative net-
works are not available; however, these illus-
trations serve to depict the manner in which
transactions take place within the industry.
Within the networks, potential cost impacts
occur in the areas of recordkeeping, process-
ing and handling, storage, and further poten-
tial pyramiding of markup costs throughout
the distribution network.

Recordkeeping at Distribution Levels

Recordkeeping and control of parkaged
high explosives are required by the present
date-shift code regulation. Additional parti-

tioning of explosive products may be required
beyond that required by the date-shift code
regulations, which may or may not have an in-
cremental cost effect at the distribution level.
No detailed studies of additional recordkeep-
ing elements which would be required, or the
time necessary, have been conducted to date,
IME assessment of new activity requirements
by the distributor includes:

* comparing the taggant lot numbers with
the bill of lading with greater frequency,

* classifying each explosive product by type
and taggant lot number to facilitate locat-
ing records,

* expanding storage space for the increased
number of books and records, and

® increasing the time to locate the proper
product and taggant lot number at sale
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Figure 15.—Schematic of Cap-Sensitive High
Explosive Distribution Network

Large
customer

Figure 16.—Schematic Distribution Network
of Gunpowders
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Figure 17.—Recordkeeping Activity v.
Tagging Level

¢ Cap-sensitive packaged explosives

¢ Impact on distributori/retailer

¢ Based on Aerospace analysis of
BATF tracing record

Distributor/retailer
percent increase
in recordkeeping,

processing and
handling effort

cap-sensitive explosives,
boosters,

detonating cord, and
blasting caps.

* T O °

This conclusion is particularly appropriate for
the baseline case, in which the taggant batch
corresponds to the current date-shift code
batch size.

The impact on the distributors of black and
smokeless powders is somewhat different.
Black powder and pistol-grade smokeless pow-

gmary Company- der currently have significant recordkeeping
points distributor requirements, while the other smokeless pow-
1 8 der grades have no current recordkeeping re-
‘ : ) g quirements. (Pyrodex®, a black powder substi-
Distrio- Distrib- Dlstrib- k tute, would be marketed and regulated like
Independent 4 i smokeless powder, so incremental recordkeep-
Customer distributor l;‘ ing costs would approximate those of smoke-
é less powder.) An estimate was therefore made
) : of the additional cost of entering the currently
‘ - ] 5 ; unregistered smokeless powder in, and detail-
Retaller 3 | Retailer Retaller § i " ing it out of, the records at each distributor
_ 1 5 , level by taggant code. It was assumed that a
- 1 ! i record for an “item’ would take 2 minutes.
" small outlel ‘é The further conservative assumption was
{hardware made that the average size of an “item’ at the
Secondaty stores, etc) & * master distributor level was 25 Ib (primarily
distribution User ¥ User | User é A CHIEH DRI EUENEEC I, IR case {ots handled), was 10 Ib at the distributor
points ' h " 5,000 10,000 15,000 20000 |evel, and was 2 Ib at the retail level. Since con-
i Tagging level in pounds siderable recordkeeping requirements current-
SOURCE: Office of Technology Assessment. ] g SOURGE: Office of Technology Assessment, 'g:)sez(slsf”feorg p;igzlrngégdt:eosrggk‘he;]egstﬁgs“édg? :2:
i other powders. A small additional cost for rec-
(due to the greater number of records that * 1.46 codes per order (12,000-1b tagging lev- q would be required on bills of sale. Tagged ex- ordkeeping was assumed at the retail level for
must be searched). el) (based on Du Pont data), and B % plosive materials would riqUifiapPFOXimZtely black powder. The cents per pound added by
R . * 1.66 codes per order (7,900-Ib tagging lev- ! 25 percent more entries than the untagged ex- those costs are shown in table 38.
The Aerospace Corp. further considered: el) (based or?dynamitfe traces). seine b plosives for transactions at the distributor
® segregating material on trucks and in L - ¥ " level. This analysis was specifically for tagging
mggagéinesgto a smaller quantity; and In effect these: data indicate that the addltlon— 1 at the 20,000-1b level. At the retailer/explosive Storage
e recording additional information in or- al recordkeeping, processing, and handling ef- f user level an 8.7-percent increase in data en- .
ders. invaices. and inventory lists forts for the finished explosives may be in- { tries were computed using Federal form 4710 EXDIQSIVGS are now generally separated by
SN , y . creased by up to 66 percent, depending on the ¢ and the bill of sale or delivery ticket ‘ date-shift code batches for magazine storage
An analysis by the Aerospace Corp. of avail- tagging level. A plot of activity increases ver- : y ticket. at all levEls in the distribution chailn, as records
) able BATF tracing records revealed that rec- sus tagging level is plotted in figure 17. This § Aerospace did not quantify the absolute must be kept, and physical control maintained
orc,ikeeping entries on bills of lading would in- plot unﬁeﬁcores thch)iramatic invgerse relation- : cost idmdpact asladresu}l]t of this tricingsnalysis, by dateshihft batch. F?Ej tkl;e baseline ta'gfga}?t
volve: ship of recordkeeping activity with the unique I i but did conclude, however, that the costs case, no changes would be necessary. If the
i . § tagging batch level. § would be insignificant for cap-sensitive pack- taggant batch were smaller, then additional
) lﬁ?;:si%s zir ggczleg(i?_,EOt(:;lg;:gfflnsge{;ae\; The Aerospace Corp. further reviewed the » g aged high explc?sives. The OTA ana}lysis as- storage space would be required ror.access.'An
manufacturers in 1976 and 1979) dditional dp P- ) hich R sumed that negligible added costs exist at the estimate was made of the cost of magazine
’ additional data entry requirements whic iy | distributor retailer level for: space, based on two data points. The added
i
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Table 38.—Estimated Cost Impact {or Powders
at Distribution Metwork (cents per pound)?

Smokeless powder
Pistol loading  Rifle and
Distribution level Black powder grade shotgun grade
Master distributors
Rcordkeeping........ 0 1.2b 2.4¢
Storage . ............ 0.2 0.2 0.2
Distributor/wholesale level
Recordkeeping......., 0 a3d ge
Storage . ............ 0.2 0.2 0.2
Retail level
Recordkeeping . ....... 1 156 30¢
Storage ............. 0 0 0
1.4 19.6 38.8
Total cost through the distribution chain
Black........... oo i 1.4¢
Pistol . oo e 19.6¢
Other. ... ..o iiinees 38.8¢

If pistol powder is assumed to be 25 percent of total smokeless poveder,
the average cost impact for smokeless powder is 33¢/Ib.

daEstimate by integrated master distributor, wholesaler, retailer,
bgased on 1 minute/lot. Average lof slze 251b.

CAssume 2 minutes/lot.

dpssumed lof size s 10 b.

€Assumed lot size is 2 1b.

SOURCE: Ofiice of Technology Assessment.

cost per pound of explosives was less than 0.1
cents, even for the case in which 10,000-1b
maximum Jots were tagged. For black and
smokeless powders, the assumption was made
that separation by taggant lot would require

additional storage space at both the master
distributor and distributor levels, but probably
not at the retailer level. Using the same data
base as above, the cost was estimated to be ap-
proximateiv 0.2 cent/Ib at each level, as shown
in table 3o.

Summary Cost Including Markup

Distribution level costs are summarized in
table 39. Markup on total costs incurred
through the distribution system for explosives
was assessed at 25 percent; for black and
smokeless powders a total markup of 80 per-
cent was assumed. This estimate is based on
analysis of costs and price at each level, sup-
plied by an integrated powder distributor.
Table 39 sets forth the net cost added by the
distribution netviork and further summarizes
the net cost tn explosive users from both
manufacture and distribution for the various
explosive categories. To illustrate the effect
that the meuiod of program implementation
can have (taggant batch size and treatment of
waste), costs for the five cases previously
defined for the cap-sensitive high explosives
are shown. Case 4 is, as noted, the OTA base-
line case.

Table 39.—Distribution System~Summary of Cost Added and Markup (cents per pound)

Total cost leaving Distribution Distribution Total cost added by ~ Total added price

Explosive category manufacturing facility  system cost added system markup distribution system to user
Cap-sensitive packaged high explosives

Caset...... oo iiveiviann, 8.5 0.2 2.2 2.4 10.9

Case2. ... .cciiiiniiniiaan. 6.6 0.1 1.7 1.8 8.4

Cased. . i 5.6 0.1 1.4 1.5 7.1

Case 4 (baseline)..............., 4.8 -~ 1.2 1.2 6.0

CasesS...ocoivvrieviniineinn, 2.9 - 0.7 0.7 3.6
Boosters . ....... ... o, 20.9 0.2 5.3 5.5 26.4
Blackpowder.................,.. 6.3 1.4 6.20 7.6 13.9
Smokelesspowder . ............... 6.3 33.0 31.4 64.4 70.7
Detonatingcord .. ......... .. ..... 0.6 - 0.2 0.2 0.8
Blastingecaps..............cou. 5.0 - 1.2 1.2 6.2

SOURCE: Office of Technology Assessment.
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H
USER COST IMPACTS
The cost increases estimated to occur as a e distribution network cost added including
result of the baseline taggant program are sum- markup.
marized and their impact on users analyzed. L
The following increases are noted for the base- i
) line case: :
Increased Material Costs . ‘
Explosive category Percent cost increase ;L
The net cost increase due to tagging explo_ Cap-sensitive packaged hlgh eXplOSiVeS ....... 11.9 i
sives is summarized here. Summary cost im- Boosters......... ... ... .. L 17.6
pacts include: Blackpowder........................... 2.3 :
: Smokelesspowder ....... ... ... ... ... ... 11.8 .
o the cos . e . Detonatingcord. ...................... .. 235 v
als t of identification taggant materi Blastingcaps . ... 15 :
* the cofst of detection taggant materials, The individual contributing cost elements to
o . . . . .
m:nku acturc;ng costs added including the overall cost impact are illustrated in figure
rkup, an 18 for the respective explosive categories. ;
Figure 18.—Summary of Added Costs to Explosive Users Cost :
Per Unit of Explosives in Dollars
$/cap 3
58
$/lb Dist
9.70 ~ st | cost !
added
$/1b $/ft ’I
55— 9.50}~ .060 p— 55 = Migr. i
cost i
. added i
54— 9.40— 058 54— j
$/lb $/lb
53} 1.80 (= 9.15 (— 9.30}~ 056~ 53}
: Detec.
. tag
52 1.70 o1 | 1 920} 054 52 mat. ’
51— 1.60 9.05— o10p~ F | o052~ B s} ID tag
.-m s matl.
.50 !- 1.50 9. L 9, L. 05 ' so0b. _Cl}rrent
R ,—-J M_ — ) 4 — -4 \ / \ J Price
Cap-sensitive Boosters Black Smokeless Detonating Blasting
packaged powder powder cord caps
explosives
SOURCE: Office of Technology Assessment.
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For the baseline case, the overall average in-
crease in costs due to tagging is on the order of
12.8 percent, the weighted average for each of
the above percentage contributions. The esti-
mate of absolute annual cost increase.in explo-
sives is approximately $37 million.

Commercial Uses of Explosives and
Gunpowders—-General

Who uses commercial explosi.es and gun-
powders? Over 55 percent of the total weight
of explosives and blasting agents is utilized in
the mining of coal, both in underground and
surface mining operations. Quarrying and non-
metal mining are next in rank (15.4 percent} fol-
lowed closely by metal mining (14.6 percent).
Construction work at 10.6 percent and ““other
uses’ at 4.2 percent complete the spectrum of
user classes as adopted by BOM's annual
““Mineral Industrial Surveys.” Onsite investiga-
tions were conducted for each of the major
user classes in order to determine the order of
magnitude cost and economic impact to the
users of tagged high explosives. The selection
of users investigated. included both under-
ground mining and surface mining as each
type differs in the relative utilization of high
explosives. Onsite investigations were con-
ducted with the following users during the
course of the study:

Underground mining
Metal mining (copperj— Anaconda, The
Crow Fork Mine, Utah
Coal mine—Webster Coal Co., Kentucky.
Quarry
TriState, Maryland
Rockville Crushed Stone, Maryland
Surface mining (open pit)
Metal mining (copper)—Kennecott
“’Bingham Canyon Mine,”” Utah
Construction work
Guy F. Atkinson, California

The following sections describe the findings
of the limited number of ‘intensive investiga-
tions of the above explosive users.

Underground Mines

The Crow Fork (Anaconda) Mine near Toole,
Utah, is a large, deep underground operation
in hard-rock, mining for essentially high-grade
ore. The mine will primarily produce copper,
although significant amounts of silver, gold,
and molybdenum are expected as byproducts.
This mine is still under development and has
had no production of ore as yet. Mine reserves
are estimated at 20 years with an estimated
production output capacity of 10,000 tons of
ore per day. The total use of explosives is pro-
jected to be approximately 0.6 percent of total
operating costs. Approximately 80 percent of
the explosives used are non-cap-sensitive gels
and blasting agents such as ANFQO. The remain-
ing 20 percent of explosives, including dyna-
mites, slurries, boosters, detonators, and deto-
nating cord would be subject to a tagging re-
quirement if taggant legislation were enacted.
A 12.8-percent boost in the cost of tagged ex-
plosives would translate into a 0.02-percent in-
crease in the cost of mining, certainly an in-
significant cost increase. The use of ANFO is
currently related to clearing and aboveground
excavation. Steady-state underground mining
in the future can be expected to change the ex-
plosive mix and potentially increase the cost
increase noted above. If all explosives used in
the future were the cap-sensitive types, a tag-
gant program would increase mining costs less
than 0.1 percent.

The cost impact on underground coal min-
ing is somewhat higher. At present, the cost of
the cap-sensitive slurry and detonators (the ex-
plosives used to mine the coal) represents ap-
proximately 1.4 percent of the total cost of
bringing the coal out of the ground. The in-
crease in the cost of the explosives, due to tag-
ging, would increase operating costs less than
0.2 percent. Other economic factors far out-
weigh increases of this sort.

Quarries

Discussion with the Rockville Crushed Stone
Quarry revealed that explosives contribute to
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slightly over 8 percent of the gross total costs
of operation. Between 1.5 million and 1.75 mil-
lion Ib of cap-sensitive (80 percent) and non-
cap-sensitive (20 percent) explosives are. uti-
lized annually at their location. Since the envi-
ronment is wet, no ANFO is currently utilized.
The blasting activity is all contracted with a
local blasting jobber, who provides the drilling,
explosives, and blasting operation. The cost
impact of an increase due to a tagging pro-
gram is thus significantly higher ‘in this ex-
plosive-intensive operation. However, the in-
crease would still be less than 1 percent of op-
erating costs. If the costs of explosives, caused
by legislation of a tagging program, are much
higher than estimated for the baseline pro-
gram, then the quarry might investigate the
cost potential of using inexpensive blasting
agents, coupled with a water pumping opera-
tion.

A quite dissimilar situation is provided by
the quarry operated by TriState Explosives.
The TriState Quarry produces “facing stone”
in various grades. The use of explosives in the
operation is relatively insignificant, averaging
from 10 to 15 blastings per year. Between 15 to
105 Ib of explosives are used in each blasting,
characterized as a “‘very precise operation.”
The incremental cost of tagged explosives is
therefore trivial.

Open Pit Mines

The OTA study team visited the Kennecott
“’Bingham Canyon Mine” near Salt Lake City,
Utah. This open pit mine has many distinc-
tions, including:

e the world’s largest manmacde excavation,

* the first open pit mine in the copper indus-
try (started in 1904),

* the largest single mining operation ever
undertaken, and

* the holder of the largest copper produc-
tion record of any individual mine in his-
tory.

Figure 19 shows a photograph of the Bing-
ham pit. Each vertical terrace is.approximately
50 ft high. The mine is-an extremely large user
of explosives, with approximately 105,000 b of

explosives used per day or over 36 million
Ib/year. For every pound of explosives used, 4.2
tons of material are mined. Cap-insensitive ex-
plosives predominate the utilization, consist-
ing of almost 80-percent ANFO and almost 20-
percent cap-insensitive slurry. Explosive costs
run from 3 to 5 percent of total operating
costs. High explosives, although a small per-
centage of the total weight of explosives used,
account for 7 to 10 percent of costs for all ex-
plosives used in the mine. Large amounts of
primacord are used, together with boosters,
detonators, and some dynamite for secondary
blasting (e.g., breaking up boulders). High ex-
plosives therefore contribute on the order of
0.3 percent of the total cost of operation. The
cost increase for a baseline taggant program
would be on the order of 0.03 percent of oper-
ating costs.

Construction

The study team discussed the impact of
tagged explosives with the Guy F. Atkinson Co.
in South San Francisco, Calif., a large con-
tracting firm that utilizes large quantities of
explosives in both underground (tunneis, etc.)
and aboveground construction operations. In
recent years this firm has utilized on the order
of 20 million lb of explosives annually. In un-
derground applications, operating costs are
considered to be very sensitive to the cost of
powder. Values placed on underground opera-
tions were:

Pounds of

powder to

remove yd? Cost per yd*
General........ Yito1% lb 13¢-88¢
Coal.......... i lb 17¢
Hard-rock. .. ... 11b 50¢

In a recent tunne, application, Guy F. Atkin-
son used approximately 900,000 caps in the
construction’ of a 22-mile tunnel. At an esti-
mated 50 cents/cap, the value of caps alone
amounted to approximately $500,000.

In aboveground work, Guy F. Atkinson re-
cently utilized over 40 million Ib of explosives
in the construction of the Maloney Dam in Cal-
ifornia. This fixed-price contract was very

Fuprmar e s
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Figure 19.—Bingham Canyon Open Pit Copper Mine

“powder intensive.”” The value put on explo-
sives was approximately 9 percent of op.e’ratmg
costs, consisting of 70-percent cap-sensitive ex-
plosives and 30-percent ANFO.

A baseline taggant program would increase
operating costs approximately 1 percent, a sig-
nificant cost, but probably not sufficient to
cause a shift to alternative excavation meth-
ods. One additional potential impact should
be noted. Such construction projects are nor-
mally long-term, fixed-price contracts. A sharp
jump in the cost of explosives during the
course of the contract could significantly af-
fect profits.

A summary of the findings on current explo-
sive cost contributions to the various user

Photo credit: Kennecott Copper Co.

classes is shown in table 40. Explosives per-
centage contributions to operating costs vary
(dependent on user type) from less than 1 per-
cent (underground metal mining) to as high as
9 percent (dam construction example). As a re-
sult, the cost impact of an increase in the price
of cap-sensitive high explosives also varies,
particularly as these explosives reprgsent vary-
ing portions of the total explosive mix used.

Handloading

The above cost impact calculations were for
industries that are generally able to pass on in-
creases in the cost of operations to their cus-
tomers. Handloaders, however, are the ulti-
mate users of the product, and must absorb

Ch. V—Taggant Cost Review * 121

Table 40.—Current High Explosives Cost Impact
for Various User Classes?

Percent increase in
operating costs

Percent of due {o baseline
operating costs  taggant program
Underground metal mining . . . . . 0.2v 0.02
Underground coal mining . . . . . . 1.4¢ 0.2
Open pil metal mining. . .. ... .. 0.2100.5¢ 0.03
Quarries . .. ............. .. 8.0¢ 1.0
Construction
Aboveground dam construction 9.0e 1.0
Excavation—general . .. .. ... 2103 -
Tunneling .. ......... .. .. 5 -

4These are singie pon! samples

Dygtat operating costs including refimng were not avaitabie For direct miring cost operations. ex-
piosIves accounted far iessthan 1 percent of costs

CNOTE  This data point refiects 4 tghly efficien! opetation

OExciudes blasting agents

Bincludes blasting agents

SOURCE Ottice of Technology Assessment

any increased cost due to a taggant program.
Handloaders load their own ammunition for
two reasons—economy and the hobby aspect.
A less than 10-percent . cost increase in expend-
able material is unlikely to affect a hobby for
which hundreds of dollars in costs have al-
ready been incurred (handloading equipment
and guns). As powder is only one of several
materials on which a handloader saves costs
(cartridge cases, projectiles, wadding) and ad-
ditional cost-savings are realized from labor
and avoiding paying the excise tax on pur-
chased ammunition, an 8-percent increase in
powder cost. would translate into a very few
percent increase in total reloading costs.

OTHER COST IMPACTS

Government Investigation Costs
and Program Administration

BATF has estimated* a requirement of 11
man-years of effort annually to enforce the
provisions. of §5.333, primarily to establish
standards and monitor implementation of the
taggants program. Estimated program costs in
fiscal year 1979 dollars for this level of effort
are approximately $500,000. This would in-
clude several explosive specialists, chemists,
inspectors, and clerical help. Estimated costs
for actually investigating taggant-tracing serv-
ices are expected to be marginal beyond cur-
rent BATF personnel levels and are contained
in the above estimate. Their current tracing
service personnel would require one additional
slot at a cost of approximately $30,000. The to-
tal annual costs estimated for BATF are, there-
fore, just over $500,000.

Completing the spectrum of Government
level costs are those expenditures that are
budgeted and projected to complete the tech-
nical development of the taggants program by
the Aerospace Corp. Total program costs (in-
cluding sunk costs of $5.4 million prior to fis-
cal year 1980) are $10.0-million budgeted; pro-

*Atley Peterson’s testimony, September 1977 on S 2013

£1-401 0 - B0 - 9

jected outyear costs are estimated at $4.6 mil-
lion.

Investigative Costs

Investigators of bombing incidents currently
devote considerable time to examining explo-
sive debris for clues regaiding the type and
source of the explosive material. Further effort
is devoted to forensic analysis at the labora-
tory level. If an identification taggant program
is implemented, collection of debris for a lab-
oratory search for taggants will become part of
the standard bombing-scene investigatory pro-
cedures. There should be little or no impact on
the time required for a bombing-scene investi-
gation. Taggant recovery from the debris will
be an additional laboratory exercise but it
could well replace the more time-consuming
procedures now carried out to obtain less in-
formation than would be furnished by tag-
gants. Similarly, it will take time to follow up
on the leads furnished to investigators by hav-
ing a list of last legal purchasers of the bomb
filler material, but that time is probably less
than would be expended following up less di-
rect leads. For purposes of this study, the as-
sumption was made that a taggant program
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would have no net cost effect on investigation
time.

Effects of Competition-Substitution

Depending on the ultimate rise in the price
of explosives to the user community due to the
addition of taggants, a variety of economic im-
pacts could occur. As has been pointed out
earlier, the choices of the type of explosive
purchased by users are frequently made on a
basis of the lowest price rather than brand loy-
alty. Since this is so, various kinds of potential
substitution threaten the explosives industry if
the user perceives more economical choices
available to him. For instance, in the under-
ground mining of coal, the cost of explosives
can play a predominant role in the overall cost
of operations, particularly so in marginal types
of mining operations. Substitution of mechani-
cal coal mining equipment could essentially
eliminate the use of explosives in those mines.
The cost impact of the baseline taggant pro-
gram is unlikely to significantly affect that
type of choice, particularly given the capital
investment in machinery that is currently used
to support explosive mining. A full economic
cost tradeoff analysis between mechanical
tools and the increased cost of explosives
would need to take place for a meaningful
sample size of users to determine the net ef-
fect on the explosives industry.

Discussions with a dynamite and packaged
slurry manufacturer revealed that in one case
a. recent 5.4-percent increase in the price of a
slurry product resuited in several buyers shift-
ing to other products—a-loss in sales of 6 mil-
lion Ib of product for that manufacturer. Other
estimated potential losses by substitution were
suggested by the manufacturer. For instance,
given a price increase of $10/100-weight in
their nitroglycerine-based products, that man-
ufacturer estimated that as much as 25 percent
of their business would shift to other boost-
er/slurry combinations. The manufacturer fur-
ther estimated that if a 10-cent increase in the
price of packaged slurries occurred, they could
lose 50 percent of their slurry- business to
ANFO, as mining operations would substitute

borehole dewatering (by pumping the hole out
and utilizing a borehole liner) coupled with
ANFO. This kind of substitution, for cap-sensi-
tive packaged high explosives to ANFO, was
also noted by an explosives jobber (operating
in a quarry environment) as a highly likely
prospect should the cost of tagged explosives
increase inordinately. The accuracy and objec-
tivity of this type of unsubstantiated estimate
are open to question, particularly as other
operators expressed opposite views. Safety, re-
liability, and ease of handling were cited as
reasons why a cost increase, such as would oc-
cur for the baseline tagging program, would
not cause a product substitution. The exam-
ples do, however, highlight a very real poten-
tial problem, particularly if the taggant pro-
gram were to substantially increase the cost of
cap-sensitive explosives, or if a program were
adopted that included tagging some portion of
a cost-competitive segment of the industry
(such as tagging dynamite, but not gels and
slurries).

It is noted that the current annual utilization
of ANFO in this country is on the order of 3.4
billion Ib, It is estimated that the trend toward
utilization of ANFO has gone about as far as it
can go, given the excellent economies for
ANFO in a wide variety of circumstances. In-
creasing inordinately the cost of explosives
due to tagging could, however, further shift
current utilization from cap-sensitive pack-
aged explosives to ANFO.

Effects on Fixed-Price Commodities

There is a potentially important economic
spillover on the marketplace for fixed-price
commodities, due to taggants. Copper prices
are established in a competitive worldwide
market setting. The Kennicott copper mine, for
instance, competes in this environment, and as
a result is limited in its ability to pass on addi-
tional costs of operations. Tagged explosives
could affect this situation, depending on the
degree of tagging implemented and the cost of
tagging. The OTA analysis revealed that only
insignificant influences on cost of operation
would take place due to cost increases from a
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mandated taggant program. If ANFO and un-
packaged slurries were also tagged, however,
the impact could be quite different. The price
of ANFO could approximately double, raising
the cost of operations as much as 5 percent.
Such an increase may well require a higher
grade cutoff point for ore, resulting in a signifi-
cant decrease in the effective reserves of eco-
nomically recoverable copper at that site.

Possible Removal of Some
Gunpowders From the Market

The initiation of a tagging program involves
startup costs to the manufacturer, which this

analysis has assumed would be amortized over
10 years and passed along to the consumer in
the form of somewhat higher prices. It is possi-
ble, however, that some manufacturers of
black or smokeless powder might prefer to
take some product lines off the market, so as
to incur these startup costs for only a portion
of their existing product line. It is also possible,
though perhaps less likely, that a manufacturer
might choose to halt all production for the
handloader market rather than be involved in
tagging such powders. If this should occur,
handloaders would find their existing choice
among powders reduced; this reduction in
choice would be a ““cost” to handioaders,
though not one which can be expressed in dol-
lars.

TAGGANT PROGRAM COST SYNTHESIS

In this section of the report, cost estimates
are established for implementing a baseline
taggant program. This development of cost is
an accumulation of total program cost ele-
ments developed in prior sections of the re-
port. The program cost elements include:

identification taggant material costs;

detection taggant material costs;

manufacturing level costs;

distribution system costs; and

public overhead costs:

—sensor-related production,

—sensor development,

—other taggant program development
costs, and

—BATF annual administration and trac-
ing activity.

Subsequent to the buildup of the total base-
line taggant program costs, a series of alter-
native implementation levels are examined for
their cost impact. Costs are estimated for a
total taggant program and for separate identi-
fication and detection taggant programs. Fol-

lowing that are set forth the various aspects of
cost uncertainty in the study and a cost-sensi-
tivity analysis of key uncertainty cost drivers
or parameters intrinsic to the taggant program.

Identification Taggant Program
Material Costs

Table 41 shows the buildup of identification
taggant material costs. The calculations, which
are self-explanatory, are based on the program
units (weight, feet, caps) set forth in the earlier
section on “Taggant Material Costs.”” A price
for polyethylene encapsulated tags of $55/Ib is
utilized with the concentration noted. The to-
tal annual cost for this baseline condition is
$11,200,000.

Detection Taggant Program
Material Costs

Table 42 sets forth the buildup of detection
taggant program material costs. The calcula-
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Table 41.—Identification Taggant Material Annual Costs, Baseline Program

Estimated Explosive

Annual cost
for taggant

Encapsulated/  Taggant Increased cost materials

ase | dollarsin
annual average Taggant  unencapsulated  cost per per unit of Increase in (
production unitcost - concentration (total pounds) pound explosives  explosive cost thousands)
-sensitive packaged ;
Cat?igh eprosISes. g ..... . 325million1b  $0.50/1b 0.05% El(];:azsggaét)ad $ 58 2.75¢ 5.5% $8,900
62,
Cast boosters. . . .. e 6 million ib $1.50/1b 0.1 % Erlllce;p?glz:)tgg) 122 12.2¢ 8.1% 732
pellets (6,
Smokeless powders . .. .. .. 5 million Ib $6.00/1b 0.05% Enc(z;pggg)ted 55 2.75¢ 0.46% 137
Black powder. . .......... 400,000 b $9.00/1b 0.05% Encezpsgl)ated 55 2.75¢ 0.30% 11
20
Detonatingcord .., ,...... 500 fnillion ft 5¢/ft 5taggants Enc;(aq)ggl)ated 25/batch 0.05¢ 1 % 250
perinch
illi i Encapsulated 120 1.32¢ ea. 2.64% 1,100
Blastingcaps............ 84 million units  50¢ each 50 mg (9[1)240) e
LU T $11,200
3Allowance for cap materfals,
SOURCE: Otfice of Technalogy Assessment.
Table 42.—Detection Taggant Material Annual Costs
Taggant cost per unit Expecn'ed
i i i | annual costs
Estimated annual  Detection taggant level  Detection taggant explosives total ar
Explosive category production concentration required, pounds . (@ $40/Ib taggant) (dollars in thousands)
-sensitive packaged high i
Cagngosives.‘.). . g .. Ag ........ 325 mitlion Ib 0.025% by weight 87,500 1¢ $3,2gg
Castboosters . ................ 6 million Ib 0.025% by we!ght 1,500 1¢ o
Smokeless powders. . ........... 5 mitlion:Ib 0.025% by we[ght 1,250 1¢ .
Black powder . ................ 400,000 b 0.025% by weight 100 00:9 4,500
Detonatingcord, . ....... ...t 500 miltion ft 100 mg/it 110,000 1 .7g 1 '478
Blastingecaps ..........ohunn X 84 million units 200 rr;g per ca{) 36,960 .76¢ )
ase se ——
Total e $9,340
] 7| P

SOURCE: Office of Technology Assessment.

tions, which are self-explanatory, are estab-
lished at the noted concentration levels and
weights, feet, and unit quantities common to
the identification taggant program. At the esti-
mated cost of $40/Ib of detection taggant ma-
terial, the total annual program estimate is
$9,340,000.

Manufacturing Level Program Costs

Explosive manufacturing level program
costs are delineated in table 43. The annual
cost estimate for the baseline program is
$7,068,500. The costs are based on explosive
quantities and manufacturing incremental
costs developed in previous sections.

Distribution Network Program Costs

The annual program cost attributable to the
distribution network is $9,231,000. The calcula-
tion, shown in table 44, is based on the quanti-
ties ¢f explosives and distribution system in-
cremental costs established in previous sec-
tions,

Public Overhead Program Cost

Public overhead program costs are defined
to include the following cost elements:

* sensor-related deployment costs,
® taggant program development, and

FRRNI Ot sgsen. Sz, SHbraEy,
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Table 43.—Manufacturing Cost Added

Total program
manuft . dring

cost added

Estimated annual Manufacturing  (dollars In

Explosive category production  cost added/unit thousands)

Cap-sensitive packaged

high explosives . ... .. 325 million Ib 1.03¢2 $3,347
Boosters ............ 6 million Ib 7.72¢ 463
Black powder. . .....,. 400,000 Ib 2.57¢ 10
Smokeiess powder . . . .. Smillion b 2.57¢ 128
Detonatingcord ....... 500million ft 0.094¢ 470
Blastingcaps . ...... .. 84 million units  3.15¢ 2,650
Total ...... e e e $7.068

gasaline conditions,
SOURGE: Office of Technology Assessment,

Table 44.—Distribution System Cost Added

Total program

distribution
system

Distribution cost added

Estimated annual  system cost (dollars in

Explosive category production added/unit thousands)

Cap-sensitive packaged

high explosives . .. . ., 325 million Ib 1.19¢2 $3,869
Boosters ............ 6 million b 5.48¢ 328
Black powder. ........ 400,000 Ib 7.55¢ 30
Smokeless powder . . ... Smillionlb  64.43¢ 3,222
Detonatingcord ., ,.... 500 million ft 0.15¢ 750
Blastingcaps ., ....... 84-million units ~ 1,23¢ 1,033
Total.ooovennntniin s, e, Voo $9,232

Baseline conditions.
SOURCE: Office of Technology Assessment.

® BATF administrative costs, including trac-
ing activity.

The annual sensor program cost is $6.83 mil-
lion for the baseline case in which 1,500 units
are deployed in an assumed mix of 90-percent
IMS and 10-percent MS sensor types. As in-
dicated earlier, the annual BATF administra-
tion cost is approximately $0.53 million, while
the taggant program development annual cost
is estimated at $1.15 million, for a total of
$8.51 million.

Taggant Program Baseline
Cost Estimate

The total estimated cost for the baseline tag-
gant program is $45.37 million per year. The
calculation of this estimate is shown in table
45. It includes the estimated cost impact of

i

Table 45.—Taggant Program Summary Annual
Cost-Baseline Program (millions of FY 1979 dollars)

Annual cost

Taggantmatertals. ......,.. ... .. .. .. . . .. .. . $20.56

Identification taggants (1 1.22)

Detector taggants (9.34)
Sensor-related costsa . .., ..., ....... ... ... 6.83
Explosives manufacturers' added costs. .., ... . ... . 7.07
Distributors’ costs ..., ..................... . 9.23
Governmentcosts, . .. ..., ...l 1.68

Administration and tracing
Taggant program development
Increased investigative costs . . .. .. ... .. P 0

3assumed 1,500 units, 80-percent IMS and IO-perceni MS.
SOURCE: Oifice of Technology Assessment,

taggant materials (identification and detec-
tion), manufacturer-added cost, distributor-
added costs, and public overhead (sensors, tag-
gant development, and BATF administration).

Program Cost Versus
Implementation Level

Table 46 shows the major cost elements of
the taggant program as a function of imple-
mentation level. The low-level program would
use a unique identification taggant for each
manufacturer, type of product, and year of

Table 46.—Taggant Program Summary Annual Cost Versus
Implementation Level (millions of FY 1979 dollars per year)

Lowcase Baseline High case

Summary cost element, program  program  program
Taggant materials
Identification taggants ,........ $ 5.612 §11.22 §11.22
Detection taggants . . . ......... 9,34 9.34 9.34
Explosive manufacturers’ added cost.  5.26b 7.07¢  19.41¢
Distribution system added cost , . . , . 5.02¢ .23 16.55'
Publicoverhead ...,........... 5,329 8.51h 24,51
Total program annual cost . . .., .. $30.55 - $45.37  $81.0
(less ANFQ)
ANFO $187.0 |
$268.0

30TA estimale of simplified code based on halving the baseline estimate,
Plant/year tagging lavel.
Chate-shift tagging level.
d10,000 10 12,000-1b tagging leve! for cap-sensitive; 2,000 Ib for powders.
Eincludes markup costs only,
Includes increase for: adjusted markups; 7.5 million. (b of powders; powder recordkeeping @
1.

9Based on 800 sensors.
Based on 1,500 sensors.
JBased on 5,000 sensors.
IBased on; 3.4 billion fb of ANFO tagged annually; 1D tag @ 2¢/Ib of ANFO; detection tag @
0.5¢/1b of ANFO; manufacturing @ 2¢/1b of ANFO: and recordkeeping @ 1¢/1b of ANFO.

SOURCE: Otfice of Technology Assessment.
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r manufacture. A total of 800 detection sensors

would be deployed, one for passengers and
one for baggage at each airport location cur-
rently deploying magnetometers and hand
baggage X-ray units. Cap-sensitive high explo-
sives, detonators, boosters, detonating cord,
and smokeless and black powders would be
tagged with both identification and detection
taggants. Blasting agents would not be directly
tagged.

The baseline program would tag the same
materials as the low-level program, but would
use a unique identification taggant for each
shift of each product—analogous to the cur-
rent date-shift code marking on the exterior of
explosives. Traceability to the lists of last legal
purchasers would be maintained, as the tag-
gant would contain all the information needed
for a BATF trace (date, shift, product, and
size). Approximately 1,500 detection taggant
sensors would be deployed at airports and ma-
jor controlled-access facilities such as power-
plants, refineries, and Government buildings.
Major police bomb squads would operate port-
able units.

This baseline program differs from the pro-
gram proposed by the BATF/Aerospace Corp.
team in two respects. The most important is
that a full shift of the same product (a differ-
ent size would be treated as a different prod-
uct) would be tagged with the same taggant,
rather than an arbitrary 10,000 to 20,000 Ib.
The practical utility result of that change is
that a longer list of last legal purchasers would
be produced by a trace, at least for those lines
that make more than 10,000 to 20,000 Ib of a
product in a single shift. The second difference
concerns rework. It has been assumed that a
special ' taggant containing a ‘‘composite
code” will be added to material containing
more than 10-percent cross-contamination;
such a taggant would indicate that other codes
in the explosive were contaminants and could

g be ignored.

The high-level program would uniquely tag
each 10,000-Ib batch of explosive and each
2,000-Ib batch of gunpowder. All explosive
materials, including blasting agents, would be
directly tagged. Ammonium nitrate fabricated

for use in ANFO would be tagged, but not fer-
tilizer-grade ammonium nitrate. Approximate-
ly 5,000 detection taggant sensors would be
deployed at every major transportation facil-
ity, controlled-access utility, Government fa-
cility, and other potential high-value targets
such as campus computer locations. Portable
units would be routinely available to police
bomb squads. The taggant level and types of
explosives to be tagged.in the high-level pro-
gram correspond to a strict interpretation of
S$.333, as propounded by IME.

Program Cost of Separate Identification
and Detection Taggant Programs

The above discussion has been for a pro-
gram that includes both identification and de-
tection taggants. Interest has been expressed
in the cost of each program separately; the
total cost and breakouts by cost elements are
discussed for each of the three implementa-
tion levels. For the baseline set of conditions,
the cost breakout is set forth in table 47. These
costs are, in summary:

Identification taggant program .. .. .. $24.8 million
Detection taggant program ......... $25.4 million
Total combined program . ......... $45.37 million

Table 47.—|dentification Taggant and Detection Taggant
Program Cost Comparisons—Baseline Case
{millions of dollars per year)

Identification  Detection Baseline
taggant taggant combined
Pragram cost elements program program program
Taggant materials . ... ..... $11.22 $ 9.34 $20.56
Sensor-related costs ... ... .. — 6.832 6.832
Manufacturers'cost . ... ..., 6.00 .94 7.07
Markup
4.82
Labor and
tooling
Distribution system cost. . . . . . 6.66b 2.57 9,23
Markup
-0.
Labor and
tooling
Government cost
Administration and tracing .. .53 13¢ .53
Taggant program development .34 .81 1.15
Total............... $24,76 $25.44 $45.37

dFor 1,500 sensors.
Less markup on detection taggant,
Cassumed 25 percent of combined program.

SOURCE: Office of Teshnology Assessment
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As one can note, the sum of individual pro-
grams is greater than the total combined pro-
gram. This follows from the fact that each of
the programs share certain labor and capital
resources in the combined program and each
option bears the total cost for these resources
if only one of the programs would be imple-
mented. Shared resources in the combined
baseline program are approximately $5 mil-
lion/year. The detection taggant program is
directly sensitive to the number of deployed
sensors; variation in this would affect the cost
differentials significantly.

Similar cost breakdowns were calculated for
the separate identification and detector tag-
gant programs at the low and high implemen-
tation levels; these separate costs for the three
melementation levels are summarized in table

8.

Table 48.—Summary Program Costs Versus
Level of Implementation

Total combined

Identification Detection programa
Low .o..ois, . $ 14,93 $21.92 $ 30.55
Baseline . ... .. 24.76 25.44 45.37
High,........, 214.54 65.26 268.8

&Combined program costs are less than the sum of the Individual programs because of shared
labor, tooling, administration, etc,

SOURCE: Office of Technology Assessment.

Comparison of OTA Cost Estimates
With IME and Aerospace Corp.
Estimates

In testimony before the Senate Governmen-
tal Affairs Committee, IME has estimated that
the cost of the identification taggant program
would be on the order of $700 million/year,
That estimates includes the cost for the tag-
gant materials, library maintenance fees, and
recordkeeping costs. The estimate did not in-
clude public overhead cost, manufacturing
added costs, costs through the distributer
chain, and markup. In addition, the IME esti-
mates for the quantity of cap-sensitive explo-
sives produced is lower than the OTA estimate
by 50 million Ib, IME does not include the ef-
fects of tagging 5 million Ib of smokeless pow-
der and assumes that the total production of

2.5 million b of black powder would be
tagged. All but 400,000 Ib of the black powder
is used as a raw material input to other manu-
factured items, such as fuzes, however, and so
would not be tagged,

For a taggant program with the scope as-
sumed by IME, OTA estimates the cost weuld
be $214 million, not $700 million. The major
reasons for this difference are: IME assumed
material cost for the identification taggants of
$200/Ib (versus the OTA estimate of $55/1b), the
inclusion of a library maintenance fee of $1 0o/~
year per unique taggant (this fee would not be
charged), and a concentration level of 0.05 per-
cent for unencapsulated taggants versus the
BATF/Aerospace suggested level of 0.025 per-
cent (equivalent to a 0.05-percent concentra-
tion level for encapsulated taggants). As in-
dicated previously, the IME figures for the
material and library maintenance costs reflect
a 3M quoted cost for taggants produced in a
pilot program.

Table 49 depicts the various cost elements
for an identification taggant program that in-
cludes blasting agents. The three columns
show, respectively, the element cost estimates
made by IME, the corresponding costs under
the same assumptions made by OTA, and the
actual cost elements, as estimated by OTA. It
must be clearly understood that these cost estij-

Table 49.—Comparison of the Estimafe.s for ID Tags
(millions of doliars per year)

OTA estimates OTA estimates
IME cost using IME using OTA
Cost elements estimate " assumptionsa assumptions
D tag materials—non-ANFQ . § 5.5 $ 10.38 $ 1.2
ID tag materials—ANFO. . . . . 340.0 68.0 68.0
Manufacturers' costs—
nen-ANFO ,........... — 17,2 18.47
Manufacturing cost—ANFO
and recordkeeping . ., ... — 102.0 102.0
Distribution systemcost ..., — 8.0 13.98
Publicoverhead . ... ... ... - 87 .87
Recordkeeping costs. . . . . , . 19,5 in mfgr & inmfgr &
distribution  distribution
Code reservation . .., ... .. 2911 - -
Total ................ $703.1 $206.45 $214.54
Assumptions: 275 million Ib of cap-sensitive packaged explosives, 2.5 million Ib of black
powder, smokeless powder not includ
SOURCE: Office of Technology Assessment.
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mates are for the identification tagging pro-
gram for the high implemantation level.

The Aerospace Corp. cost estimate of ap-
proximately $48 million/year was for a differ-
ent program—one in which ANFO and other
blasting agents are not directly tagged. As
noted above, the program for which the Aero-
space Corp. cost estimate was given is quite
similar to the OTA identified baseline pro-
gram, differing only in the size of t‘he unique
taggant batch and in some assumptions on re-
work material.

A summary of major differences between
the Aerospace Corp. assumptions and the OTA
baseline case assumptions is as follows:

In summary, the question as to which cost
estimate is “correct,” that by Aerospace or
that by IME, cannot be simply answered, as
they are giving estimates for different Ieyels of
implementation. Both estimates contain val-
ues for cost elements that are not currently
relevant, and these are clearly indicated in
tables 49 and 50.

Who Bears the Cost of
a Taggant Program?

For the baseline program set of conditions,
an analysis was made to determine which of
the various segments affected would bear the
costs of the taggant program. Table 51 shows
the cost breakout. Sensor-related costs would

Ch. V—Taggant Cost Review = 129

COST ANALYSIS PRECISION

In the preceding narrative description of the
taggant program cost analysis, OTA has set
forth the basis for estimating the various fac-
tors in the total program cost equation. The
relative certainty (or precision) of the esti-
mates has been addressed to varying degrees.
In this section, OTA specifically summarizes
concerns regarding the precision of the esti-
mates and the related implications for: 1} the
reasonableness of the estimates and 2) the
prospects for cost-estimate growth or stability.

A precise evaluation of the costs of a tag-
gant program is not possible due to the current
state of development of the taggants and sen-

Cost Sensitivity Analysis

The method used here essentially sets forth
the cost impact changes that occur due to vari-
ations in cost-driving variables of interest. The
cost-impact variations from an established or
hypothesized baseline case is the traditional
method taken. Cost element changes in abso-
lute or percentage terms are set forth and the
impact on total program cost is noted. Since
the taggant program is in the early stages of
development, the factors in the total cost
equation need to be examined to determine
the potential ranges of variance from an estab-
lished baseline. Table 52 includes a relatively
comprehensive list of elements that have an in-

Aerospace OTA refiect the perceived utilization of sensors at sors and the uncertainties in how a taggant fluence on the program cost estimate. These
assumptions  assumptions airports for screening of personnel, hand-car- program would be implemented. Pilot testing include the various factors (both cost and re-
Detonating cord. . . . ... 12,000,000 500,000,000 ¢ ried baggage, and checked baggage. For the has been conducted between the identifica- lated requirements) for:
1 f s : ' _ i . :
N;:;f:;eod ?e.n.s.o.r ..... 5,000 1,500 baseline case of 1,500 sensors, 1,200 or 80 per tllon.taggantts ~a'nd severajdof tge tVDESdOf ex e taggant materials;
Increased investigating cent are assumed to be employed at airports, blosive materials proposed to be tagged (cap- e the manufacturing and distribution sys-
COSES.\ v $5.4 million None with 300 or 20 percent in Government build- f)ensxtlve packaged‘ exploswes, boosters, and tem:
Markup .. ... No Yes ings, courthouses, transportation centers, and lack powder), testing is underway on smoke- ¢ public overhead (sensors, administration,
ID tag material cost, lice bomb squads less powder, and no pilot tests have been con- )
lated .. $50/lbtag  $55/Ibtag poll - . d d for d . . taggant program development); and
Setoction tag material The users of explosives absorb the primary ucted for detonating cord or blasting caps. e programatic considerations
Dce;sf uon ag ....... $65/lbtag ~ $40/lb tag impact of the program, assuming that all costs Three candidate sensors are being evaluated,

Table 50 depicts the various cost elements
for an identification and detection taggant
program that does not include blasting agents.
The columns represent, respectively, the cost
estimates made by the Aerospace Corp. and
the cost elements as estimated by OTA.

Table 58.--Comparison of OTA.and
Aerospace Program (Option 2) Estimates?

associated with the taggants (material, manu-
facturing, and distribution), are passed on to
the various classes of users examined. The ex-
tent to which these costs will ultimately im-
pact consumers of goods produced by the ex-
plosive users is uncertain.

Public overhead costs of administration and
taggant program development are borne di-
rectly by the taxpayer who would also bear
some portion of the detection taggant sensor
«eployment in the baseline case.
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but no system has progressed past the labora-
tory stage. Various implementation levels are
possible, each of which directly affects costs.
Examples of critical implementation decisions
include: which explosives will be tagged, what
would constitute a unique “batch” with a
unique identification species, and how many
of which type of detection sensors would be
deployed.

Several forms of cost uncertainty analysis

Taggant Materials

IDENTIFICATION TAGGANTS

Various factors can further influence the
cost of identification taggant material. The
best estimate from 3M is based on their recent
leadtime study, $75/Ib of unencapsulated tag-
gants in 2.5- to 5-1b lots. This value is based on
tagging 600 million Ib of explosives per year,
requiring a guarantee of manufacturing of
150,000 Ib of taggants per year for a minimum

Aerospace _ _ are possible. Given a baseline case, one can ex- of 2 years. Values utilized in the OTA study are
Cost efements esimates _OVAsslimets Table 51.—Taggant Program Cost Impact by Who Will Bear the . amine the cost effects of changes in individual based on lower quantities of encapsulated tag-
ID tag materials ... ........ooooee § *.}.'gg $1;'§§ Cost {millions of dolfars by impact segments) i cost factors and note the perturbation on total gants. 3M has made their best estimate of this
E:geocr"f"f fa‘g_r‘”f".e.”f”.s.‘_:::::'_:::::: 205 b Users of Airline N program cost in a deterministic manner. This effect on cost; however, more detailed study
REMOONNG . « v v e v vveeevmeranaenens 1.65 = Baseline program cosls _explosives Taxpayers users _Total method is employed in the following section in would be required by them to provide an
Total instrumentation cost . . ........... 22'33 _%'_83 Taggant materials . . . . . . $20.56 ~ — — 32056 %* order to highlight the primary cost drivers in equivalent confidence to the current $75/Ib
'E'gﬁ;f‘fgs'rg:sgg?{xﬁggsgsst 9 7.07 Sensor-related costs . ... = §1.3 8583 6.83 b the taggant program. Another method treats quotation. Encapsulated taggants estimates
Distribution SYStem COst . . . . v v« v« (c) 9.23 Exgg;?'sve ma"u’acwrer.s. T I - 707 ~ i costs in a probabalistic manner. Additional provided for this study are targeted at $55/Ib of
Government COStS . . .+ .. ccveenne . 1.68 Distribution system costs .~ 9.23  — - 9.23 ‘ data would be required to implement this pro- polyethylene-coated taggants for 90,000 b of
TOWal . eeee e $48.04 §45.97 Public overhead ... . ... - 1.68 - 1.68 . cedure, taggants per year. Additional study of opaque-
SFram: “Expusves Tagaing [nfalon mpact Analysi,” Aeospace Corp., Apsil 1979. Total ...ooovvnnnnn $36.66 9298 $5.53  §45.97
included in i ingcus.

Cinctuded in labos cost.
SOURCE: Office of Technology Assessment.

Percent, ......... .. 81.2% 6.6% 12.2%

SOURCE; Office of Technology Assessment.
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Table 52.—Elements of Cost Uncertainty

Identification taggant material

* Taggant cost dollars per pound
~—Encapsulation cost-opaque capsule
—Yield from encapsulation process
—Cost is an estimate, not a contracted value
—Monopoly issue

Taggan! concentration level

Quantity of explosives to be tagged
—Cap-sensitive packaged explosives
—ANFO and other biasting agents

* Taggant waste

Detection taggant material

¢ Molecule prices

s Encapsulation cost

¢ Concentration levels

* Quantity of explosives to be tagged

Sensor cost

* Quantity of sensors to be deployed

* What type sensors will be successfuily developed?
= What will be the mix of deployed sensors?

* Development cost tncertainty

* Faise alarm rate

- Production price uncertainty

Explosive manufacturers' added cost

 Recordkeeping costs (particularly smokeless powders)
Tooling and labor, etc., for explosive categaries not pilot tested
(powders, detanating cord, biasting caps)

Baich size

—Productivity

—Waste

Taggant inventory costs

Markup and degree to which costs are passed on

Distribution costs
» Recordkeeping
* Storage

* Markup levels

Cost of investigation
* Cost penalty v. cost savings

Government regulation and administration

Implementation and programatic

* Leve! of implementation

¢ Stand alone program costs
—Identification taggant program
—Detection taggant program

SOURCE: Oifice of Technology Assessment.

type encapsulation is required in order to re-
fine the $55/Ib estimate. 3M assessment of the
worst case is $70/lb, to account for the uncer-
tainty in:

® encapsulation and encapsulation process
vield (further research is required to de-
finitize these parameters), and

* ultimate contractual conditions specified
(the only basis for 'precise” quotations).

3M believes that the worst case estimate is
highly unlikely and was provided to the study

group to permit the cost uncertainty analysis
of the taggant program. The ultimate effect of
the worst case condition would be to increase
identification taggant direct costs of materials
by 27 percent.

If one were to implement unencapsulated
taggants, as was studied in some detail in the
leadtime study, the ultimate effect would be a
reduction in the baseline program estimate
from $11.2 million to $9.6 million, a reduction
of approximately 14 percent.

Other areas of cost uncertainty are:

* Monopoly issue—this is discussed in the
second section of this chapter.

¢ Taggant concentration levels—the surviv-
ability and recovery tests so far con-
ducted have been at one concentration
level, as have the safety tests. The tests
have identified areas where the taggants
survive and areas where individual tag-
gants do not survive (with a substantial
grey area). Nonsurvival seems to be pri-
marily a function of the thermal or phys-
ical decomposition of the taggant materi-
als, which would be essentially unaffected
by concentration level, If concentration
levels were changed, the cost of material
would - increase almost . linearly (see
below).

¢ Quantity of explosives to be tagged—
greater quantities (over 325 million |b of
cap-sensitive) of tagged explosive would
decrease cost per pound of taggant mate-
rial; however, total program increases
would not increase linearly.

* ANFO tagging—see the section on “Tag-
gant Program Cost Synthesis” for esti-
mated effects. It is probable that if ANFO
were to be tagged, a taggant with addi-
tional layers would require development,
to permit the larger number of codes re-
quired by the large quantities of ANFO
and other blasting agents.

® Taggant waste—the degree of taggant
waste (if any) in a production environment
is unknown; this factor, which is not con-
sidered significant, would tend to increase
taggant material cost estimates.
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Summary baseline program cost sensitivity
to variations in identification taggant material
costs or concentration levels is depicted in
figure 20. Cost-impact changes include the ef-
fect of markup at the manufacturing level and
throughout the distribution network.

Figure 20.—Baseline Program Cost Sensitivit
impact Wi_th Changes in Identification Taggan)t/,
Material Cost, and Concentration Level

Total program
cost in millions of dollars

60
55f=
: ;‘O.;‘
50 f=
/ Baseline ., -
7. program -, Percent
EOE Sl change in
e ID taggant
50% 100% material
cost or

concentration

Concentration levels are another issue. Current
gxpectations are that 0.025-percent concentra-
tions are adequate. Further development test-
Ing Is required in order to definitize this param-
eter. Baseline program cost sensitivity due to a
range of variation in detection taggant materi-
ql costs or concentration levels s set forth in
f!gure 21. Cost variations include the succes-
sion of markups that are estimated at the man-
u_facturing level and throughout the distribu-
tion network. It should be noted that the con-
centration levels for identification and detec-
tion tagging of detonating cord are inconsist-
ent, with a very small concentration of identifi-
Cation taggants assumed and a very high con-
centration of detection taggants.

THE MANUFACTURING AND
DISTRIBUTION SYSTEM
Tagg{xnt program cost estimates at the man-
ufacturing and distribution levels vary in their
degree‘ of precision and are highly influenced
by various assumptions that are required due
to the lack of substantive empirical data. Con-
fidence is relatively higher in the estimates

Figure 21.—Baseline Program Cost Sensitivi
Impact With Changes ingDetection Taggant',t y
Material Cost, and Concentration Level
Total program
cost in miilions of doliars

D Increase Decrease 8o
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